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SYSTEMS AND METHODS FOR SECUBE TRANSACTION 
MANAGEMENT AND ELECTRONIC RIGHTS PROTECTION 



PiftMfa^ of the InventionfB) 



This invention generally relates to computer and/or 
electronic security. 

5 

More particularly, this invention relates to systems and 
techniques for secure transaction management. This invention 
also relates to computer-based and other electronic appUance- 
based technologies that help to ensure that information is 
10 accessed and/or otherwise tised only in authorized ways, and 

maintains the integrity, availability, and/or confidentiality of 
such information and processes related to such use. 



The invention also relates to systems and methods for 
15 protecting rights of various participants in electronic commerce 

and other electronic or electronically-facilitated transactions. 



The invention also relates to secure chains of handling and 
control for both information content and information employed to 
20 regulate the use of such content and consequences of such use. It 

also relates to systems and techniques that manage, including 
meter and/or limit and/or otherwise monitor use of electronically 
stored and/or disseminated information. The invention 



wo 96^7155 



PCT/DS96/02303 



particularly relates to transactions, conduct and arrangements 
that make use of, including consequences of use of, such systems 
and/or techniques. 

The invention also relates to distributed and other 
operating systems, environments and architectures. It also 
generally relates to secure architectures, including, for example, 
tamper-resistant hardware-based processors, that can be iised to 
establish security at each node of a distributed system. 

Background and Summary of the Invention(s) 

TelecoTnmunications, financial transactions, government 
processes, business operations, entertainment, and personal 
business productivity all now depend on electronic appUances. 
MiUions of these electronic appUances have been electronically 
connected together. These intercoimected electronic appUances 
comprise what is increasingly caUed the 'Information highway." 
Many businesses, academicians, and government leaders are 
concerned about how to protect the ri^ts of citizens and 
organizations who use this information (also ''electronic" or 
"digital") highway. 

Electronic Content 

Today, virtually anything that can be represented by 
words, numbers, graphics, or system of commands and 
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instrodions can be fonnatted into electronic digital information. 
Television, cable, satellite transmissions, and on-line services 
transmitted over telephone lines, compete to distribute digital 
information and entertainment to homes and businesses. The 

5 owners and marketers of this content include software 

developers, motion picture and recording companies, publishers 
of books, magazines, and newspapers, and information database 
providers. The popularization of on-line services has also enabled 
the individual personal computer user to participate as a content 

10 provider. It is estimated that the worldwide market for electronic 

information in 1992 was approximately $40 billion and is 
e3q)ected to grow to $200 biDion by 1997, according to Microsoft 
Corporation. The present invention can materially enhance the 
revenue of content providers, lower the distribution costs and the 

15 costs for content, better support advertising and usage 

information gathering, and better satisfy the needs of electronic 
information users. These improvements can lead to a significant 
increase in the amount and variety of electronic information and 
the methods by which such information is distiributed. 

20 

The inability of conventional products to be shaped to the 
needs of electronic information providers and users is sharply in 
contrast to the present invention. Despite the attention devoted 
by a cross-section of America's largest telecommunications, 
25 computer, entertainment and information provider companies to 
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some of the problems addressed by the present invention, only 
the present invention provides conunerdally secure, effective 
solutions for configurable, general purpose electronic commerce 
transaction/distribution control systems. 

Controlling Electronic Content 
The present invention provides a new kind of "virtual 
distribution environment- (caHed "VDE" in this document) that 
secures, administers, and audits electronic information use. VDE 
also features lundamentally important capabiUties for managing 
content that travels "across" the "information highway." These 
capabiHties comprise a rights protection solution that serves all 
electronic community members. These members include content 
creators and distributors, financial service providers, end-users, 
and others. VDE is the first general purpose, configurable, 
transaction control/Hghts protection solution for users of 
computers, other electronic appliances, networks, and the 
information highway. 



A fundamental problem for electronic content provider is 
extending their abihty to control the use of proprietary 
information. Content providers often need to limit use to 
authorized activities and amounts. Participants in a business 
model involving, for example, provision of movies and advertising 
on optical discs may include actors, directors, script and other 
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writers, musicians, studios, publishers, distributors, retailers, 
advertisers, credit card services, and content end-users. These 
participants need the abiHty to embody their range of agreements 
and requirements, inckiding use limitations, into an "extended" 

5 agreement comprising an overall electronic business model. This 

extended agreement is represented by electronic content control 
information that can automatically enforce agreed upon rights 
and obhgations. Under VDE, such an extended agreement may 
comprise an electronic contract involving aU business model 

10 participants. Such an agreement may alternatively, or in 

addition, be made up of electronic agreements between subsets of 
Ihe business model participants. Throu^theuse ofVDE, 
electronic commerce can function in the same way as traditional 
commerce-4ihat is commercial relationships regarding products 

15 and services can be shaped throu^ the negotiation of one or 

more agreements between a variety of parties. 

Commercial content providers are concerned with ensuring 
proper compensation for the use of their electronic information. 

20 Electronic digital infonnation, for example a CD recording, can 

today be copied relatively easily and inexpensively. Similarly, 
unauthorized copying and use of software programs deprives 
rightful owners of bilHons of dollars in annual revenue according 
to the International InteUectual Property Alliance. Content 

25 providers and distributors have devised a number of hmited 



-5- 



wo 9*07155 



PCT/USMW2303 



10 



15 



function rights protection mechanisms to protect their rights. 
Authorization passwords and protocols, license servers, 
"lockAmlock» distiibution methods, and nonelectronic 
contractual limitations imposed on users of shrink-wrapped 
software are a few of the more prevalent content protection 
schemes. In a commercial context, these efforts are inefficient 
and limited solutions. 

Providers of "elecbwnic currency" have also created 
protections for their type of content These systems are not 
sufficiently adaptable, efficient, nor flexible enough to support 
the generalized use of electaronic currency. Furthermore, they do 
not provide sophisticated auditing and control configuration 
capabiUties. This means that cunBnt electax)nic cuirenqr tools 
lack the sophistication needed for many real-world financial 
business models. VDE provides means for anonymous currency 
and for "conditionally" anonymous currency, wherein currency 
related activities remain anonymous except under special 
drcimistances. 



20 



VDE Control Capabilities 

VDE allows tiie owners and distiibutors of electit>nic 
digital information to rehably bill for, and securely contat)l, audit, 
and budget the use of. elertronic information. It can reliably 
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10 



15 



detect and monitor the use of commercial information products. 
VDE uses a wide variety of different electronic information 
deHveiy means: including, for example, digital networks, digital 
broadcast, and physical storage media such as optical and 
magnetic disks. VDE can be used by major network providers, 
hardware manufactiirers, owners of electronic information, 
providers of such information, and dearin^ouses that gather 
usage information regarding, and bill for the use of, electronic 
information. 



VDE provides comprehensive and configurable transaction 
management, metering and monitoring technology. It can 
change how electronic information products are protected, 
marketed, packaged, and distributed. When used, VDE should 
result in higher revenues for information providers and greater 
user satisfaction and value. Use of VDE will normally result in 
lower usage costs, decreased transaction costs, more efficient 
access to electronic information, re-usability of rights protection 
and other transaction management implementations, greatiy 
20 improved flenbility in the use of secured information, and 

greater standardization of tools and processes for electronic 
transaction management. VDE can be used to create an 
adaptable environment that fulfills the needs of electronic 
information owners, distributors, and users; financial 
25 clearinghouses; and usage information analyzers and resellers. 
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MighU and Control Inlbnnation 

In general, the present invention can be used to protect the 
xigbta of parties who have: 



(a) proprietary or confidentiality interests in electronic 
infonnation. It can, for example, help ensure that 
information is used only in authorized ways; 

(b) financial interests resulting from the use of 
electronically distributed infonnation. It can help 
ensure that content providers will be paid for use of 
distributed information; and 



(0 



interests in electronic credit and electronic currency 
storage, communication, and/or use including 
electronic cash, banking, and purchasing. 



Protecting the rights of electronic community members 
involves a broad range of technologies. VDE combines these 
technologies in a way that creates a -distributed" electronic 
rights protection "environment." This environment secures and 
protects transactions and other processes important for rights 
protection. VDE, for example, provides the ability to prevent, or 
impede, interference with and/or observation of. important rights 
related transactions and processes. VDE, in its preferred 
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embodiment, uses special purpose tamper resistant Secure 
Processing Units (SPUs) to help provide a high level of security 
for VDE processes and information storage and communication. 

5 The rights protection problems solved by the present 

invention are electronic versions of basic societal issues. These 
issues include protecting property rights, protecting privacy 
rights, properly compensating people and organizations for their 
work and risk, protecting money and credit, and generally 

10 protecting the security of information. VDE employs a system 

that uses a common set of processes to manage rights issues in 
an efficient, trusted, and cost-effective way. 

VDE can be used to protect the rights of parties who create 
15 electronic content such as, for example: records, games, movies, 

newspapers, electronic books and reference materials, personal 
electronic mail, and confidential records and communications. 
The invention can also be used to protect tiie ri^ts of parties 
who provide electronic products, such as pubhshers and 

20 distributors; the rights of parties who provide electronic credit 
and currency to pay for use of products, for example, credit 
clearinghouses and banks; the rights to privacy of parties who 
use electitjnic content (such as consumers, business people, 
governments); and the privacy rights of parties described by 

25 electronic information, such as privacy rights related to 
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infonnatioii contained in a medical record, tax record, or 
personnel record. 

In general, the present invention can protect the ri^ts of 
parties who have: 

(a) commercial interests in electronically distributed 

information - the present invention can help ensure, 
for example, that parties, will be paid for use of 
distributed information in a manner consistent with 
their agreemenl^ 

(b) proprietary and/or confidentiaHty interests in 

electronic information - the present invention can, 
for exanq)le, help ensure that data is used only in 
authorized vrays; 

(0 interests in electronic credit and electronic currency 
storage, communication, and/or use - this can 
include electronic cash, banking, and purchasing; 
and 

(d) interests in electronic information derived, at least 
in part, from use of other electronic information. 

VDE Functional PMperties 
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VDE is a cost-effective and efficient rights protection 
solution that provides a unified, consistent system for securing 
and managing transaction processing. VDE can: 

(a) audit and analyze the use of content, 

(b) ensure that content is used only in authorized ways, 
and 

(c) allow infonnation regarding content usage to be used 
only in ways approved by content users. 

In addition, VDE: 

(a) is very configurable, modifiable, and re-usable; 

(b) supports a wide range ofuseful capabilities that may 
be combined in di£f«rent ways to accommodate most 
potential applications; 

(c) operates on a wide variety of electronic appliances 
ranging from hand-held inexpensive devices to large 
mainframe computers; 
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(d) is able to ensure the various rights of a number of 
different parties, and a number of dififerent rights 
protection schemes, simultaneously; 

(e) is able to preserve the ri^tsofparties through a 
series of transactions that may occur at different 
times and different locations; 



(f) is able to flexibly accommodate different ways of 

securely deHvering information and reporting usage; 
and 



(g) provides for electronic analogues to "real" money and 
credit, including anonymous electronic cash, to pay 
for products and services and to support personal 
(including home) banking and other financial 
activities. 



VDE economically and eflBciently fulfills the rights 
protection needs of electronic community members. Users of 
VDE will not require additional rights protection systems for 
different information highway products and rights problems— nor 
vnH they be required to instaU and learn a new system for each 
new information highway application. 
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VDE provides a \mified solution that allows all content 
creators, providera, and users to employ the same electronic 
rights protection solution. Under authorized drcomstances, the 
participants can freely exchange content and associated content 
control sets. This means that a user of VDE may, if aUowed, use 
the same eledxonic system to woric with different kinds of 
content having different sets of content control information. The 
content and control infonnation suppHed by one group can be 
used by people who normally use content and control information 
suppUed by a different group. VDE can aUow content to be 
exchanged "universally" and users of an implementation of the 
present invention can interact electronically without fear of 
incompatibilities in content control, violation of ri^ts, or the 
need to get, install, or learn a new content control system. 

The VDE securely administers transactions that specify 
protection of rights. It can protect electronic rights including, for 
example: 

(a) the property ri^ts of authors of electironic content, 

(b) the commercial rights of distributors of content, 

(c) therightsof any parties who facilitated the 
distribution of content, 
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(d) the privacy rights of users of content, 

(e) the privacy rights of parties portrayed by stored 
and/or distributed content, and 

if) any other rights regarding enforcement of electronic 
agreements. 



VDE can enable a veiy broad variety of electronically enforced 
commercial and sodetal agreements. These agreements can 
include electronically implemented contracts, licenses, laws, 
regulations, and tax collection. 



Contrast With Traditional Solutions 

Traditional content control mechanisms often require usera 
to purchase more electronic information than the user needs or 
desires. F or example, infrequent users of shrink-wrapped 
software are required to purchase a program at the same price as 
frequent users, even though they may receive much less value 
from their less frequent use. Traditional systems do not scale 
cost according to the extent or character of usage and traditional 
systems can not attract potential customers who find that a fixed 
price is too high. Systems using traditional mechanisms are also 
not normally particularly secure. For example, shrink-wrapping 
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does not prevent the constant iUegal pirating of software once 
removed from either its physical or electronic package. 

Traditional electronic information ri^ts protection 
systems are often inflexible and inefiBdent and may cause a 
content provider to choose costly distribution channels that 
increase a product's price. In general these mechanisms restrict 
product pricing, configuration, and marketing flexibility. These 
compromises are the result of techniques for controlling 
information which cannot accommodate both different content 
models and content models which reflect the many, varied 
requirements, such as content dehveiy strategies, of the model 
partidpants. This can limit a provider's abiKty to deUver 
suffident overall value to justify a given product's cost in the eyes 
of many potential users. VDE allows content providers and 
distributors to create applications and distribution networks that 
reflect content providers' and users' preferred business models. 
It offers users a uniquely cost effedave and feature ridi system 
that supports the ways providers want to distribute information 
and the ways users want to use such information. VDE supports 
content control models that ensure rights and allow content 
delivery strategies to be shaped for maximum commerdal results. 
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Cliaiii of Handling and Control 

VDE can protect a collection of rights belonging to various 
parties having in rights in, or to, electronic infonnation. This 
information may be at one location or dispersed across (and/or 
moving between) multq>le locations. The infonnation may pass 
through a -chain" of distributors and a -chain" of users. Usage 
information may also be reported through one or more -chains" of 
parties. In general, VDE enables parties that (a) have rights in 
electronic infonnation, and/or (b) act as direct or indirect agents 
for parties who have rights in electronic infonnation, to ensure 
that the moving, accessing, modifying, or othenvise using of 
infonnation can be securely controUed by roles regarding how, 
when, where, and by whom such activities can be perfonned. 

VDE Applications and Softwaxv 

VDE is a secure system for regulating electronic conduct 
and commerce. Regulation is ensured by control infonnation put 
in place by one or more parties. These parties may include 
content providers, electronic hardware manufacturers, financial 
semce providers, or electronic "infi-astrocture- companies such 
as cable or telecommunications companies. The control 
information implements -Rights Applications." Rights 
applications "run on" the -base software" of the prefened 
embodiment. This base software senses as a secure, flexible, 
general purpose foundation that can accommodate many 
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different rights applications, that is, many different business 
models and their respective particq)ant requirements. 

A li^ts application under VDE is made up of special 
5 purpose pieces, each of which can correspond to one or more basic 

electronic processes needed for a rights protection environment. 
These processes can be combined together like building blocks to 
create electronic agreements that can protect the rights, and may 
enforce fulfillment of the obligations, of electronic information 
10 tisers and providers. One or more providers of electronic 

information can easily combine selected building blocks to create 
a rights application that is unique to a specific content 
distribution model A group of these pieces can represent the 
capabilities needed to fulfill the agreement(s) between users and 
15 providers. These pieces accommodate many requirements of 
electronic commerce including: 



! the distribution of permissions to use electronic 
information; 

! the persistence of the control information and sets of 
control information managing these permissions; 

! configurable control set information that can be 



20 



25 selected by users for use with such information; 
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! data security and usage auditing of electronic 
infonnation; and 

! a secure system for currency, compensation and 
debit managemmt. 

For electronic commerce, a rights application, imder the 
preferred embodiment of the present invention, can provide 
electronic enforcement of the business agreements between all 
participants. Since different groups of components can be put 
together for different applications, the present invention can 
provide electronic control information for a wide variety of 
different products and markets. This means the present 
invention can provide a "unified," eflBcient, secure, and 
cost-effective system for electronic commerce and data security. 
This allows VDE to serve as a single standard for electronic 
rights protection, data security, and electronic currency and 
banking. 



In a VDE, the separation between a rights application and 
its foundation permits the efficient selection of sets of control 
information that are appropriate for each of many different types 
of appHcations and uses. These control sets can refiect both 
rights of electronic community members, as well as obligations 
(such as providing a histoiy of one's use of a product or paying 
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taxes on one's electronic purchases). VDE flexibility allows its 
users to electronically implement and enforce conmion social and 
commercial ethics and practices. By providing a unified control 
system, the present invention supports a vast range of possible 

5 transaction related interests and concerns of individuals, 

communities, businesses, and governments. Due to its open 
design, VDE allows (normally under securely controlled 
circumstances) applications using technology independently 
created by users to be "added" to the system and used in 

10 conjunction with the foundation of the invention. In sum, VDE 

provides a system that can fairly reflect and enforce agreements 
among parties. It is a broad ranging and systematic sohition that 
answers the pressing need for a secure, cost-eflfective, and fair 
electronic enviromnent. 

15 

VDE Implementatioa 

The preferred embodiment of the present invention 
includes various tools that enable system designers to directly 
insert VDE capabilities into their products. These tools include 

20 an AppUcation Programmer's Interface ("APD and a Eights 

Permissioning and Management Language ("RPML"). The 
RPML provides comprehensive and detailed control over the use 
of the invention's features. VDE also inchides certain user 
interface subsystems for satisfying the needs of content 

25 providers, distributors, and \isers. 
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Isfonnation distributed using VDE may take many forma. 
It may, for example, be "distributed" for use on an individual's 
own conqrater, that is the present invention can be used to 
provide security for locally stored data. Alternatively, VDE may 
be used with mfonnation that is dispersed by authors and/or 
publishers to one or more recipients. This information may take 
many forms including: movies, audio recordings, games, 
electronic catalog shopping, multimedia, training materials, 
E-mail and personal documents, object oriented libraries, 
software programming resources, and reference/^ord keeping 
information resources (such as business, medical, legal, scientific, 
govemmratal, and consumer databases). 

Electronic rights protection provided by the present 
invention will also provide an important foundation for trusted 
and efficient home and commercial banking, electronic credit 
processes, electronic purchasing, true or conditionally anonymous 
electronic cash, and EDI (Electronic Data Interchange). VDE 
provides important enhancements for improving data security in 
oiiganizations by providing "smart" transaction management 
features that can be far more effective than key and password 
based "go/no go" technology. 

VDE normally employs an integration of cryptographic and 
other security technologies (e.g. encryption, digital signatures. 
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etc), With other technologies including: component, distributed, 
and event driven operating system technology, and related 
communications, object container, database, smart agent, smart 
card, and semiconductor design technologies. 



I. Overview 

A. VDB SoWeB Important ProUems and Fills 
Critical Keeds 

The world is moving towards an integration of electronic 
information appliances. This interconnection of appUances 
provides a foundation for much greater electronic interaction ani 
the evolution of electronic commerce. A variety of capabiHties ai 
required to implement an electronic commerce environment. 
VDE is the first system timt provides many of these capabilities 
and therefore solves fimdamental problems related to electronic 
dissemioation of information. 



Electronic Content 

VDE allows electronic arrangements to be created 
) involving two or more parties. These agreements can themselves 

comprise a coUection of agreements between participants in a 
commercial value chain and/or a data security chain model for 
handling, auditing, reporting, and payment. It can provide 
efficient, reusable, modifiable, and consistent means for secure 
5 electronic content: distribution, usage control, usage payment, 
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usage auditing, and mage reporting. Content may, for example, 
include: 

! financial information such as dectronic currency and 
credit; 

! commercially distributed electronic information such 
as reference databases, movies, games, and 
advertising and 

! electronic properties produced by persons and 
organizations, such as documents, e-mail, and 
proprietary database information. 

VDE enables an electronic commerce marketplace that supports 
differing, competitive business partnerships, agreements, and 
evolving overall business models. 

The features of VDE allow it to function as tiie first timted 
electronic infonnation control environment that can conform to, 
and support, the bulk of conventional electronic commeree and 
data security requirements. In particular, VDE enables the 
participants in a business value chain model to create an 
electronic version of traditional business agreement terms and 
conditions and further enables these participants to shape and 
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evolve their electronic commerce models as they believe 
appropriate to their business requirements. 

VDE offers an architecture that avoids reflecting specific 
distribation biases, administrative and control perspectives, and 
content types. Instead, VDE provides a broad-spectrum, 
fundamentally configurable and portable, electronic transaction 
control, distributing, usage, auditing, reporting, and payment 
operating environment. VDE is not limited to being an 
application or application specific toolset that covers only a 
limited subset of electronic interaction activities and participants. 
Rather, VDE supports systems by which such applications can be 
created, modified, and/or reused. As a result, the present 
invention answers pressing, unsolved needs by ofiering a system 
that supports a standardized control environment which 
facilitates interoperability of electronic appliances, 
interoperability of content containers, and efficient creation of 
electronic commerce applications and models throu^ the use of a 
programmable, secure electronic transactions management 
foundation and reusable and extensible executable components. 
VDE can support a single electronic "world" within which most 
forms of electronic transaction activities can be managed. 

To answer the developing needs of rights owners and 
content providers and to provide a system that can accommodate 
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the requirements and agreements of aU parties that may be 
involved in electronic business models (creators, distributora, 
administrators, users, credit providers, etc.), VDE suppHes an 
eflBdent, largely transparent, low cost and suflBdently secure 
system (supporting both hardware/ software and software only 
modeb). VDE provides the widely varying secure control and 
administration capabilities required for: 

1 . Different types of electronic content. 



2. Differing electronic content delivery schemes, 

3. Differing electronic content usage schemes, 

4. Different content usage platforms, and 

5. Differing content marketing and model strategies. 

VDE may be combined with, or integrated into, many 
separate computers and/or other electronic appUances. These 
appliances typically include a secure subsystem that can enable 
control of content use such as displaying, encrypting, decrypting, 
printing, copying, saving, extracting, embedding, distributing, 
auditing usage, etc. The secure subsystem in the preferred 
embodiment comprises one or more "protected processing 
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environments", one or more secure databases, and secure 
"component assembUes" and other items and processes that need 
to be kept secured. VDE can, for example, securely control 
electronic currency, payments, and/or credit management 
5 (including electronic credit and/or curren<5r receipt, 

disbursement, encumbering, and/or allocation) using such a 
"secure sxibsystem" 

VDE provides a secure, distributed electronic transaction 
10 management system for controlling the distribution and/or other 

usage of electronically provided and/or stored information. VDE 

controls auditing and reporting of electronic content and/or 
apphance usage. Users of VDE may include content creators who 
apply content usage, usage reporting, and/or usage payment 

15 related control information to electronic content and/or 

apphances for users such as end-user organizations, individuals, 
and content and/or apphance distributors. VDE also securely 
supports the payment of money owed (including money owed for 
content and/or apphance usage) by one or more parties to one or 

20 more other parties, in the form of electronic credit and/or 

currency. 

Electronic apphances under control of VDE represent VDE 
•nodes' that securely process and control; distributed electronic 
25 information and/or apphance usage, control information 
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fonnulation, and related transactions. VDE can securely manage 
the integration of control infonnation provided by two or more 
parties. As a result, VDE can constiiict an electi^nic agreement 
between VDE participants that represent a 'Negotiation" 
between, the control requirements of, two or more parties and 
enacts terms and conditions of a resulting agreement. VDE 
ensures the rights of each party to an electronic agreement 
regarding a wide range of elertronic activities related to 
electronic information and/or appliance usage. 



Through use of VDE's contawl system, traditional content 
providers and users can create electronic relationships that 
reflect traditional, non-electronic relationships. They can shape 
and modify commercial relationships to accommodate the 
evolving needs of, and agreements among, themselves. VDE does 
not require electaronic content providers and users to modify their 
business practices and personal preferences to conform to a 
metering and control application program that supports limited, 
largely fixed functionality. Furthermore. VDE permits 
participants to develop business models not feasible with non- 
electax)mc commerce, for example, involving detailed reporting of 
content usage information, large numbers of distinct ti^actions 
at hitherto infeasibly low price points, "pass-along^ control 
infonnation that is enforeed without involvement or advance 
knowledge of the particq)ants, etc. 
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The present invention allows content providers and users 
to formulate their traiisaction environment to accommodate: 

(1) desired content models, content control models, and 
content usage information pathways, 

(2) a complete range of electronic media and distribution 
means, 

(3) a broad range of pricing, payment, and auditing 
strategies, 

(4) very flexible privacgr and/or reporting models, 

(5) practical and effective security architectures, and 

(6) other administrative procedures that together with 
steps (1) throng (5) can enable most "real world" 
electronic commerce and data security models, 
including models unique to the electronic world. 

VDE's transaction management capabilities can enforce: 
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(1) privacy rights ofusers related to infonnation 
regardiiig their usage of electronic infoimation 
and/or enhances, 

(2) societal policy such as laws that protect rights of 
content users or require the collection of taaces 
derived from electronic transaction revenue, and 

(3) the proprietary and/or other rights of parties related 
to ownership of, distribution of, and/or other 
conunercial rights related to, electronic information. 

VDE can support "real" commerce in an electronic form, 
that is the progressive creation of commercial relationships that 
form, over time, a network of interrelated agreements 
representing a value chain business model. This is achieved in 
part by enabling content control infoimation to develop through 
the interaction of (negotiation between) securely created and 
independently submitted sets of content and/or appHance control 
information. DiflFerent sets of content and/or appHance control 
infonnation can be submitted by different parties in an electronic 
business value chain enabled by the present invention. These 
parties create control information sets through the use of their 
• respective VDE installations. Independently, securely 
dehverable, component based control information allows efficient 
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interaction among control information sets supplied by different 
parties. 

VDE permits multiple, separate electronic arrangements to 
be formed between subsets of parties in a VDE supported 
electronic value chain model. These multiple agreements 
together comprise a VDE value chain "extended" agreement. 
VDE allows such constituent electronic agreements, and 
therefor* overall VDE extended agreements, to evolve and 
reshape over time as additional VDE participants become 
involved in VDE content and/or appliance control information 
handling. VDE electronic agreements may also be extended as 
new control information is submitted by existing participants. 
With VDE, electronic commeree participants are free to structure 
and restructure their electronic commeroe business activities and 
relationships. As a result, the present invention allows a 
competitive electronic commerce marketplace to develop since the 
use of VDE enables different, widely varying business models 
using the same or shared content. 

A significant facet of the present invention's ability to 
broadly support electronic commeree is its ability to securely 
manage independently dehvered VDE component objects 
containing control information (normally in the form of VDE 
objects containing one or more methods, data, or load module 
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VDE components). This independently delivered control 
information can be integrated with senior and other pre-existing 
content control information to securely form derived control 
information using the negotiation mechanisms of the present 
invention. All requirements specified by this derived control 
information must be satisfied before VDE controUed content can 
be accessed or otherwise used. This means that, for example, all 
load modules and any mediating data which are listed by the 
derived control information as required must be available and 
securely perform their required function. In combination with 
other aspects of the present invention, securely, independently 
delivered control components aUow electronic commerce 
participants to fiwly stipulate their business requirements and 
trade ofis. As a result, much as with traditional, non-electronic 
commeree, the present invention allows electronic commerce 
(through a progressive stipulation of various control 
requirements by VDE participants) to evolve into forms of 
business that are the most eflSdent, competitive and useful. 



VDE provides capabihties that rationalize the support of 
electronic commerce and electronic transaction management. 
This rationalization stems fi-om the reusability of control 
structures and user interfaces for a wide variety of transaction 
management related activities. As a result, content usage 
control, data security, information auditing, and electronic 
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financial activities, can be supported with tools that are reusable, 
convenient, consistent, and famiUar. In addition, a rational 
approach— a transaction/distribution control standard— allows 
all participants in VDE the same foundation set of hardware 
5 control and security, authoring, administration, and 
management tools to support widely varying types of 
information, business market model, and/or personal objectives. 

Employing VDE as a general purpose electronic 

10 transaction/distribution control system allows users to maintain 
a single transaction management control arrangement on each of 
their computers, networks, communication nodes, and/or other 
electronic appliances. Such a general purpose system can serve 
the needs of many electronic transaction management 

15 apphcations without requiring distinct, different installations for 

different piuposes. As a result, users of VDE can avoid the 
confusion and e3q)ense and other inefiOiciencies of different, 
limited purpose transaction control applications for each different 
content and/or business model. For example, VDE allows content 

20 creators to use the same VDE foundation control arrangement for 

both content authoring and for licensing content from other 
content creators for inclusion into their products or for other use. 
Clearinghouses, distributors, content creators, and other VDE 
users can all interact, both with the apphcations running on their 

25 VDE installations, and with each other, in an entirely consistent 
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manner, using and reusing (largely transparently) the same 
distributed tools, mechanisms, and consistent user interfaces, 
r^ardless of the type of VDE activity. 

VDE prevents many fozms of unauthorized use of 
electronic information, by controlling and auditing (and other 
administration of use) electronically stored and/or disseminated 
infonnation. This includes, for example, commercially 
distributed content, electronic currency, electronic credit, 
business transactions (such as EDI), confidential 
communications, and the like. VDE can further be used to enable 
commercially provided electronic content to be made available to 
users in user defined portions, rather than constraining the user 
to use portions of content that were "predetermined" by a content 
creator and/or other provider for billing purposes. 

VDE, for example, can employ: 

( 1) Secure metering means for budgeting and/or 
auditing electronic content and/or appliance usage; 

(2) Secure flexible means for enabling compensation 
and/or billing rates for content and/or appliance 
usage, including electronic credit and/or currency 
mechanisms for payment means; 
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(3) Secure distributed database means for storing 
control and usage related information (and 
emplo3dng validated compartmentalization and 
tagging schemes); 

5 

(4) Secure electronic appliance control means; 



(5) A distributed, secure, *Srirtual black box^ comprised 
of nodes located at every user (including VDE 
content container creators, other content providers, 
client users, and recipients of secure VDE content 
usage information) site. The nodes of said virtual 
black box normally include a secure subsystem 
having at least one secure hardware element (a 
semiconductor element or other hardware module for 
securely executing VDE control processes), said 
secure subsystems being distributed at nodes along a 
pathway of information storage, distribution, 
payment, usage, and/or auditing. In some 
embodiments, the functions of said hardware 
element, for certain or all nodes, may be performed 
by software, for example, in host processing 
enviromnents of electronic appliances; 

(6) Encryption and decryption means; 
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(7) Secure commtmications meazis employing 

authentication, digital signaturing, and enoypted 
tranamisaionB. The secure subsystems at said use: 
nodes utilize a protocol that establishes and 
authenticates each node's and/or participant's 
identity, and establishes one or more secure 
host-to-host encryption keys for communications 
between the secure subsystems; and 



(8) Secure control means that can allow each VDE 
installation to perform VDE content authoring 
(placing content into VDE containers with associated 
control information), content distribution, and 
content usage; as well as clearinghouse and other 
administrative and analysis activities employing 
content usage information. 



VDE may be used to migrate most non-electronic, 
traditional information dehveiy models (including entertainment, 
reference materials, catalog shopping, etc.) into an adequately 
secure digital distribution and usage management and payment 
context. The distribution and financial patiiways managed by a 
VDE arrangement may indude: 



content creator(s). 



-34- 



wo 9607155 



PCT/US96/02303 



distnbutor(8), 
redistxibutor(sX 
dient administrator's), 
client user<8), 

financial and/or other deaiin^iouse(B), 
and/or government agencies. 



These distribution and financial pathways may also include: 



10 



15 



advertisera, 

market survey organizations, and/or 

other parties interested in the user usage of 

information securely delivered and/or stored using 

VDE. 



Normally, participants in a VDE arrangement will employ the 
same secure VDE foundation. Alternate embodiments support 
VDE arrangements employing differing VDE foundations. Such 
alternate embodiments may employ procedvires to ensure certain 
20 interoperabihty requirements are met. 

Secure VDE hardware (also known as SPUs for Secure 
Processing Units), or VDE installations that use software to 
substitute for, or complement, said hardware (provided by Host 
25 Processing Environments (HPEs)), operate in conjunction with 
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secure conunumcatioiis, systems integtBtion software, and 
distributed software control information and support structures, 
to achieve the electronic contrad/iights protection environment 
ofthe present invention. Together, these VDE components 
comprise a secure, virtual, distributed content and/or appliance 
control, auditing (and other administration), reporting, and 
payment environment. In some embodiments and where 
commercially acceptable, certain VDE participants, such as 
clearinghouses that nonnally maintain sufficiently physically 
secure non-VDE processing environments, may be allowed to 
employ HPEs rather VDE hardware elements and interoperate. 
for example, with VDE end-users and content providers. VDE 
components together comprise a configurable, consistent, secure 
and "trusted" architecture for distributed, asynchronous control 
of electronic content and/or apphance usage. VDE supports a 
"universe wide" environment for electronic content dehveiy, 
broad dissemination, usage reporting, and usage related payment 
activities. 



VDE provides generaHzed configurabihty. This results, ii 
part, from decomposition of generahzed requirements for 
supporting electronic commerce and data security into a broad 
range of constituent "atomic" and higher level components (such 
as load modules, data elements, and methods) that may be 
variously aggregated together to form control methods for 
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electronic commerce applications, commercial electronic 
agreements, and data security arrangements. VDE provides a 
secure operating environment employing VDE foundation 
elements along with secure independently deliverable VDE 
components tiiat enable electronic commerce models and 
relationships to develop. VDE specifically supports the unfolding 
of distribution models in which content providers, over time, can 
expressly agree to, or allow, subsequent content providers and/or 
users to participate in shaping the control information for, and 
consequences of, use of electronic content and/or appliances. A 
very broad range of the functional attributes important for 
supporting simple to very complex electronic commerce and data 
security activities are supported by capabilities of the present 
invention. As a result, VDE supports most types of electronic 
information and/or appliance: usage control (including 
distribution), security, usage auditing, reporting, other 
administration, and pa3anent arrangements. 

VDE, in its preferred embodiment, employs object software 
technology and uses object technology to form "containers" for 
delivery of information that is (at least in part) encrypted or 
otherwise secured. These containers may contain electronic 
content products or other electronic information and some or all 
of their associated permissions (control) information. These 
container objects may be distributed along pathways involving 
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content providers and/or content users. They may be securely 
moved among nodes of a Virtual Distribution Environment 
(VDE) arrangement, which nodes operate VDE foundation 
software and execute control methods to enact electronic 

information usage control and/or administration models. The 
containers delivered thnwgh use of the preferred embodiment of 
the present invention may be employed both for distributing VDE 
control instructions (information) and/or to encapsulate and 
electronicaUy distribute content that has been at least partially 



secured. 



Content providers who employ the present invention may 
include, for example, software application and game publishers, 
database publishers, cable, television, and radio broadcaster, 
electronic shopping vendors, and distributora of information in 
electronic document, book, periodical, e-mail and/or other forms. 
Corporations, government agencies, and/or individual "end-users^ 
who act as storers of, and/or distributors of, electronic 
information, may also be VDE content providers (in a restricted 
model, a user provides content only to himself and employs VDE 
to secure his own confidential information against unauthorized 
iise by other parties). Electronic information may include 
proprietary and/or confidential information for personal or 
internal organization use, as well as information, such as 
software appUcations, documents, entertainment materials, 
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and/or reference iiiformation, whi«ih may be provided to other 
parlies. Distribution may be by, for example, physical media 
delivery, broadcast and/or telecommunication means, and in. the 
form of "static" ffles and/or streams of data. VDE may also be 
5 used, for example, for multi-site "real-time" interaction such as 

teleconferencing, interactive games, or on-line bulletin boards, 
where restrictions on, and/or auditing of, the use of all or portions 
of commimicated information is enforced. 

10 VDE provides important mechanisms for both ^ifordng 

commercial agreements and enabling the protection of privacy 
rights. VDE can securely deliver information from one party to 
another concerning the use of commercially distributed electronic 
content. Even if parties are separated by several "steps" in a 

15 chain (pathway) of handling for such content usage information, 

such information is protected by VDE through encryption and/or 
other secure processing. Because of that protection, the accuracy 
of such information is guaranteed by VDE, and the information 
can be trusted by all parties to whom it is delivered. 

20 Furthermore, VDE guarantees that all parties can trust that 

such information cannot be received by anyone other than the 
intended, authorized, party(ies) because it is encrypted such that 
only an authorized party, or her agents, can decrypt it. Such 
information may also be derived through a secure VDE process at 

25 a previous pathway-of-handling location to produce secure VDE 
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reporting information that is then conununicated securely to i 
intended recqaenf s VDE secure subsystem. Because VDE cai 
deliver such information securely, parties to an electronic 
agreement need not trust the accuracy of commendal usage 
and/or other infonnation delivered thrwigh means other than 
those under control of VDE. 



25 



VDE participants in a commercial value chain can be 
"commercially" confident (that is, sufficiently confident for 
10 commercial purposes) that the direct (constituent) and/or 

"extended" electronic agreements they entered into through the 
use of VDE can be enforced reliably. These agreements may have 
both "dynamic- transaction management related aspects, such as 
content usage control information enforced through budgeting, 
15 metering, and/or reporting of electronic infonnation and/or 
appliance use, and/or they may include "static" electronic 
assertions, such as an end-user using the system to assert his or 
her agreement to pay for services, not to pass to unauthorized 
parties electronic infonnation derived fit>m usage of content or 
systems, and/or agreeing to observe copyright laws. Not only can 
electronically reported transaction related infonnation be trusted 
xmder the present invention, but payment may be automated by 
the passing of payment tokens through a pathway of payment 
(which may or may not be the same as a pathway for reporting). 
Such payment can be contained within a VDE container created 



20 
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automatdcaUy by a VDE installatioii in response to control 
information Qocated, in the preferred embodiment, in one or more 
pennissions records) stipulating the "withdrawal" of credit or 
electronic currenQr (such as tokens) from an electronic account 
5 (for example, an account securely maintained by a user's VDE 
installation secure subsystem) based upon usage of VDE 
controlled electronic content and/or appliances (such as 
governments, financial credit providers, and users). 

1^0 VDE allows the needs of electronic commeree participants 

to be served and it can bind such participants together in a 
universe wide, trusted commereial network that can be secure 
enough to support veiy large amounts of commerce. VDE's 
security and metering secure subsystem core will be present at 

15 all physical locations where VDE related content is (a) assigned 

usage related control information (rules and mediating data), 
and/or (b) used. This core can perform security and auditing 
functions (including metering) that operate within a "virtual 
black box," a collection of distributed, veiy secure VDE related 

20 hardware instances that are interconnected by secured 

information exchange (for example, telecommunication) processes 
and distributed database means. VDE further includes highly 
configurable transaction operating system technology, one or 
more associated libraries of load modules along with afBUated 

25 data, VDE related administration, data preparation, and analysis 



-41- 



wo 96/27155 



PCTAJS9eM)2303 



) 



applications, as weU as system software designed to enable VDE 
integration into host environments and applications. VDE's 
usage control information, for example, provide for property 
content and/or appliance related: usage authorization, usage 
auditing (which may inchide audit reduction), usage billing, 
usage payment, privacy filtering, reporting, and security related 
communication and enciyption techniques. 

VDE extensively employs methods in the fom of software 
objects to augment configurability, portabiKty, and security of the 
VDE environment. It also employs a software object architecture 
for VDE content containers that carries protected content and 
may also carry both freely available information (e.g. summary, 
table of contents) and secured content control information which 
ensures the perfonnance of control information. Content control 
information governs content usage according to criteria set by 
holders of rights to an object's contents and/or according to 
parties who otherwise have rights associated with distributing 
such content (such as governments, financial credit providers, 
and users). 



In part, security is enhanced by object methods employed 
by the present invention because the encryption schemes used to 
protect an object can efficiently be further used to protect the 
associated content control information (software control 
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information and relevant data) from modification. Said object 
techniques also enhance portability between various computer 
and/or other appliance environments because electronic 
infonnation in the form of content can be inserted along with (for 

5 example, in the same object container as) content control 

information (for said content) to produce a "published" object. As 
a result, various portions of said control information may be 
specifically adapted for different environments, such as for 
diverse computer platforms and operating systems, and said 

10 various portions may all be carried by a VDE container. 

An objective of VDE is supporting a 
transaction/distribution control standard. Development of such a 
standard has many obstacles, given the security requirements 

15 and related hardware and communications issues, widely 

differing environments, information types, types of information 
usage, business and/or data security goals, varieties of 
participants, and properties of delivered information. A 
significant feature of VDE accommodates the many, varying 

20 distribution and other transaction variables by, in part, 

decomposing electronic commerce and data security functions 
into generalized capability modules executable within a secure 
hardware SFU and/or corresponding software subsystem and 
further allowing extensive flexibility in assembling, modifying, 

25 and/or replacing, such modules (e.g. load modules and/or 
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methods) in applicatums run on a VDE instaUation foundation. 
This configurability and reconfigurability allows electronic 
commerce and data security particq>ants to reflect their priorities 
and requirements through a process of iteratively shaping an 
evolving extended electronic agreement (electronic control 
model). This shaping can occur as content control information 
passes from one VDE participant to another and to the extent 
allowed by "in place" content control information. This process 
allows users of VDE to recast existing control information and/or 
add new control information as necessary (including the 
elimination of no longer required elements). 



VDE supports trusted (sufficiently secure) electronic 
information distribution and usage control models for both 
commercial electronic content distribution and data security 
appUcations. It can be configured to meet the diverse 
requirements of a network of interrelated participants that may 
include content creators, content distributors, dient 
administrators, end users, and/or clearinghouses and/or other 
content usage information users. These parties may constitute 
network of participants involved in simple to complex electronic 
content dissemination, usage control, usage reporting, and/or 
usage payment. Disseminated content may include both 
originally provided and VDE generated information (such as 
content usage information) and content control information may 



a 
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persist through both chains (one or more pathways) of content 
and content control information handling, as well as the direct 
usage of content. The configurability provided by the present 
invention is particularly critical for supporting electronic 
commerce, that is enabling businesses to create relationships and 
evolve strategies that offer competitive value. Electronic 
commerce tools that are not inherently configurable and 
interoperable will ultimately fail to produce products (and 
services) that meet both basic requirements and evolving needs of 
most commerce applications. 

VDE's fundamental configurability will allow a broad 
range of competitive electronic commerce business models to 
flotirish. It allows business models to be shaped to maximize 
revenues sources, end-user product value, and operating 
efficiencies. VDE can be employed to support multiple, differing 
models, take advantage of new revenue opportunities, and 
deliver product configurations most desired by users. Electronic 
commerce technologies that do not, as the present invention does: 

! support a broad range of possible, complementary 
revenue activities, 

! offer a flexible array of content usage features most 
desired by customers, and 

I exploit opportunities for operating efficiencies. 
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will result in products that are often intrinsically more costly and 
less appealing and therefore less competitive in the marketplace. 

Some of the key factors contributing to the configurability 
intrinsic to the present invention include: 

(a) integration into the fundamental control 
environment of a broad range of electronic 
apphances through portable API and programming 
language tools that eflBdently support merging of 
control and auditing capabihties in nearly any 
electronic appliance environment while maintaining 
overall system security; 

(b) modular data structures; 

(c) generic content model; 

(d) general modularity and independence of foundation 
architectural components; 

(e) modular security structures; 

(f) variable length and multiple branching chains of 
control; and 
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(g) independent, modular control structures in the form 
of executable load modules that can be maintained in 
one or more libraries, and assembled into control 
methods and models, and where such model control 
schemes can "evolve" as control infoxmation passes 
through the VDE installations of participants of a 
pathway of VDE content control information 



10 Because of the breadth of issues resolved by the present 

invention, it can provide the emerging "electronic hi^way" with 
a single transaction/distribution control system that can, for a 
very broad range of commercial and data security models, ensure 
against imauthorized use of confidential and/or proprietary 

15 information and commercial electronic transactions. VDE's 

electronic transaction management mechanisms can enforce the 
electronic rights and agreements of all parties participating in 
widely varying business and data security models, and this can 
be efficiently achieved through a single VDE implementation 

20 within each VDE participant's electronic appHance. VDE 

supports widely varying business and/or data security models 
that can involve a bitiad range of participants at various "levels" 
of VDE content and/or content control information pathways of 
bawtlling Different content control and/or auditing models and 

25 agreements may be available on the same VDE installation. 
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These models and agreements may control content in 
relationship to, for example, VDE installations and/or xisers in 
general; certain specific nsera, installations, classes and/or other 
groupings of installations and/or users; as well as to electronic 
content generally on a given installation, to specific properties, 
property portions, classes and/or other groupings of content. 

Distribution using VDE may package both the electronic 
content and control information into the same VDE container, 
and/or may involve the delivery to an end-user site of diflFerent 
pieces of tiie same VDE managed property from plural separate 
remote locations and/or in plural separate VDE content 
containers and/or employing plural difierent dehveiy means. 
Content control information may be partially or fiilly delivered 
separately fi^m its associated content to a user VDE installation 
in one or more VDE administrative objects. Portions of said 
control information may be deUvered from one or more sources. 
ContaDl information may also be available for use by access from 
a user's VDE installation secure sub-system to one or more 
remote VDE secure sub-systems and/or VDE compatible, certified 
secure remote locations. VDE control processes such as 
metering, budgeting, decrypting and/or fingerprinting, may as 
relates to a certain user content usage activity, be performed in a 
user's local VDE installation secure subsystem, or said processes 
may be divided amongst plural secure subsystems which may be 
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located in the same user VDE installations and/or in a network 
server and in the user installation. For example, a local VDE 
installation may perform decryption and save any, or aU of, usage 
metexing information related to content and/or electronic 
appliance usage at such user installation could be performed at 
the server employing secure (e.g., encrypted) communications 
between said secure subsystems. Said server location may also 
be used for near real time, frequent, or more periodic secure 
receipt of content usage information from said user installation, 
with, for example, metered information being maintained only 
temporarily at a local \iser installation. 

Deliveiy means for VDE managed content may include 
electronic data storage means such as optical disks for dehvering 
one portion of said information and broadcasting and/or 
telecommunicating means for other portions of said information. 
Electronic data storage means may include magnetic media, 
optical media, combined magneto-optical systems, flash RAM • 
memory, bubble memory, and/or other memory storage means 
such as huge capacity optical storage systems employing 
holographic, frequency, and/or polarity data storage techniques. 
Data storage means may also employ layered disc techniques, 
sudi as the use of generally transparent and/or translticent 
materials that pass light through layers of data carrying discs 
which themselves are physically packaged together as one 
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thicker disc. Data carrying locations on such discs may be, at 
least in part, opaque. 

VDE si^ports a general purpose foundation for secure 
transaction management, including usage control, auditing, 
reporting, and/or payment. This general purpose foundation is 
called Functions" ("VDEFs"). VDE also supports a 
collection of "atomic" application elements (e.g., load modules) 
that can be selectively aggregated together to form various VDEF 
capabilities called control methods and which serve as VDEF 
applications and operating system ftmctions. When a host 
operating environment of an electronic appliance includes VDEF 
c^abilities, it is called a "Rights Operating System" (ROS). 
VDEF load modules, associated data, and methods form a body of 
information that for the purposes of the present invention are 
called "control information." VDEF control information may be 
specifically associated with one or more pieces of electronic 
content and/or it may be employed as a general component of the 
operating system capabilities of a VDE installation. 

VDEF transaction control elements reflect and enact 
content specific and/or more generalized administrative (for 
example, general operating system) control information. VDEF 
capabilities which can generally take the form of appHcations 
(apphcation models) that have more or less configurability which 
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can be shaped by VDE participaiits, throu^ the use, for 
example, of VDE templates, to employ specific capabflities, along, 
for example, with capability parameter data to reflect the 
elements of one or more express electronic agreements between 
VDE participants in regards to the use of electronic content such 
as commercially distributed products. These control capabilities 
manage the use of, and/or auditing of use of, electronic content, 
as well as reporting information based upon conteiit use, and any 
payment for said use. VDEF capabilities may "evolve" to reflect 
the requirements of one or more successive parties who receive or 
otherwise contribute to a given set of control information. 
Frequently, for a VDE application for a given content model (such 
as distribution of entertainment on CD-ROM, content dehveiy 
from an Internet repository, or electronic catalog shopping and 
advertising, or some combination of the above) participants 
would be able to securely select fi^m amongst available, 
alternative control methods and apply related parameter data, 
wherein such selection of control method and/or submission of 
data would constitute their -contribution" of control information. 
Alternatively, or in addition, certain control methods that have 
been expressly certified as securely interoperable and compatible 
with said application may be independently submitted by a 
participant as part of such a contribution. In the most general 
•example, a generally certified load module (certified for a given 
VDE arrangement and/or content class) may be used with many 
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or any VDE application that operates in nodes of said 
arrangement. These parties, to the extent they are allowed, can 
independently and securebr add, delete, and/or otherwise modify 
the specification of load modules and methods, as well as add 
delete or otherwise modify related information. 

NoimaUy the party who creates a VDE content container 
defines the general nature of the VDEF capabilities that will 
and/or may apply to certain electronic information. A VDE 
content container is an object that contains both content ( for 

example, commercially distributed electronic information 
products such as computer software programs, movies, electronic 
pubhcations or reference materials, etc.) and certain control 
information related to the use of the object's content. A creating 
party may make a VDE container available to other parties. 
Control information dehvered by, and/or otherwise available for 
use with, VDE content containers comprise (for commercial 
content distribution purposes) VDEF control capabiHties (and 
any associated parameter data) for electronic content. These 
capabilities may constitute one or more "proposed" electronic 
agreements (and/or agreement fimctions available for selection 
and/or use with parameter data) that manage the use and/or the 
consequences of use of such content and which can enact the 
terms and conditions of agreements involving multiple parties 
and their various rights and obligations. 
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A VDE electronic agreement may be explicit, throu^ a 
user interface acceptance by one or more parties, for example by 
a "junior^ party who has received control infonnation firom a 
"senior' party, or it may be a process amongst equal parties who 
individually assert their agreement. Agreement may also result 
from an automated electronic process during which terms and 
conditions are "evaluated" by certain VDE participant control 
infonnation that assesses whether certain other electronic terms 
and conditions attached to content and/or submitted by another 
party are acceptable (do not violate acceptable control 
information criteria). Such an evaluation process may be quite 
simple, for example a comparison to ensure compatibihty 
between a portion of, or all senior, control terms and conditions in 
a table of terms and conditions and the submitted control 
information of a subsequent participant in a pathway of content 
control information handling, or it may be a more elaborate 
process that evahiates the potential outcome of, and/or 
implements a negotiation process between, two or more sets of 
contix)! information submitted by two or more parties. VDE also 
accommodates a semi-automated process during which one or 
more VDE participants directiy, through user interface means, 
resolve "disagreements" between control information sets by 
accepting and/or proposing certain control information that may 
be acceptable to control information representing one or more 
other parties interests and/or responds to certain user interface 
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use 



queries for selection of certain alternative choices and/or for 
certain parameter information, the responses being adopted if 
acceptable to applicable senior control infonnation. 

When another party (other than-the first applier of rules), 
perhaps through a negotiation process, accepts, and/or adds to 
and/or otherwise modifies, «in place" content contax)l infonnation, 
a VDE agreement between two or more parties related to the 
of such elertronic content may be created (so long as any 
modifications are consistent with senior conta-ol information). 
Acceptance of terms and conditions related to certain electronic 
content may be direct and express, or it may be implicit as a 
result of use of content (depending, for example, on legal 
requirements, previous ejqjosure to such tenns and conditions, 
and requirements of in place control information). 

VDEF capabihties may be employed, and a VDE 
agreement may be entered into, by a plurality of parties without 
the VDEF capabilities being directly associated with the 
controlMng of certain, specific electironic infonnation. For 
example, certain one or more VDEF capabilities may be present 
at a VDE installation, and certain VDE agreements may have 
been entered into during the regista-ation process for a content 
distribution application, to be used by such installation for 
securely conti-oUing VDE content usage, auditing, reporting 
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and/or payment. Similarly, a specific VDE participant may enter 
into a VDE user agreement with a VDE content or electronic 
appliance provider when the user and/or her appliance register 
with such provider as a VDE installation and/or user. In such 
5 events, VDEF in place control information available to the user 

VDE installation may reqiiire that certain VDEF methods are 
employed, for example in a certain sequence, in order to be able 
to use all and/or certain classes, of electronic content and/or VDE 
applications. 

10 

VDE ensures that certain prerequisites necessary for a 
given transaction to occur are met. This includes the secure 
execution of any required load modules and the availability of 
any required, associated data. For example, required load 

15 modules and data (e.g. in the form of a method) might specify 

that sufiScient credit from an authorized source must be 
confirmed as available. It might further require certain one or 
more load modules execute as processes at an appropriate time to 
ensure that such credit will be used in order to pay for user use of 

20 the content. A certain content provider might, for example, 

require metering the number of copies made for distribution to 
employees of a given software program (a portion of the program 
might be maintained in encrypted form and require the presence 
of a VDE installation to run). This would require the execution of 

25 a metering method for copying of the property each time a copy 



-55- 



wo 9607155 



PCT/US96«23«3 



was made for mioiher employee. This same provider xnight also 
charge fees based on the total number of different properties 
licensed from them by the user and a metering histoxy of their 
licensing of properties might be required to maintain this 
5 infonnation. 

VDE provides oi^ranization, community, and/or universe 
wide secure environments whose integrity is assured by 
processes securely controlled in VDE participant user 
10 installations (nodes). VDE installations, in the preferred 

embodiment, may include both software and tamper resistant 
hardware semiconductor elements. Such a semiconductor 
arrangement comprises, at least in part, special purpose drouitiy 

that has been designed to protect against tampering with, or 
15 unauthorized observation of, the information and functions used 
in performing the VDE's control functions. The special purpose 
secure circuitry provided by the present invention includes at 
least one of: a dedicated semiconductor arrangement known as a 
Secure Processing Unit (SPU) and/or a standard microprocessor, 

20 microcontroUer, and/or other processing logic that accommodates 

the requirements of the present invention and functions as an 
SPU. VDE's secure hardware may be found incorporated into, for 
example, a fax/!modem chip or chip pack, I/O controller, video 
display controller, and/or other available digital processing 

25 arrangements. It is anticipated that portions of the present 
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invention's VDE secure hardware capabilities may ultimately be 
standard design elements of central procesnng units (CPUs) for 
computers and various other electronic devices. 

5 Designing VDE dqpabilities into one or more standard 

microprocessor, microcontroller and/or other digital processing 
components may materially reduce VDE related hardware costs 
by employing the same hardware resources for both the 
transaction management uses contemplated by the present 

10 invention and for other, host electronic appliance functions. This 

means that a VDE SPU can employ (share) drcuitiy elements of 
a "standard" CPU. For example, if a "standard" processor can 
operate in protected mode and can execute VDE related 
instructions as a protected activity, then such an embodiment 

15 may provide sufifident hardware security for a variety of 

applications and the expense of a special purpose processor might 
be avoided. Under one preferred embodiment of the present 
invention, certain memory (e.g., RAM, ROM, NVRAM) is 
maintained during VDE related instruction processing in a 

20 protected mode (for example, as supported by protected mode 

microprocessors). This memoiy is located in the same package as 
the processing logic (e.g. processor). Desirably, the packaging 
and memory of such a processor would be designed using security 
techniques that enhance its resistance to tampering. 

25 



-57- 



The degree of overall security of the VDE system is 
primarily dependent on the degree of tamper resistance and 
concealment of VDE control process execution and related data 
storage activities. Employing special purpose semiconductor 
packaging techniques can significantly contribute to the degree of 
security. Concealment and tamper-resistance in semiconductor 
memory (e.g., RAM, ROM, NVRAM) can be achieved, in part, by 
employing such memoiy within an SPU package, by encrypting 
data before it is sent to external memoiy (such as an external 
RAM package) and deoypting encrypted data within the 
CPU/RAM package before it is executed. This process is used for 
important VDE related data when such data is stored on 
unprotected media, for example, standard host storage, such as 
random access memoiy, mass storage, etc. In that event, a VDE 
SPU would enciypt data that results from a secure VDE 
execution before such data was stored in external memory. 

Summaxy of Some Important Featnres Provided by VDE in 
Accordance With the Present Invention 

VDE employs a variety of capabiHties that serve as a 

foundation for a general purpose, sufficiently secure distributed 

electronic commerce solution. VDE enables an electronic 

commerce marketplace that supports divergent, competitive 

business partnerships, agreements, and evolving overall business 

models. For example, VDE includes features that: 
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""sufficiently^ impede unauthorized and/or 
uncompensated use of electronic information and/or 
appliances through the use of secure communicationi 
storage, and transaction management technologies. 
VDE supports a model wide, distributed security 
implementation which creates a single secure 
"virtual" transaction processing and information 
storage environment. VDE enables distributed VDE 
installations to securely store and communicate 
information and remotely control the execution 
processes and the character of use of electronic 
information at other VDE instaUations and in a wide 
variety of ways; 

support low-cost, efficient, and eflfective security 
architectures for transaction control, auditing, 
reporting, and related communications and 
information storage. VDE may employ tagging 
related security techniques, the time-ageing of 
encryption keys, the compartmentalization of both 
stored control information (including differentially 
tagging such stored information to ensure against 
substitution and tampering) and distributed content 
(to, for many content appHcations, employ-one or 
more content encryption keys that are unique to the 
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specific VDE installation and/or user), private key 
techniques such as triple DES to encxypt content, 
public key techniques such as RSA to protect 
conununications and to provide the benefits of digital 
signature and authentication to securely bind 
together the nodes of a VDE arrangement, secure 
processing of impoitant transaction management 
executable code, and a combining of a small amount 
of highly secure, hardware protected storage space 
with a much larger ^'exposed" mass media storage 
space storing secured (normally encrypted and 
tagged) control and audit information. VDE employs 
special purpose hardware distributed throughout 
some or all locations of a VDE implementation: a) 
said hardware controlling important elements of: 
content preparation (such as causing such content to 
be placed in a VDE content container and 
associating content control information with said 
content), content and/or electronic apptiance usage 
auditing, content usage analysis, as well as content 
usage control; and b) said hardware having been 
designed to securely handle processing load module 
control activities, wherein said control processing 
activities may involve a sequence of reqiaired control 
factors; 
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support dynamic user selection of information 
subsets of a VDE electronic information product 
(VDE controlled content). This contrasts with the 
constraints of having to use a few high level 
individual, pre-defined content provider information 
increments such as being required to select a whole 
information product or product section in order to 
acquire or otherwise use a portion of sudi product or 
section. VDE supports metering and usage control 
over a variety of increments (including ''atomic'' 
increments, and combinations of different increment 
types) that are selected ad hoc by a user and 
represent a collection of pre-identified one or more 
increments (such as one or more blocks of a 
preidentified nature, e.g., bytes, images, logically 
related blocks) that form a generally arbitrary, but 
logical to a user, content ''deliverable." VDE control 
information (including budgeting, pricing and 
metering) can be configured so that it can specificcdly 
apply, as appropriate, to ad hoc selection of different, 
unanticipated variable user selected aggregations of 
information increments and pricing levels can be, at 
least in part, based on quantities and/or nature of 
mixed increment selections (for example, a certain 
quantity of certain text could mean associated 



-61- 



W096271SS 



PCT/USMI023O3 



images might be discounted by 15%; a greater 
quantity of text in the "mixed" increment selection 
migjit mean the images are discounted 20%). Such 
user selected aggregated information increments can 
5 reflect the actual requirements of a user for 

information and is more flexible than being limited 
to a single, or a few, high level, (e.g. product, 
document, database record) predetermined 
increments. Such high level increments may include 
10 quantities of information not desired by the user and 

as a result be more costly than the subset of 
information needed by the user if such a subset was 
available. In sum, the present invention allows 
information contained in electronic information 
15 products to be siq>plied according to user 

spedficatton. Tailoring to user specification allows 
the present invention to provide the greatest value to 
users, viiuch in turn will generate the greatest 
amoxmtofelectronic commerce activity. The user, 
for example, would be able to define an aggregation 
of content derived firom various portions of an 
available content product, but which, as a 
deliverable for use by the user, is an entirely unique 
aggregated increment. The user may, for example, 
25 select certain numbers of bytes of information from 



20 



-62- 



PCT/US96M2303 



various portiooB of an information product, such as a 
reference work, and copy ihem to disc in 
unencrypted form and be billed based on total 
Ti iimh AT of bytes phis a surcharge on the number of 

5 "artides" that provided the bytes. A content 

provider might reasonably charge less for such a 
user defined information increment simre the user 
does not require all of the content firom all of the 
articles that contained desired information. This 
process of defining a user desired information 
increment may involve artifidal intelligence 
database search tools that contribute to the location 
of the most relevant portaoos of information firom an 
information product and cause the automatic display 

j5 to the tiserofinformation describing search criteria 

hits for user selection or the automatic extraction 
and delivery of such portions to the user. VDE 
further supports a wide variety of predefined 
increment types including: 
20 ! bytes, 

! images, 

! content over time for audio or video, or any 
other increment that can be identified by content 
provider data mapping efforts, such as: 
25 ! sentences, 
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t paragraphs, 

! articles, 

! database records, and 

! byte ofEsets representing increments of 
logically related in&rmation. 
VDE supports as many simidtaneous predefined increment types 
as may be practical for a given type of content and business 
model 



10 



15 



20 



25 



securely store at a usei's site potentially highly 
detailed infonnation reflective of a user's usage of a 
variety of different content segment types and 
employing both inexpensive "ejqaosed" host mass 
storage for maintaining detailed information in the 
form of enoypted data and maintaining summary 
information for security testing in highly secure 
special puipose VDE installation nonvolatile 
memory (if available). 

support trusted chain of handling capabilities for 
pathways of distributed electronic infonnation 

and/or for content usage related information. Such 
chains may extend, for example, firom a content 
creator, to a distributor, a redistributor, a cUent 
user, and then may provide a pathway for securely 
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reportmg the same and/or difiPerixig usage 
information to one or more auditors, such as to one 
or more independent clearinghouses and then back 
to the content providers, including content creators. 
The same and/or different pathways employed for 
certain content handling, and related content control 
information and reporting information handling, 
may also be employed as one or more pathways for 
electronic payment handling (payment is 
characterized in the present invention as 
administrative content) for electronic content and/or 
appliance usage. These pathways are used for 
conveyance of all or portions of content, and/or 
content related control information. Content 
creators and other providers can specify the 
pathways that, partially or fully, must be used to 
disseminate commerciaUy distributed property 
content, content control information, payment 
administrative content, and/or associated usage 
reporting information. Control information specified 
by content providers may also specify which specific 
parties must or may (including, for example, a group 
of eligible parties firom which a selection may be 
made) handle conveyed informatioiL It may also 
specify what transmission means (for example 
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telecommunication carriers or media types) and 
transmission hubs must or may be used. 

support flexible auditing mechanisms, such as 
employing ^bitmap meters," that achieve a high 
degree of e£5ciency of operation and throughput and 
allow, in a practical manner, the retention and ready 
recall of information related to previous usage 
activities and related pattnns. This flexibihty is 
adaptable to a wide variety of billing and security 
control strategies such as: 
P upgrade pricing (e.g. suite purchases), 
P pricing discounts (including quantity 
discoimts), 

P billing related time duration variables such as 
discotmting new purchases based on the 
timing of past purchases, and 

P security budgets based on quantity of 

different, logically related units of electronic 
information used over an interval of time. 



Use of bitmap meters (including "regular^ and "wide" 
bitmap meters) to record usage and/or purchase of 
information, in conjunction with other elements of 
the preferred embodiment of the present invention, 
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uniquely supports efficient maintenance of usage 
history for: (a) rental, (b) flat fee licensing or 
purchase, (c) licensing or purchase discounts based 
upon historical usage variables, and (d) reporting to 
users in a manner enabling users to determine 
whether a certain item was acquired, or acquired 
within a certain time period (without requiring the 
use of conventional database mechanisms, which are 
hi^y inefficient for these applications). Bitmap 
meter methods record activities associated with 
electronic appliances, properties, objects, or portions 
thereof, and/or administrative activities that are 
independent of specific properties, objects, etc., 
poformed by a user and/or electaronic appliance such 
that a content and/or appliance provider and/or 
controller of an administrative activity can 
determine Aether a certain activity has occurred at 
some point, or during a certain period, in the past 
(for example, certain use of a coxmnerdal electronic 
content product and/or appliance). Such 
determinations can then be used as part of pricing 
and/or control strategies of a content and/or 
appliance provider, and/or controller of an 
administrative activity. For example, the content 
provider may choose to charge only once for access to 
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a portion of a property, regardless of the ntimber of 
times that portion of the property is accessed by a 
user. 



I 
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15 



20 



25 



«Wort launchable" content, that is content that 
can be provided by a content provider to an end-user, 
who can then copy or pass along the content to other 
end-user parties without requiring the direct 
participation of a content provider to register and/or 
otherwise initialize the content for use. This content 
goes "out of (the traditional distribution) channel" in 
the form of a ^^avehng object." Traveling objects are 
containers that securely cany at least some 
permissions information and/or methods that are 
required for their use (such methods need not be 
carried by travehng objects if the required methods 
will be available at, or directiy available to, a 
destination VDE installation). Certain travelling 
objects may be used at some or all VDE installations 
of a given VDE arrangement since they can make 
available the content control information necessary 
for content use without requiring the involvement of 
a commercial VDE value chain participant or data 
security administrator (e.g. a control officer or 
network administrator). As long as traveling object 
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control information requirements are available at 
the user VDE installation secure subsystem (such as 
the presence of a sufficient quantity of financial 
credit from an authorized credit provider), at least 
5 some travelling object content may be used by a 

receiving party without the need to establish a 
connection with a remote VDE authority (until, for 
example, budgets are exhausted or a time content 
usage reporting interval has occurred). Traveling 

10 objects can travel "out-of-channel," allowing, for 

example, a user to give a copy of a traveling object 
whose content is a software program, a movie or a 
game, to a neighbor, the neij^or being able to use 
the traveling object if appropriate credit (e.g. an 

15 electronic clearinghouse account from a 

clearinghouse such as VISA or AT&T) is available. 
Similarly, electronic information that is generally 
available on an Internet, or a sinoilar network, 
repository might be provided in the form of a 

20 traveling object that can be downloaded and 

subsequently copied by the initial downloader and 
then passed along to other parties who may pass the 
object on to additional parties. 
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provide veiy flexible and extensible user 
identification according to individuals, instaUations, 
by groiqss such as classes, and by function and 
hierarchical identification employing a hierarchy of 
levels of client identification (for example, client 
organization ID, client department ID, client 
network ID, dient project ID, and client employee 
ID, or any appropriate subset of the above). 

provide a general purpose, secure, component based 
content control and distribution system that 
functions as a foundation transaction operating 
system environment that employs executable code 
pieces crafted for transaction control and auditing. 
These code pieces can be reused to optimize 
efficiency in creation and operation of trusted, 
distributed transaction management arrangements. 
VDE supports providing such executable code in the 
form of "atomic" load modules and associated data. 
Many such load modules are inherently configurable, 
aggregatable, portable, and extensible and 
singularly, or in combination (along with associated 
data), run as control methods under the VDE 
transaction operating environment. VDE can satisfy 
the requirements of widely difiering electronic 
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commerce and data security applications by, in part, 
employing this general purpose transaction 
management fomxdation to securely process VDE 
transaction related control methods. Control 
methods are created primarily, through the use of 
one or more of said executable, reusable load module 
code pieces (normally in the form of executable object 
components) and associated data. The component 
nature of control methods allows the present 
invention to efficiently operate as a hi^y 
configurable content control system. Under the 
present invention, content control models can be 
iteratively and asynchronously shaped, and 
otherwise updated to accommodate the needs of VDE 
participants to the extent that such shaping and 
otherwise updating conforms to constraints applied 
by a VDE appUcation, if any (e.g., whether new 
component assemblies are accepted and, if so, what 
certification requirements exist for such component 
assemblies or whether any or certain participants 
may shape any or certain control information by 
selection amongst optional control information 
(permissions record) control methods. This iterative 
(or concurrent) multiple participant process occurs 
as a result of the submission and use of secure, 
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control infonnation components (executable code 
such as load modules and/or methods, and/or 
associated data). These components may be 
contributed independently by secure communication 
between each control information influencing VDE 
participant's VDE installation and may require 
certification for use with a given application, where 
such certification was provided by a certification 
service manager for the VDE arrangement who 
ensures secure interoperability and/or reUability 
(e.g., bug control resulting fit)m interaction) between 
appliances and submitted control methods. The 
transaction management control functions of a VDE 
electironic appliance transaction operating 
environment interact with non-secure transaction 
management operating system functions to properly 
direct transaction processes and data related to 
electronic information security, usage control, 
auditing, and usage reporting. VDE provides the 
capability to manages resources related to secure 
VDE content and/or appUance control information 
execution and data storage. 

facilitate creation of application and/or system 
functionality under VDE and to facilitate integration 
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into electronic appliance environments of load 
modules and methods created under the present 
invention. To achieve this, VDE employs an 
Application Programmer's Interface (API) and/or a 
transaction operating system (such as a ROS) 
programming language vwth incorporated functions, 
both of which support the tise of capabilities and can 
be used to efBciently and tightly integrate VDE 
functionality into commercial and user apphcations. 



! support user interaction throu^ (a) "Pop-Up" 

applications which, for example, provide messages to 
users and enable users to take specific actions such 
as approving a transaction, (b) stand-alone VDE 
apphcations that provide administrative 
environments for user activities such as: end-user 
preference specifications for limiting the price per 
transaction, unit of time, and/or session, for 
accessing history information concerning previous 
transactions, for reviewing financial information 
such as budgets, expenditures (e.g. detailed and/or 
summary) and usage analysis information, and (c) 
VDE aware applications which, as a result of the use 
of a VDE API and/or a transaction management (for 



-73- 



W09A271SS 



PCT/USM/02303 



example, ROS based) programming language 
embeds VDE 'awaxeaaesa" into commextdal or 
internal software (application programs, games, etc.) 
80 that VDE user control information and services 
5 are seamlessly integrated into such software and can 

be directly accessed by a user since the underlying 
functionality has been integrated into the 
commercial software's native design. For example, 
in a VDE aware word processor application, a user 
^® may be able to "print" a document into a VDE 

content container object, applying specific control 
information by selecting from amongst a series of 
different menu templates for different purposes (for 
example, a confidential memo template for internal 
oiganization purposes may restrict the ability to 
"keep," that is to make an electronic copy of the 
memo). 



15 



employ "templates" to ease the process of configuring 
capabilities of the present invention as they relate to 
specific industries or businesses. Templates are 
appUcations or application add-ons imder the 
present invention. Templates support the efficient 
specification and/or manipulation of criteria related 
to specific content types, distribution approaches, 
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pridBg mechaiusins, user interactioxis with content 
and/or administrative activities^ and/or the like. 
Given the very large range of capabilities and 
configurations supported by the present invention, 
reducing the range of configuration opportunities to 
a manageable subset particularly ax>propriate for a 
given business model allows the fiill configurable 
power of the present invention to be easily employed 
by 'i^ypical" users who woxdd be otherwise bxirdened 
with complex progranmung and/or configuration 
design responsibilities template applications can also 
help ensure that VDE related processes are secure 
and optimally bug bee by reducing the risks 
associated with the contribution of independently 
developed load modules, including unpredictable 
aspects of code interaction between independent 
modules and applications, as well as security risks 
associated with possible presence of viruses in such 
modules. VDE, through the use of templates, 
reduces typical user configuration responsibilities to 
an appropriately focused set of activities including 
selection of method types (e.g. functionality) through 
menu choices such as mtdtiple choice, icon selection, 
and/or prompting for method parameter data (such 
as identification information, prices, budget limits, 
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dates, periods of tiine, access rights to specific 
content, etc.) that supply ^ropriate and/or 

necessary data for control information purposes. By 
limiting the typical (non-programming) user to a 
limited subset of configuration activities whose 
general configuration environment (template) has 
been preset to reflect general requirements 
corresponding to that user, or a content or other 
business model can very substantially limit 
difficulties associated with content containerization 
(including placing initial control information on 
content), distribution, client adminislration, 
electronic agreement implementation, end-user 
interaction, and clearinghouse activities, including 
associated interoperability problems (such as 
conflicts resulting fi^m security, operating system, 
and/or certification incompatibitities). Use of 
appropriate VDE templates can assure users that 
their activities related to content VDE 
containerization, contribution of other control 
information, communications, encryption techniques 
and/or keys, etc. will be in compliance with 
specifications for their distributed VDE 
arrangement. VDE templates constitute preset 
configurations that can normally be reconfigurable 
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to allow for new and/or modified templates that 
reflect adaptation into new industries as they evolve 
or to reflect the evolution or other change of an 
existing industry. For example, the template 

5 concept may he used to provide individual^ overall 

frameworks for organizations and individuals that 
create, modify, market, distribute, consume, and/or 
otherwise use movies, audio recordings and live 
performances, magazines, telephony based retail 

\Q sales, catalogs, computer software, information data 

bases, mtiltimedia, coimnerdal commtinications, 
advertisements, market surveys, infomercials, 
games, CAD/CAM services for nxuierically controlled 
machines, and the like. As the context surroimding 

15 these templates changes or evolves, template 

applications provided under the present invention 
may be modified to meet these changes for broad 
use, or for more focused activities. A given VDE 
participant may have a plurality of templates 

20 available for diflferent tasks. A party that places 

content in its initial VDE container may have a 
variety of difierent, configurable templates 
depending on the type of content and/or business 
model related to the content. An end-user may have 

25 different configurable templates that can be applied 
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to different document types (e-mail, secure internal 
documents, database records, etc.) and/or subsets of 
users (flying differing general sets of control 
information to different bodies of users, for example, 
selecting a list of users who may, imder certain 
preset criteria, use a certain document). Of cotirse, 
templates may, under certain circumstances have 
fixed control infonnation and not provide for user 
selections or parameter data entiy. 

support plural, different control models regulating 
the use and/or auditing of either the same specific 
copy of electronic information content and/or 
differently regulating different copies (occurrences) 
of the same electronic information content. Differing 
models for billing, auditing, and security can be 
applied to the same piece of electronic information 
content and such differing sets of control information 
may employ, for control purposes, the same, or 
differing, granularities of electronic information 
control increments. This includes supporting 
variable control information for budgeting and 
auditing usage as appHed to a variety of predefined 
increments of electronic information, including 
employing a variety of different budgets and/or 
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meteriBg increments for a given electronic 
information deliverable for: billing units of measure, 
credit limit, security budget limit and security 
content metering increments, and/or market 
surveying and customer profiling content metering 
increments. For example, a CD-ROM disk with a 
database of scientific articles mi^t be in part billed 
according to a formtda based on the number of bsrtes 
decrypted, number of articles containing said bjrtes 
decrypted, while a security budget mi^t limit the 
use of said database to no more than 5% of the 
database per month for users on the wide area 
network it is installed on. 

provide mechanisms to persistently maintain trusted 
content usage and reporting control information 
through both a sufficiently secure chain of handling 
of content and content control information and 
through various forms of usage of such content 
wherein said persistence of control may survive such 
use. Persistence of control includes the ability to 
extract information from a VDE container object by 
creating a new container whose contents are at least 
in part secinred and that contains both the extracted 
content and at least a portion of the control 
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information which control iz^ormation of the original 
container and/or are at least in part produced by 
control information of the original container for ttiig 
purpose and/or VDE installation control information 
stipulates should persist and/or control usage of 
content in the newly formed container. Such control 
information can continue to manage usage of 
container content if the container is "embedded'* into 
another VDE managed object, such as an object 
which contains plural embedded VDE containers, 
each of which contains content derived (extracted) 
from a different source. 

enables users, other value chain participants (such 
as clearinghouses and government agencies), and/or 
user organizations, to specify preferences or 
requirements related to their use of electronic 
content and/or appHances. Content users, such as 
end*iiser customers using commercially distributed 
content (games, information resources, software 
programs, etc.), can define, if allowed by senior 
control information, budgets, and/or other control 
information, to manage their own internal use of 
content. Uses include, for example, a user setting a 
limit on the price for electronic documents that the 
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user is willing to pay without prior eiq>ress user 
authorization, and the user establishing the 
character of metering information he or she is 
willing to allow to be collected (privacy protection). 
5 This includes providing the means for content users 

to protect the privacy of information derived from 
their use of a VDE installation and content and/or 
appliance usage auditing. In particular, VDE can 
prevent information related to a participant's usage 
10 of electronic content from being provided to other 

parties without the participant's tacit or expUcit 
agreement. 

! provide mechanisms that allow control information 
15 to ^evolve" and be modified according, at least in 

part, to independently, securely delivered further 
control information. Said control information may 
include executable code (e.g., load modules) that has 
been certified as acceptable (e.g., reliable and 
20 trusted) for use with a spedfic VDE application, 

class of applications, and/or a VDE distributed 
arrangement. This modification (evolution) of 
control information can occur upon content control 
information (load modules and any associated data) 
25 circulating to one or more VDE participants in a 
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pathway of handling of control information, or it may 
occur upon control information being received from a 
VDE participant. Handlers in a pathway of 
handling of content control information, to the extent 
each is authorized, can establish, modify, and/or 
contribute to, permission, auditing, payment, and 
reporting control information related to controlling, 
analyzing, paying for, and/or reporting usage of, 
electronic content and/or apptiances (for example, as 
related to usage of VDE controlled property content). 
Independently delivered (from an independent 
source which is independent except in regards to 
certification), at least in part secure, control 
information can be employed to securely modify 
content control information when content control 
information has flowed from one party to another 
party in a sequence of VDE content control 
information handling. This modification employs, 
for example, one or more VDE component assembhes 
being securely processed in a VDE secure subsystem. 
In an alternate embodiment, control information 
may be modified by a senior party through use of 
their VDE installation secure sub-system after 
receiving submitted, at least in part secured, control 
information from a "junior^ party, normally in the 
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formof a VDE admiBistxative object. Control 
information passing along VDE pathways can 
represent a mixed control set, in that it may include: 
control information that persisted through a 
sequence of control information handlers, other 
control information that was allowed to be modified, 
and further control information representing new 
control information and/or mediating data. Such a 
control set represents an evolution of control 
information for disseminated content. In this 
example the overall content control set for a VDE 
content container is ^'evolving^ as it securely (e.g. 
communicated in encrypted form and using 
authentication and digital signaturing techniques) 
passes, at least in part, to a new participant's VDE 
installation where the proposed control information 
is securely received and handled. The received 
control information may be integrated (through use 
of the receiving parties' VDE installation secure 
sub-system) with in-place control information 
through a negotiation process involving both control 
information sets. For example, the modification, 
within the secure sub-system of a content provider's 
VDE installation, of content control information for a 
certain VDE content container may have occurred as 
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a result of the incorporation of required control 
infonnation provided by a financial credit provider. 
Said credit provider may have employed their VDE 
installation to prepare and securely communicate 
(directly or indirectly) said required control 
infonnation to said content provider. Incorporating 
said required control infonnation enables a content 
provider to allow the credit provider's credit to be 
employed by a content end-user to compensate for 
the end-user's use of VDE controUed content and/or 
appliances, so long as said end-user has a credit 
account with said financial credit provider and said 
credit account has suflBdent credit available. 
Similarly, control information requiring the payment 

ta^es and/or the provision of revenue infonnation 
resulting fit)m electronic commerce activities may be 
securely received by a content provider. This control 
information may be received, for example, from a 
government agency. Content providers might be 
required by law to incorporate such control 
information into the control information for 
commercially distributed content and/or services 
related to appliance usage. Proposed control 
information is used to an extent allowed by senior 
control information and as determined by any 
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negotiation trade-oflfs that satisfy priorities 
stipulated by each set (the received set and the 
proposed set). VDE also accommodates different 
control schemes specifically applying to different 
participants (e.g.y individual participants and/or 
participant classes (types)) in a network of VDE 
content handling participants. 

support multiple simultaneous control models for the 
same content property and/or property portion. 
This aDows, for example, for concurrent business 
activities which are dependent on electronic 
commercial product content distribution, such as 
acquiring detailed market survey information and/or 
supporting advertising, both of which can increase 
revenue and result in lower content costs to users 
and greater value to content providers. Such control 
information and/or overall control models may be 
applied, as determined or allowed by control 
information, in differing manners to different 
participants in a pathway of content, reporting, 
payment, and/or related control information 
handling. VDE supports applying different content 
control information to the same and/or different 
content and/or appliance usage related activities, 
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and/or to different parties in a content and/or 
appliance usage model, such that different parties 
(or classes of VDE users, for example) are subject to 
differing control information managing their use of 
electronic information content For example, 
differing control models based on the category of a 
user as a distributor of a VDE controlled content 
object or an end-user of such content may result in 
different budgets being applied. Alternatively, for 
example, a one distributor may have the ri^t to 
distribute a different array of properties than 
another distributor (firom a common content 
collection provided, for example, on optical disc). An 
individual, and/or a class or other grouping of 
end-users, may have different costs (for example, a 
student, senior citizen, and/or poor citizen user of 
content who may be provided with the same or 
differing discounts) than a "typical" content user. 

support provider revenue information resulting from 
customer use of content and/or apphances, and/or 
provider and/or end-user payment of taxes, through 
the transfer of credit and/or electronic ctirrency fit>m 
said end-user and/or provider to a government 
agency, might occur "automatically" as a result of 
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such received control ixiformation causixiig the 
generation of a VDE content container whose 
content inchides customer content usage information 
reflecting secure, trusted revenue summary 
information and/or detailed user transaction listings 
(level of detail might depend, for example on type or 
size of transaction — ^information regarding a bank 
interest payment to a customer or a transfer of a 
large (e.g. over $10,000) might be, by law, 
automatically reported to the government). Such 
simmiary and/or detailed information related to 
taxable events and/or currency, and/or creditor 
currency transfer, may be passed along a pathway of 
reporting and/or payment to the government in a 
VDE container. Such a container may also be used 
for other VDE related content usage reporting 
information* 

support the flowing of content control information 
through diflFerent *l)randies'' of content control 
information handling so as to accommodate, under 
the present invention's preferred embodiment, 
diverse controlled distributions of VDE controlled 
content. This allows different parties to employ the 
same initial electronic content with differing 
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(perhaps competitive) control Strategies. In this 
instance, a party who first placed control infonnation 
on content can make certain control assunq>tions 
and these assumptions would evolve into more 
specific and/or extensive control assumptions. These 
control assumptions can evolve during the branching 
sequence upon content model participants 
submitting control information changes, for example, 
for use in "negotiating* with "in place" content 
control infonnation. This can result in new or 
modified content control infonnation and/or it might 
involve the selection of certain one or more already 
"in-place" content usage control methods over 
in-place alternative methods, as well as the 
submission of relevant control infonnation 
parameter data. This form of evolution of difierent 
control information sets applied to differrat copies of 
the same electronic property content and/or 
appliance results from VDE control information 
flowing "down" through different branches in an 
overall pathway of handhng and control and being 
modified differently as it diverges down these 
different pathway branches. This ability of the 
present invention to svq>port multiple pathway 
branches for the flow of both VDE content control 
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information and VDE managed content enables an 
electronic commerce marketplace which supports 
divergingt competitive business partnerships, 
agreements, and evolving overall business models 
which can employ the same content properties 
combined, for example, in diflfering coUections of 
content representing differing at least in part 
competitive products. 

enable a user to securely extract, through the use of 
the secure subsystem at the user's VDE installation, 
at least a portion of the content included within a 
VDE content container to produce a new, secure 
object (content container), such that the extracted 
information is maintained in a continually seciu^ 
manner through the extraction process. Formation 
of the new VDE container containing such extracted 
content shall result in control information consistent 
with, or specified by, the source VDE content 
container, and/or local VDE installation secure 
subsystem as appropriate, content control 
information. Relevant conti-ol information, such as 
security and administrative information, derived, at 
least in part, from the parent (source) object's control 
information, will normally be automatically inserted 
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into a new VDE content container object containing 
extracted VDE content. This process typicaUy occurs 
under the control framework of a parent object 
and/or VDE installation control information 
executing at the user's VDE installation secure 
subsystem (with, for example, at least a portion of 
this inserted control information being stored 
securely in encrypted form in one or more 
permissions records). In an alternative embodiment, 
the derived content control information apphed to 
extracted content may be in part or whole derived 
from, or employ, content control information stored 
remotely from the VDE installation that performed 
the secure extraction such as at a remote server 
location. As with the content control information for 
most VDE managed content, features of the present 
invention allows the content's control information to: 



(a) "evolve," for example, the extractor of content 
may add new control methods and/or modify 
control parameter data, such as VDE 
apphcation comphant methods, to the extent 
allowed by the content's in-place control 
information. Such new control information 
might specify, for example, who may use at 
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least a portion of the new object, and/or how 
said at least a portion of said extracted content 
may be used (e.g. when at least a portion may 
be used, or what portion or qiiantity of 
portions may be used); 

allow a user to combine additional content 
with at least a portion of said eictracted . 
content, such as material authored by the 
extractor and/or content (for example, images, 
video, audio, and/or text) extracted from one or 
more other VDE container objects for 
placement directly into the new container; 

allow a user to securely edit at least a portion 
of said content while maintaining said content 
in a secure form within said VDE content 
container; 

append extracted content to a pre-existing 
VDE content container object and attach 
associated control information - in these 
cases, user added information may be secured, 
e.g., encrypted, in part or as a whole, and may 
be subject to usage and/or auditing control 
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infonnation that dififers from the those applied 
to previously in place object content; 

(e) preserve VDE control over one or more 
portions of extracted content after various 
forms of usage of said portions, for example, 
maintain content in securely stored form while 
allowing "temporary^ on screen display of 
content or allowing a software program to be 
maintained in secure form but transiently 
deciypt any encrypted executing portion of 
said program (all, or only a portion, of said 
program may be encrypted to secure the 
program). 

Generally, the extraction features of the present 
invention allow users to aggregate and/or 
disseminate and/or otherwise use protected 
electronic content information extracted irom 
content container sources while maintaining secure 
VDE capabilities thus preserving the rights of 
providers in said content information after various 
content usage processes. 
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support the aggregation of portions of VDE 
controlled content, such portions being subject to 
differing VDE content container control information, 
wherein various of said portions may have been 
provided by independent, different content providers 
from one or more different locations remote to the 
user performing the aggregation. Such aggregation, 
in the preferred embodiment of the present 
invention, may involve preserving at least a portion 
of the control information (e.g., executable code such 
as load modules) for each of various of said portions 
by, for example, embedding some or all of such 
portions individually as VDE content container 
objects within an overall VDE content container 
and/or embedding some or all of such portions 
directly into a VDE content container. In the latter 
case, content control information of said content 
container may apply differing control information 
sets to various of such portions based upon said 
portions original control information requirements 
before aggregation. Each of such embedded VDE 
content containers may have its own control 
information in the form of one or more permissions 
records. Akematively, a negotiation between control 
information associated with various aggregated 
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portions of electzonic content, may produce a control 
infonnation set that woxild govern some or aU of the 
aggregated content portions. The VDE content 
control information produced by the negotiation may 
be uniform (such as having the same load modules 
and/or component assembHes, and/or it may apply 
differing such content control infonnation to two or 
more portions that constitute an aggregation of VDE 
controlled content such as differing metering, 
budgeting, billing and/or payment models. For 
example, contmt usage payment may be 
automatically made, either through a deaiinghouse, 
or directly, to different content providers for different 
potions. 



enable flexible metering of, or other collection of 
information related to, use of electronic content 
and/or electronic appliances. A feature of the 
present invention enables such flexibihty of metering 
control mechanisms to accommodate a simultaneous, 
broad array of: (a) different parameters related to 
electronic information content use; (b) different 
increment uxiits (bytes, documents, properties, 
paragraphs, images, etc.) and/or other organizations 
of such electronic content; and/or (c) different 
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categories of user and/or VDE installation types, 
such as client organizations, departments, projects, 
networks, and/or individual users, etc. This feature 
of the present invention can be employed for content 
security, usage analysis (for example, market 
surveying), and/or compensation based upon the use 
and/or exposure to VDE managed content. Such 
metering is a flexible basis for rasuring payment for 
content royalties, licensing, purchasing, and/or 
advertising. A feature of the present invention 
provides for pajonent means supporting flexible 
electronic currency and credit mechanisms, 
including the ability to securely maintain audit trails 
reflecting information related to use of such currency 
or credit. VDE supports multiple differing 
hierarchies of client organization control information 
wherein an organization client administrator 
distributes control information specifying the usage 
ri^ts of departments, users, and/or projects. 
Likewise, a department (division) network manager 
can function as a distributor (budgets, access rights, 
etc.) for department networks, projects, and/or users, 
etc. 
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provide scalable, integratable, standardized control 
means for use on electronic appliances ranging from 
inexpensive consumer (for example, television 
set-top ajjpliances) and professional devices (and 
hand-held PDAs) to s^ers, mainframes, 
communication switches, etc. The scalable 
transaction management/auditing technology of the 
present invention will result in more eflBdent and 
reliable interoperability amongst devices functioning 
in electronic commerce and/or data security 
environments. As standardized physical containers 
have become essential to the shipping of physical 
goods around the world, allowing these physical 
containers to universally "fit" unloading equipment, 
efSciently use truck and train space, and 
accommodate known arrays of objects (for example, 
boxes) in an eflBdent manner, so VDE electronic 
content containers may, as provided by the present 
invention, be able to eflBdently move electronic 
information content (such as commercially published 
properties, electronic currency and credit, and 
content audit information), and associated content 
control information, around the world. 
InteroperabOity is fundamental to efficient electronic 
commerce. The design of the VDE foundation, VDE 
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load modules, and VDE containers, are important 
features that enable the VDE node operating 
environment to be compatible with a very broad 
range of electronic appliances. The ability, for 
example, for control methods based on load modules 
to execute in very ''small" and inexpensive secure 
sub-system environments, such as environments 
with vexy Httle read/write memory, while also being 
able to execute in large memoiy sub-systems that 
may be used in more expensive electronic appliances, 
supports consistency across many machines* This 
consistent VDE operating environment, including ite 
control structures and container architecture, 
enables the use of standardized VDE content 
containers across a broad range of device types and 
host operating enviromnents. Since VDE 
capabihties can be seamlessly integrated as 
extensions, additions, and/or modifications to 
fundamental capabihties of electronic appUances and 
host operating systems, VDE containers, content 
control information, and the VDE foundation will be 
able to work with many device types and these 
device types will be able to consistently and 
efficiently interpret and enforce VDE control 
information. Through this integration users can also 
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benefit from a transparent interaction with many of 
the capabilities of VDE. VDE integration with 
software operating on a host electronic appliance 
supports a variety of capabilities that would be 
unavailable or less secure without such integration. 
Through integration with one or more device 
applications and/or device operating environments, 
many capabilities of the present invention can be 
presented as inherent capabiHties of a given 
electronic appliance, operating system, or appUance 
appUcation. For example, features of the present 
invention include: (a) VDE system software to in 
part ejctend and/or modify host operating systems 
such that they possesses VDE capabiHties, such as 
enabling secure transaction processing and 
electronic information storage; (b) one or more 
application programs that in part represent tools 
associated with VDE operation; and/or (c) code to be 
integrated into application programs, wherein such 
code incorporates references into VDE system 
software to integrate VDE capabilities and makes 
such applications VDE aware (for example, word 
processors, database retrieval appUcations, 
spreadsheets, multimedia presentation authoring 
tools, film editing software, music editing software 
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such as MIDI applications and tke like, robotics 
control systems such as those associated with 
CAD/CAM environments and NCM software and the 
like, electronic mail systems, teleconferencing 
software, and other data authoring, creating, 
handling, and/or usage apphcations including 
combinations of the above). These one or more 
features (which may also be implemented in 
firmware or hardware) may be employed in 
conjunction with a VDE node secure hardware 
processing capability, such as a microcontroller(s), 
microprocessor(s), other CPU(s) or other digital 
processing logic. 

employ audit reconciliation and usage pattern 
evaluation processes that assess, through certain, 
normally network based, transaction processing 
recondliation and threshold checking activities, 
whether certain violations of security of a VDE 
arrangement have occurred. These processes are 
performed remote to VDE controlled content 
end-user VDE locations by assessing, for example, 
purchases, and/or requests, for electronic properties 
by a given VDE installation. Applications for such 
reconciliation activities include assessing whether 
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the quantity of remotely delivered VDE controlled 
content corresponds to the amount of financial credit 
and/or electronic currency employed for the use of 
such content. A trusted oi^anization can acquire 
information from content providers concerning the 
cost for content provided to a given VDE installation 
and/or user and compare this cost for content with 
the credit and/or electronic currency disbursements 
for that installation and/or user Inconsistencies in 
the amount of content delivered versus the amount 
of disbursement can prove, and/or indicate, 
depending on the circumstances, whether the local 
VDE installation has been, at least to some degree, 
compromised (for example, certaia important system 
security functions, such as breaking encryption for at 
least some portion of the secure subsystem and/or 
VDE controlled content by imcovering one or more 
keys). Determining whether irregular patterns (e.g. 
unusually high demand) of content usage, or 
requests for deliveiy of certain kinds of VDE 
controlled information during a certain time period 
by one or more VDE installations and/or users 
(including, for example, groups of related users 
whose aggregate pattern of usage is suspicious) may 
also be useful in determining whether security at 
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such one or more installatioiis, and/or by such one or 
more users, has been compromised, particularly 
when used in combination with an assessment of 
electronic credit and/or currency provided to one or 
more VDE users and/or installations, by some or all 
of their credit and/or currency suppUers, compared 
with the disbursements made by such users and/or 
installations. 

support security techniques that materially increase 
the time required to "break" a system's integrity. 
This includes using a collection of techniques that 
mixiimizes the damage resulting from comprising 
some aspect of the security features of the present 
inventions. 

provide a family of authoring, administrative, 
reporting, payment, and billing tool user apphcations 
that comprise components of the present invention's 
trusted/secure, universe wide, distributed 
transaction control and administration system. 
These components support VDE related: object 
creation (including placing control information on 
content), secure object distribution and management 
(including distribution control information, financial 
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related, and other usage analysis), client internal 
VDE activities administration and control, security 
management, user interfaces, payment 
disbursement, and clearinghouse related functions. 
5 These components are designed to support hi^y 

secure, uniform, consistent, and standardized: 
electronic commerce and/or data security pathway(s) 
of handling, reporting, and/or payment; content 
control and administration; and human factors (e.g. 
10 user interfaces). 



support the operation of a plurality of 
clearinghouses, including, for example, both 
financial and user clearinghouse activities, such as 
those performed by a client administrator in a large 
organization to assist in the organization's ttse of a 
VDE arrangement, including usage information 
analysis, and control of VDE activities by individuals 
and groups of employees such as specifying budgets 
and the character of usage rights available under 
VDE for certain groups of and/or individual, cUent 
personnel, subject to control information series to 
control information submitted by the cUent 
administrator. At a clearinghouse, one or more VDE 
installations may operate together with a trusted 
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distributed database environment (which may 
indude concurrent database processing means). A 
financial clearinghouse normally receives at its 
location securely delivered content usage 
information, and user requests (such as requests for 
further credit, electronic currency, and/or hi^er 
credit limit). Reporting of usage information and 
user requests can be used for supporting electronic 
currency, billing, payment and credit related 
activities, and/or for user profile analysis and/or 
broader market survey analysis and marketing 
(consohdated) list generation or other information 
derived, at least in part, fi^om said usage 
information, this information can be provided to 
content providers or other parties, through secure, 
authenticated encrypted communication to the VDE 
installation secure subsystems. Clearinghouse 
processing means would normally be connected to 
specialized I/O means, which may include high speed 
telecommunication switching means that may be 
used for secure communications between a 
clearinghouse and other VDE pathway participants. 

securely support electronic currency and credit 
usage control, storage, and commtmication at, and 
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between, VDE installations. VDE further sixpports 
automated passing of electronic currency and/or 
credit information, indtiding payment tokens (such 
as in the form of electronic currency or credit) or 
other payment information, through a pathway of 
payment, which said pathway may or may not be the 
same as a pathway for content usage information 
reporting. Such payment may be placed into a VDE 
container created automatically by a VDE 
installation in response to control information 
stipulating the "withdrawal" of credit or electronic 
currency from an electronic credit or currency 
accoimt based upon an amount owed restdting from 
usage of VDE controlled electronic content and/or 
appliances. Payment credit or currency may then be 
automatically communicated in protected (at least in 
part encrypted) form through telecommunication of a 
VDE container to an appropriate parly such as a 
clearinghouse, provider of original property content 
or apphance, or an agent for such provider (other 
than a clearinghouse). Payment information may be 
packaged in said VDE content container with, or 
without, related content usage information, such as 
metering information. An aspect of the present 
invention further enables certain information 
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regarding currency use to be specified as unavailable 
to certain, some, or all VDE parties ^conditionally^ 
to fully anonymous currency) and/or further can 
regulate certain content information, such as 
currency and/or credit use related information 
(and/or other electronic information usage data) to be 
available only under certain strict circumstances, 
such as a court order (which may itself require 

authorization through the use of a court controlled 
VDE installation that may be required to securely 

access "conditionally** anonymous information). 

Currency and credit information, under the 

preferred embodiment of the present invention, is 

treated as administrative content; 

support fingerprinting (also known as 
watermarking) for embedding in content such that 
when content protected under the present invention 
is released in clear form from a VDE object 
(displayed, printed, communicated, extracted, and/or 
saved), information representing the identification of 
the user and/or VDE installation responsible for 
transforming the content into clear form is 
embedded into the released content. Fingerprinting 
is useful in providing an ability to identify who 
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extracted information in clear form a VDE container, 
or who made a copy of a VDE object or a portion of 
its contents. Sincetheidentity of the user and/or 
other identifying information may be embedded in 
an obscure or generally concealed manner, in VDE 
container content and/or control information, 
potential copyright violators may be deterred from 
unauthorized esctraction or copying. Fingerprinting 
normally is embedded into unencrypted electronic 
content or control information, though it can be 
embedded into encrypted content and later placed in 
unencrypted content in a secure VDE installation 
sub-system as the enczypted content carrying the 
fingerprinting information is decrypted. Electronic 
information, such as the content of a VDE container, 
may be fingerprinted as it leaves a network (such as 
Internet) location bound for a receiving party. Such 
repository information may be maintained in 
tmencrypted form prior to communication and be 
encrypted as it leaves the repository. Fingerprinting 
would preferably take place as the content leaves the 
repository, but before the encryption step. 
Encrypted repository content can be decrypted, for 
example in a secure VDE sub-system, fingerprint 
information can be inserted, and then the content 
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can be re-encrypted for transmission. Embedding 
identification information of the intended recipient 
user and/or VDE installation into content as it 
leaves, for example, an Internet repository, would 
provide important information that would identify or 
assist in identifying any party that managed to 
compromise the security of a VDE installation or the 
delivered content. If a party produces an authorized 
clear form copy of VDE controlled content, including 
TpftlriTig unauthorized copies of an authorized clear 
form copy, fingerprint information would point back 
to that individual and/or his or her VDE installation. 
Such hidden information will act as a strong 
disincentive that should dissuade a substantial 
portion of potential content "pirates" from stealing 
other parties electronic information. Fingerprint 
information identifying a receiving party and/or VDE 
installation can be embedded into a VDE object 
before, or during, decryption, repUcation, or 
communication of VDE content objects to receivers. 
Fingerprinting electronic content before it is 
encrypted for transfer to a customer or other user 
provides information that can be very useful for 
identifying who received certain content which may 
have then been distributed or made available in 
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unencTTpted form. This iixfonnation would be useful 
in traddzig who may have "broken'' the security of a 
VDE installation and was illegally TnalriT^g certain 
electronic content available to others. 
Fingerprinting may provide additional, available 
information such as time and/or date of the release 
(for example extraction) of said content information. 
Locations for inserting fingerprints may be specified 
by VDE installation and/or content container control 
information. This information may specify that 
certain areas and/or precise locations within 
properties should be used for fingerprinting^ such as 
one or more certain fields of information or 
information ^es. Fingerprinting information may 
be incorporated into a property by modifying in a 
normaUy undetectable way color frequency and/or 
the brightness of certain image pixels, by slightly 
modifying certain audio signals as to frequency, by 
modifying font character formation, etc. Fingerprint 
information, itself, should be enciypted so as to 
make it particularly difficult for tampered 
fingerprints to be interpreted as valid. Variations in 
fingerprint locations for difierent copies of the same 
property; "false" fingerprint information; and 
multiple copies of fingerprint information within a 
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specific property or other content which copies 
employ diflferent fingerprinting techniques such as 
information distribution patterns, frequency and/or 
brightness manipulation, and encryption related 
techniques, are features of the present invention for 
increasing the difBculty of an tinauthorized 
individual identifying fingerprint locations and 
erasing and/or modifying fingerprint information. 

provide smart object agents that can carry requests, 
data, and/or methods, including budgets, 
authorizations, credit or currency, and content. For 
example, smart objects may travel to and/or from 
remote information resource locations and fulfill 
requests for electronic information content. Smart 
objects can, for example, be transmitted to a remote 
location to perform a specified database search on 
behalf of a user or otherwise ''intelligently" search 
remote one or more repositories of information for 
user desired information. After identifying desired 
information at one or more remote locations, by for 
example, performing one or more database searches, 
a smart object may return via commimication to the 
user in the form of a secure ''return object" 
containing retrieved information. A user may be 
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charged for the remote retrieving of information, the 
retttiiung of information to the user's VDE 
installation, and/or the use of such information. In 
the latter case, a user may be charged only for the 
infoimation in the return object that the user 
actually uses. Smart objects may have the means to 
request use of one or more services and/or resources. 
Services include locating other services and/or 
resources such as information resources, language or 
format translation, processing, credit (or additional 
credit) authorization, etc. Resources include 
reference databases, networks, high powered or 
specialized computing resources (the smart object 
may carry information to another computer to be 
efficiently processed and then return the information 
to the sending VDE installation), remote object 
repositories, etc. Smart objects can make efficient 
use of remote resources (e.g. centralized databases, 
super computers, etc.) while providing a secure 
means for charging users based on information 
and/or resotirces actuaUy used. 

support both "^translations" of VDE electronic 
agreements elements into modem language printed 
agreement elements isuch as English language 
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agreements) and translations of electronic rights 
protection/transaction management modem 
language agreement elements to electronic VDE 
agreement elements. This feature requires 
yyioiTifftiTiiTig a libraxy of textual language that 
corresponds to VDE load modules and/or methods 
and/or component assemblies. As VDE methods are 
proposed and/or employed for VDE agreements, a 
listing of textual terms and conditions can be 
produced by a VDE user application which, in a 
preferred embodiment, provides phrases, sentences 
and/or paragraphs that have been stored and 
correspond to said methods and/or assemblies. This 
feature preferably employs artificial intelligence 
capabilities to analyze and automatically determine, 
and/or assist one or more users to determine, the 
proper order and relationship between the library 
elements corresponding to the chosen methods 
and/or assemblies so as to compose some or all 
portions of a legal or descriptive document. One or 
more users, and/or preferably an attorney (if the 
doctunent a legal, binding agreement), would review 
the generated document material upon completion 
and employ such additional textual information 
and/or editing as necessary to describe non electronic 
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transaction elements of the agreement and make 
any other improvements that may be necessaiy . 
These features further support employing modem 
language tools that allow one or more iisers to make 
selections from choices and provide answers to 
questions and to produce a VDE electronic 
agreement from such a process. This process can be 
interactive and the VDE agreement formulation 
process may employ artificial intelligence expert 
system technology that learns from responses and, 
where appropriate and based at least in part on said 
responses, provides further choices and/or questions 
which ^'evolves'* the desired VDE electronic 
agreement 

support the use of multiple VDE secure subsystems 
in a single VDE installation. Various security and/or 
performance advantages may be realized by 
employing a distributed VDE design within a single 
VDE installation. For example, designing a 
hardware based VDE secure subsystem into an 
electronic appliance VDE display device, and 
designing said subsystem's integration with said 
display device so that it is as close as possible to the 
point of display, will increase the security for video 
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materials by making it materially more difficult to 
'"steal" decrypted video information as it moves from 
outside to inside the video system. Ideally, for 
example, a VD£ secure hardware module would be 
5 in the same physical package as the actual display 

monitor, such as within the packaging of a video 
monitor or other display device, and such device 
would be designed, to the extent commercially 
practical, to be as tamper resistant as reasonable. 

10 As another example, embedding a VDE hardware 

module into an I/O peripheral may have certain 
advantages from the standpoint of overall system 
throughput. If multiple VDE instances are employed 
within the same VDE installation, these instances 

15 will ideally share resoxurces to the extent practical, 

such as VDE instances storing certain control 
information and content and/or appliance usage 
information on the same mass storage device and in 
the same VDE management database. 

20 

! requiring reporting and payment compliance by 

employing exhaustion of budgets and time ageing of 
keys. For example, a VDE commercial arrangement 
and associated content control information may 
25 involve a content provider's content and the use of 
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clearinghouse credit for payment for end-user usage 
of said content. Control information regarding said 
arrangement may be delivered to a user's (of said 
content) VDE installation and/or said financial 
clearinghouse's VDE installation. Said control 
information might require said clearinghouse to 
prepare and telecommimicate to said content 
provider both content usage based information in a 
certain form, and content usage payment in the form 
of electronic credit (such credit might be "owned" by 
the provider after receipt and used in Ueu of the 
availabihty or adequacy of electronic currency) 
and/or electronic currency. This delivery of 
information and pajrment may employ trusted VDE 
installation secure subsystems to securely, and in 
some embodiments, automatically, provide in the 
manner specified by said control information, said 
usage information and pasrment content. Features of 
the present invention help ensure that a 
requirement that a clearinghouse report such usage 
information and payment content will be observed. 
For example, if one participant to a VDE electronic 
agreement fails to observe such information 
reporting and/or pajring obligation, another 
participant can stop the delinquent party from 
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successfully participating in VDE activities related 
to such agreement. For example, if required usage 
information and payment was not reported as 
specified by content control information, the 
"Injured" party can fail to provide, through failing to 
securely communicate from his VDE installation 
secure subsystem, one or more pieces of secure 
information necessary for the continuance of one or 
more critical processes. For example, failure to 
report information and/or payment from a 
clearinghouse to a content provider (as well as any 
security failures or other disturbing irregularities) 
can result in the content provider not providing key 
and/or budget refresh information to the 
clearinghouse, which information can be necessary 
to authorize use of the clearinghouse's credit for 
usage of the provider's content and which the 
clearinghouse would communicate to end-user's 
during a content usage reporting communication 
between the clearinghouse and end-user. As another 
example, a distributor that failed to make pasrments 
and/or report usage information to a content 
provider might find that their budget for creating 
permissions records to distribute the content 
provider's content to tisers, and/or a security budget 
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limiting one or more other aspect of their use of the 
providers content, are not being refreshed by the 
content provider, once exhausted or timed-out (for 
example, at a predetermined date). In these and 
other cases, the offended party might decide not to 
refresh time ageing keys that had ''aged out." Such a 
use of time aged keys has a similar impact as failing 
to refresh budgets or time-aged authorizations. 

support smart card implementations of the present 
invention in the form of portable electronic 
appliances, including cards that can be employed as 
secure credit, banking, and/or money cards. A 
feature of the present invention is the use of portable 
VDEs as transaction cards at retail and other 
establishments, wherein such cards can ''dock'' with 
an estabhshment terminal that has a VDE secure 
sub-system and/or an online connection to a VDE 
secure and/or otherwise secure and compatible 
subsystem, such as a 'trusted" financial 
clearinghouse (e.g., VISA, Mastercard). The VDE 
card and the terminal (and/or online connection) can 
securely exchange information related to a 
transaction, with credit and/or electronic currency 
being transferred to a merchant and/or 
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clearinghouse and transaction information flowing 
back to the card. Such a card can be used for 
transaction activities of all sorts. A docking station, 
such as a PCMCIA connector on an electronic 
appliance, such as a personal computer, can receive 
a consumer's VDE card at home. Such a station/card 
combination can be used for on-line transactions in 
the same maimer as a VDE installation that is 
permanently installed in such an electronic 
apphance. The card can be used as an "electronic 
wallet" and contain electronic currency as well as 
credit provided by a clearinghouse. The card can act 
as a convergence point for financial activities of a 
consumer regarding many, if not all, merchant, 
banking, and on-Hne financial transactions, 
including siipporting home banking activities. A 
consumer can receive his paycheck and/or 
investment earnings and/or "authentic" VDE content 
container secured detailed information on such 
receipts, through on-line connections. A user can 
send digital currency to another party with a VDE 
arrangement, including giving away such currency. 
A VDE card can retain details of transactions in a 
highly secure and database organized fashion so that 
financially related information is both consolidated 
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and very easily retrieved and/or analyzed. Because 
of the VDE security, including use of efifective 
encryption, authentication, digital signaturing, and 
secure database structures, the records contained 
within a VDE card arrangement may be accepted as 
valid transaction records for government and/or 
corporate recordkeeping requirements. In some 
embodiments of the present invention a VDE card 
may employ docking station and/or electronic 
appliance storage means and/or share other VDE 
arrangement means local to said appUance and/or 
available across a network, to augment the 
information storage capacity of the VDE card, by for 
example, storing dated, and/or archived, backup 
information. Taxes relating to some or all of an 
individual's financial activities may be automatically 
computed based on ""authentic"* information securely 
stored and available to said VDE card. Said 
information may be stored in said card, in said 
docking station, in an associated electronic 
appliance, and/or other device operatively attached 
thereto, and/or remotely, such as at a remote server 
site. A card's data, e.g. transaction history, can be 
backed up to an individual's personal computer or 
other electronic appliance and such an appliance 
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may have an integrated VDE installation of its own. 
A current transaction, recent transactions (for 
redundancy), or all or other selected card data may 
be backed up to a remote backup repository, such a 
5 VDE compatible repository at a financial 

clearinghouse, dtiring each or periodic docking for a 
financial transaction and/or information 
communication such as a user/merchant transaction. 
Backing up at least the current transaction during a 

10 connection with another party's VDE installation 

(for example a VDE installation that is also on a 
financial or general purpose electronic network), by 
posting transaction information to a remote 
clearinghouse and/or bank, can ensure that 

15 sufficient backup is conducted to enable complete 

reconstruction of VDE card internal information in 
the event of a card failiire or loss. 

! support certification processes that ensure 
20 authorized interoperability between various VDE 

installations so as to prevent VDE arrangements 
and/or installations that unacceptably deviate in 
specification protocols fi'om other VDE arrangements 
and/or installations firom interoperating in a maimer 
25 that may introduce security (integrity and/or 
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coiifidentiality of VDE secured informatioii), process 
control, and/or software compatibility problems. 
Certification validates the identity of VDE 
installations and/or their components, as well as 
5 VDE users. Certification data can also serve as 

information that contributes to determining the 
decommissioning or other change related to VDE 
sites. 

10 ! support the separation of fimdamental transaction 

control processes through the use of event (triggered) 
based method control mechanisms. These event 
methods trigger one or more other VDE methods 
(which are available to a secure VDE sub-system) 

15 and are used to carry out VDE managed transaction 

related processing. These triggered methods include 
independently (separably; and securely processable 
component billing management methods, budgeting 
management methods, metering management 

20 methods, and related auditing management 

processes. As a result of this feature of the present 
invention, independent triggering of metering, 
auditing, billing, and budgeting methods, the 
present invention is able to efficiently, concurrently 

25 support multiple financial ctirrencies (e.g. dollars. 
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marks, yen) and content related budgets, and/or 
billing increments as well as veiy flexible content 
distribution models. 

support, complete, modular separation-of the control 
structures related to (1) content event triggering, (2) 
auditing, (3) budgeting (including specifying no rig^t 
of use or unlimited right of use), (4) billing, and (5) 
user identity (VDE installation, client name, 
department, network, and/or user, etc.). The 
independence of these VDE control structures 
provides a flexible system which allows plural 
relationships between two or more of these 
structures, for example, the ability to associate a 
financial budget with different event trigger 
structures (that are put in place to enable controlling 
content based on its logical portions). Without such 
separation between these basic VDE capabilities, it 
would be more difficult to efficiently maintain 
separate metering, budgeting, identification, and/or 
billing activities which involve the same, differing 
(including overlapping), or entirely different, 
portions of content for metering, billing, budgeting, 
and user identification, for example, paying fees 
associated with usage of content, performing home 
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banking, managing advertising services, etc. VDE 
modular separation of these basic capabilities 
supports the programming of plural, "arbitrary" 
relationships between one or differing content 
portions (and/or portion tmits) and budgeting, 
auditing, and/or billing control information. For 
example, under VDE, a budget limit of $200 dollars 
or 300 German Marks a month may be enforced for 
decrjrption of a certain database and 2 U.S. Dollars 
or 3 German Marks may be charged for each record 
of said database decrypted (depending on user 
selected currency). Such usage can be metered while 
an additional audit for user profile purposes can be 
prepared recording the identity of each filed 
displayed. Additionally, further metering can be 
conducted regarding the number of said database 
b3rtes that have been decrypted, and a related 
security budget may prevent the decrypting of more 
than 5% of the total bjrtes of said database per year. 
The user may also, tmder VDE (if allowed by senior 
control information), collect audit information 
reflecting usage of database fields by different 
individuals and chent organization departments and 
ensure that differing rights of access and differing 
budgets limiting database usage can be applied to 
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these client individuals and groups. Enabling 
content providers and users to practically employ 
such diverse sets of user identification, metering, 
budgeting, and billing control information results, in 
part, firom the use of such independent control 
capabilities. As a result, VDE can support great 
configurability in creation of plural control models 
applied to the same electronic property and the same 
and/or plural control models applied to differing or 
entirely different content models (for example, home 
banking versus electronic shopping). 

Methods, Other Control Information, and VDE Objects 

VDE control information (e.g., methods) that coUectively 
control use of VDE managed properties (database, document, 
individual commercial product), are either shipped with the 
content itself (for example, in a content container) and/or one or 
more portions of such control infoxmation is shipped to 
distributors and/or other users in separably dehverable 
"administrative objects." A subset of the methods for a property 
may in part be delivered with each property while one or more 
other subsets of methods can be delivered separately to a user or 
otherwise made available for use (such as being available 
remotely by telecommunication means). Reqtiired methods 
(methods listed as required for property and/or appUance use) 
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must be available as specified if VDE controlled content (such as 
intellectual property distributed within a VDE content container) 
is to be used. Methods that control content may apply to a 
plurality of VDE container objects, such as a class or other 
5 grouping of such objects. Methods may also be required by 

certain users or classes of users and/or VDE installations and/or 
classes of installations for such parties to use one or more 
specific, or classes of, objects. 

A feature of VDE provided by the present invention is that 
certain one or more methods can be specified as required in order 
for a VDE installation and/or user to be able to use certain and/or 
all content. For example, a distributor of a certain type of 
content might be allowed by ''senior^ participants (by content 
creators, for example) to require a method which prohibits 
end-users from electronically saving decrypted content, a 
provider of credit for VDE transactions might require an audit 
method that records the time of an electronic purchase, and/or a 
user might require a method that summarizes usage information 
for reporting to a clearinghouse (e.g. billing information) in a way 
that does not convey confidential, personal information regarding 
detailed usage behavior. 

A farther feature of VDE provided by the present invention 
25 is that creators, distributors, and users of content can select from 
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among a set of predefined methods (if available) to control 
container content usage and distribution functions and/or they 
may have the right to provide new customized methods to control 
at least certain usage functions (such ''new^ methods may be 
5 required to be certified for trustedness and interoperability to the 

VDE installation and/or for of a group of VDE applications). As a 
result, VDE provides a very high degree of configurability with 
respect to how the distribution and other usage of each property 
or object (or one or more portions of objects or properties as 
10 desired and/or applicable) will be controlled. Each VDE 

participant in a VDE pathway of content control information may 
set methods for some or all of the content in a VDE container, so 
long as such control information does not conflict with senior 
control information already in place with respect to: 

15 

( 1 ) certain or aU VDE managed content, 



(2) certain one or more VDE users and/or groupings of 
users, 

20 

(3) certain one or more VDE nodes and/or groupings of 
nodes, and/or 

(4) certain one or more VDE applications and/or 
25 arrangements. 
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For example, a content creator's VDE control information 
for certain content can take precedence over other submitted 
VDE participant control information and, for example, if allowed 
by senior control information, a content distributor's control 
information may itself take precedence over a client 
administrator's control information, which may take precedence 
over an end-user's control information. A path of distribution 
participant's abiUty to set such electronic content control 
information can be limited to certain control information (for 
example, method mediating data such as pricing and/or sales 
dates) or it may be limited only to the extent that one or more of 
the participant's proposed control information conflicts with 
control information set by senior control information submitted 
previously by participants in a chain of handling of the property, 
or managed in said participant's VDE secure subsystem. 

VDE control information may, in part or in full, (a) 
represent control information directly put in place by VDE 
content control information pathway participants, and/or (b) 
comprise control information put in place by such a participant 
on behalf of a party who does not directly handle electronic 
content (or electronic appliance) permissions records information 
(for example control information inserted by a participant on 
behalf of a financial clearinghouse or government agency). Such 
control information methods (and/or load modules and/or 
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mediatixig data and/or component assemblies) may also be put in 
place by either an electronic automated, or a semi-automated and 
human assisted, control information (control set) negotiating 
process that assesses whether the use of one or more pieces of 
submitted control information will be integrated into and/or 
replace existing control information (and/or chooses between 
alternative control information based upon interaction with 
in*place control information) and how such control information 
may be used. 

Control information may be provided by a party who does 
not directly participate in the handling of electronic content 
(and/or appliance) and/or control information for such content 
(and/or appUance). Such control information may be provided in 
secure form using VDE installation secure sub-system managed 
communications (including, for example, authenticating the 
dehverer of at least in part encrypted control information) 
between such not directly participating one or more parties' VDE 
installation secure subsystems, and a pathway of VDE content 
control information participant's VDE installation secure 
subsystem. This control information may relate to, for example, 
the right to access credit suppUed by a financial services 
provider, the enforcement of regulations or laws enacted by a 
government agency, or the reqxiirements of a customer of VDE 
managed content usage information (reflecting usage of content 
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by one or more parties other than such customer) relating to the 
creation, handling and/or manner of reporting of usage 
information received by such customer. Such control information 
may, for example, enforce societal reqtnrements such as laws 
related to electronic commerce. 

VDE content control information may apply differently to 
different pathway of content and/or control information handling 
participants. Furthermore, permissions records rights may be 
added, altered, and/or removed by a VDE participant if they are 
allowed to take sudi action. Rights of VDE participants may be 
defined in relation to specific parties and/or categories of parties 
and/or other groups of parties in a chain of handling of content 
and/or content control information (e.g., permissions records). 
Modifications to control information that may be made by a 
given, eligible party or parties, may be limited in the number of 
modifications, and/or degree of modification, they may make. 

At least one secure subsystem in electronic appliances of 
creators, distributors, auditors, clearinghouses, chent 
administrators, and end*users (imderstanding that two or more 
of the above classifications may describe a single user) provides a 
''sufiiciently" secure (for the intended appHcationsi environment 
for: 
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1. Decrypting properties and control information; 

2. Storing control and metering related information; 

3. Managing communications; 

4. Processing core control programs, along with 
associated data, that constitute control information 
for electronic content and/or appliance rights 
protection, including the enforcing of preferences 
and requirements of VDE participants. 

Normally, most usage, audit, reporting, payment, and 
distribution control methods are themselves at least in part 
encrsrpted and are executed by the secure subsystem of a VDE 
installation. Thus, for example, biUiog and metering records can 
be securely generated and updated, and encryption and 
decryption keys are securely utilized, within a secure subsystem. 
Since VDE also employs secvure (e.g. encrypted and 
authenticated) communications when passing information 
between the participant location (nodes) secure subsystems of a 
VDE arrangement, important components of a VDE electronic 
agreement can be reliably enforced with sufficient security 
I sufficiently trusted) for the intended commercial purposes. A 
VDE electronic agreement for a value chain can be composed, at 



-129- 



W09M7155 



PCT/US96/02303 



least in part, of one or more subagreements between one or more 
subsets ofthe value chain participants. These subagreements 
are comprised of one or more electronic contract "compliance'' 
elements (methods including associated parameter data) that 
5 ensure the protection of the rights of VDE participants. 

The degree of trustedness of a VDE arrangement will be 
primarily based on whether hardware SPUs are employed at 
participant location secure subsystems and the effectiveness of 

10 the SPU hardware security architecture, software security 

techniques when an SPU is emulated in software, and the 
encryption algorithm(s) and keys that are employed for securing 
content, control information, communications, and access to VDE 
node rVDE instaUation) secure subsystems. Physical facility and 

15 user identity authentication security procedures may be used 

instead of hardware SPUs at certain nodes, such as at an 
established financial clearinghouse, where such procedures may 
provide sufficient security for trusted interoperability with a 
VDE arrangement employing hardware SPUs at user nodes. 

20 

The updating of property management files at each 
location of a VDE arrangement, to accommodate new or modified 
control information, is performed in the VDE secure subsystem 
and under the control of secure management file updating 
25 programs executed by the protected subsystem. Since all sec\ire 
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communications are at least in part encrsrpted and the processing 
inside the secure subsystem is concealed from outside 
observation and interference, the present invention ensures that 
content control information can be enforced. As a result, the 
creator and/or distributor and/or client administrator and/or 
other contributor of secure control information for each property 
(for example, an end-user restricting the kind of audit 
information he or she will allow to be reported and/or a financial 
clearinghouse establishing certain criteria for use of its credit for 
payment for use of distributed content ) can be confident that 
their contributed and accepted control information will be 
enforced (within the security limitations of a given VDE security 
implementation design). This control information can determine, 
for example: 

( 1 ) How and/or to whom electronic content can be 
provided, for example, how an electronic property 
can be distributed; 

(2) How one or more objects and/or properties, or 
portions of an object or property, can be directly 
used, such as decrypted, displayed, printed, etc; 

(3 ) How payment for usage of such content and/or 
content portions may or must be handled; and 
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(4) How audit informatioii about usage iufonnation 
related to at least a portion of a property should be 
collected, reported, and/or used. 



Seniority of contributed control information, including 
resolution of conflicts between content control information 
submitted by multiple parties, is normally established by: 

( 1 ) the sequence in which control information is put in 
place by various parties (in place control information 
normally takes precedence over subsequently 
submitted control information), 



(2) the specifics of VDE content and/or appliance control 
information. For example, in-place control 
information can stipulate which subsequent one or 
more piece of control from one or more parties or 
class of parties will take precedence over control 
information submitted by one or more yet different 
parties and/or classes of parties, and/or 



(3) negotiation between control information sets from 
plural parties, which negotiation establishes what 
control information shall constitute the resulting 
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control ijGibnnation set for a given piece of VDE 
managed content and/or VDE installation. 

Eleetronic Agreements and Rights Protectbn 

An important feature of VDE is that it can be used to 
assure the administration of, and adequacy of security and rights 
protection for, electronic agreements implemented through the 
use of the present invention. Such agreements may involve one 
or more of: 

(1) creators, publishers, and other distributors, of 
electronic information, 

(2) financial service (e.g. credit) providers, 

(3) users of (other than financial service providers ) 
information arising from content usage such as 
content specific demographic information and user 
specific descriptive information. Such users may 
include market analysts, mai^keting Est compilers for 
direct and directed marketing, and government 
agencies, 

(4) end users of content. 
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(5) infrastructure service and device providers such as 
telecommunication companies and hardware 
manufacturers (semiconductor and electronic 
appliance and/or other computer system 
manufacturers) who receive comperisation based 
upon the use of their services and/or devices, and 

(6) certain parties described by electronic information. 

VDE supports commercially seoire ''extended" value chain 
electronic agreements. VDE can be configured to support the 
various underlying agreements between parties that comprise 
this extended agreement. These agreements can define 
important electronic commerce considerations including: 

(1) security, 

(2) content use control, including electronic distribution, 

(3) privacy (regarding, for example, information 
concerning parties described by medical, credit, tax, 
personal, and/or of other forms of confidential 
information), 

(4) management of financial processes, and 
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(5) pathways of handling for electronic content, content 
and/or appliance control information, electronic 
content and/or appliance usage information and 
payment and/or credit. 

VDE agreements may define the electronic commerce 
relationship of two or more parties of a value chain, but such 
agreements may, at times, not directly obligate or otherwise 
directly involve other VDE value chain participants. For 
example, an electronic agreement between a content creator and 
a distributor may establish holh the price to the distributor for a 
creator's content (such as for a property distributed in a VDE 
container object) and the number of copies of this object that this 
distributor may distribute to end-users over a given period of 
time. In a second agreement, a value chain end-user may be 
involved in a three party agreement in which the end-user agrees 
to certain requirements for using the distributed product such as 
accepting distributor charges for content use and agreeing to 
observe the copyright rights of the creator. A third agreement 
might exist between the distributor and a financial clearinghouse 
that allows the distributor to employ the clearinghouse's credit 
for payment for the product if the end-tiser has a separate 
(fourth) agreement directly with the clearinghouse extending 
credit to the end-user. A fifth, evolving agreement may develop 
between all value chain participants as content control 
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information passes along its chain of handling. This evolving 
agreement can establish the rights of all parties to content usage 
information, including, for example, the nature of information to 
be received by each party and the pathway of handling of content 
usage information and related procedures. A sixth agreement in 
this example, may involve all parties to the agreement and 
establishes certain general assumptions, such as security 
techniques and degree of trustedness (for example, commercial 
integrity of the system may require each VDE installation secure 
subsystem to electronically warrant that their VDE node meets 
certain interoperability requirements). In the above example, 
these six agreements could comprise agreements of an extended 
agreement for this conmiercial value chain instance. 

VDE agreements support evolving f^living^) electronic 
agreement arrangements that can be modified by current and/or 
new participants through very simple to sophisticated 
''negotiations" between newly proposed content control 
information interacting with control information already in place 
and/or by negotiation between concurrently proposed content 
control information submitted by a plurality of parties. A given 
model may be as3mchronou5ly and progressively modified over 
time in accordance with existing senior rules and such 
modification may be applied to all, to classes of, and/or to specific 
content, and/or to classes and/or specific users and/or user nodes. 
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A given piece of content may be subject to diflferent control 
information at different times or places of handling, depending on 
the evolution of its content control information (and/or on 
diflfering, applicable VDE installation content control 

5 information). The cvohition of control information can occur 

during the passing along of one or more VDE control information 
containing objects, that is control information may be modified at 
one or more points along a chain of control information handling, 
so long as such modification is allowed. As a result, VDE 

10 managed content may have different control information applied 

at both diflferent locations" in a chain of content handling and at 
similar locations in differing chains of the handling of such 
content. Such different application of control information may 
also result from content control information spedftong that a 

15 certain party or group ofparties shall be subject to content 

control information that differs from another party or group of 
parties. For example, content control information for a given 
piece of content may be stipulated as senior information and 
therefore not changeable, might be put in place by a content 

20 creator and might stipulate that national distributors of a given 

piece of their content may be permitted to make 100,000 copies 
per calendar quarter, so long as such copies are provided to boni 
fide end-users, but may pass only a single copy of such content to 
a local retailers and the control information limits such a retailer 

25 to making no more than 1,000 copies per month for retail sales to 
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end-iisers. In addition, for example, an end-user of such content 
might be limited by the same content control information to 
making three copies of such content, one for each of three 
different computers he or she uses (one desktop computer at 
work, one for a desktop computer at home, and one for a portable 
computer). 

Electronic agreements supported by the preferred 
embodiment of the present invention can vary firom very simple 
to very elaborate. They can support widely diverse information 
management models that provide for electronic information 
security, usage adxninistration, and communication and may 
support: 

(a) secure electronic distribution of information, for 
example commercial literary properties, 

(b) secure electronic information usage monitoring and 
reporting, 

(c) secure financial transaction capabilities related to 
both electronic information and/or appliance usage 
and other electronic credit and/or currency usage 
and administration capabilities, 
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privacy protection for usage mfoniiation a user does 
not wish to release, and 

"living^ electronic information content dissemination 
models that fleidbly accommodate: 

(1) a breadth of participants, 

(2) one or more pathways (chains) for: the 
handling of content, content and/or appliance 
control information, reporting of content 
and/or appHance usage related information, 
and/or payment, 

(3) supporting an evolution of terms and 
conditions incorporated into content control 
information, including use of electronic 
negotiation capabilities, 

(4) support the combination of multiple pieces of 
content to form new content aggregations, and 

(5) multiple concurrent models. 
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Secure ProcessiBg Umts 

An important part of VDE provided by the present 
invention is the core secure transaction control arrangement, 
herein called an SPU (or SPUs), that typically must be present in 
each user's computer, other electronic appliance, or networic 
SPUs provide a trusted environment for generating decryption 
keys, encrj^ting and decrypting information, managing the 
secure communication of keys and other information between 
electronic appUances (i.e. between VDE instaDations and/or 
between plural VDE instances within a single VDE installation), 
securely accumulating and managing audit trail, reporting, and 
budget information in secure and/or non-secure non- volatile 
memory, maintaining a secure database of control information 
management instructions, and providing a secure environment 
for performing certain other control and administrative functions. 

A hardware SPU (rather than a software emvdation) within 
a VDE node is necessary if a highly trusted environment for 
performing certain VDE activities is required. Such a trusted 
environment may be created through the use of certain control 
software, one or more tamper resistant hardware modules such 
as a semiconductor or semiconductor chipset (including, for 
example, a tamper resistant hardware electronic appliance 
peripheral device), for use within, and/or operatively connected 
to, an electronic appUance. With the present invention, the 
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trustedness of a hardware SPU can be enhanced by enclosing 
some or all of its hardware elements within tamper resistant 
packaging and/or by employing other tamper r e s i stin g techniques 
(e.g. microfusing and/or thin wire detection techniques). A 
trusted environment of the present invention implemented, in 
part, through the use of tamper resistant semiconductor design* 
contains control logic, such as a microprocessor, that securely 
executes VDE processes. 

A VDE node's hardware SPU is a core component of a VDE 
secure subsystem and may employ some or all of an electronic 
apphance's primary control logic, such as a microcontroller, 
microcomputer or other CPU arrangement. This primary control 
logic may be otherwise employed for non VDE purposes sudi as 
the control of some or all of an electronic appliance's non-VDE 
functions. When operating in a hardware SPU mode, said 
primary control logic must be sufficiently secure so as to protect 
and conceal important VDE processes. For example, a hardware 
SPU may employ a host electronic appliance microcomputer 
operating in protected mode while perfonning VDE related 
activities, thus allowing portions of VDE processes to execute 
with a certain degree of security. This alternate embodiment is 
in contrast to the preferred embodiment wherein a trusted 
environmeat is created using a combination of one or more 
tamper resistant semiconductors that are not part of said 
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primary control logic. In either embodiment, certain control 
information (software and parameter data) must be securely 
maintained within the SPU, and further control information can 
be stored externally and securely (e.g. in encrypted and tagged 
5 form) and loaded into said hardware SPU when needed. In many 

cases, and in particular with microcomputers, the preferred 
embodiment approach of employing special purpose secure 
hardware for executing said VDE processes, rather than using 
said primary control logic, may be more secure and efficient. The 
10 level of security and tamper resistance required for trusted SPU 

hardware processes depends on the commercial requirements of 
particular markets or market niches, and may vary widely. 
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These and other features and advantages provided by the 
present mvention(s) may be better and more completely 
5 understood by referring to the following detailed description of 

presently preferred example embodiments in connection with the 
drawings, of which: 

FIGURE 1 illustrates an example of a "Virtual Distribution 
10 Environments provided in accordance with a preferred 

example/embodiment of this invention; 

FIGURE lA is a more detailed illustration of an example of 
the "Information Utility* shown in FIGURE 1; 

15 

FIGURE 2 illvistrates an example of a chain of handling 
and control; 

FIGURE 2A illustrates one example of how rules and 
20 control information may persist firom one participant to another 

in the Figure 2 chain of handling and control; 
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FIGURE 3 shows one example of different control 
information that may be provided; 

FIGURE 4 illustrates examples of some different types of 
5 rules and/or control information; 

FIGUKES 5A and 5B show an example of an ''objecf; 

FIGURE 6 shows an example of a Secure Processing Unit 
10 C'SPIT); 

FIGURE 7 shows an example of an electronic appliance; 

FIGURE 8 is a more detailed block diagram of an example 
15 of the electronic appliance shown in FIGURE 7; 

FIGURE 9 is a detailed view of an example of the Secure 
Processing Unit (SPU) shown in FIGURES 6 and 8; 

20 FIGURE 10 shows an example of a "^hts Operating 

System** (TROS") architecture provided by the Virtual 
Distribution Environment; 
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FIGURES IIA-IIC ahow examples of ftmctional 
relatioxiahip(8) between applications and the Rights Operating 
System; 

5 FIGURES IID-IU show examples of "components" and 

"component assemblies"; 

FIGURE 12 is a more detailed diagram of an example of 
the Ri^ts Operating System shown in FIGURE 10; 

10 

FIGURE 12A shows an example of how "objects" can be 
created; 

FIGURE 13 is a detailed block diagram of an example the 
15 software architecture for a "protected processing environm«if 

shown in FIGURE 12; 



FIGURES 14A-14C are examples of SPU memoiy maps 
provided by the protected processing environment shown in 
20 FIGURE 13; 
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FIGURE 15 illustrates an example of how the channel 
services manager and load module execution manager of 
FIGUBE 13 can si^ort a channel; 

5 FIGURE 15A is an example of a channel header and 

channel detail records shown in FIGURE 15; 

FIGURE 15B is a flowchart of an example of program 
control steps that may be performed by the FIGURE 13 protected 
10 processing environment to create a channel; 

FIGURE 16 is a block diagram of an example of a secure 
data base structure; 

15 FIGURE 17 is an illustration of an example of a logical 

object structure; 

FIGURE 18 shows an example of a stationary object 
structure; 

20 

FIGURE 19 shows an example of a traveling object 
structure; 
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FIGURE 20 shows an example rf a content object 
structure; 

FIGURE 21 shows an example of an administrative object 
5 structure; 

FIGURE 22 shows an example of a method core structure; 
FIGURE 23 shows an example of a load module structure; 

10 

FIGURE 24 shows an example of a User Data Element 
(UDE) and/or Method Data Element (MDE) structure; 

FIGURES 25A-25C show examples of "^ap meters"; 

15 

FIGURE 26 shows an example of a permissions record 
(PERC) structure; 

FIGURES 26A and 26B together show a more detailed 
20 example of a permissions record structure; 
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FIGUKE 27 shows an example of a shipping table 
structure; 

FIGURE 28 shows an example of a receiving table 
5 structure; 

FIGURE 29 shows an example of an administrative event 
log structure; 

10 FIGURE 30 shows an example inter-relationship between 

and use of the object registration table, subject table and user 
rights table shown in the FIGURE 16 secure database; 

FIGURE 31 is a more detailed example of an object 
15 registration table shown in FIGURE 16; 

FIGURE 32 is a more detailed example of subject table 
shown in FIGURE 16; 

20 FIGURE 33 is a more detailed example of a user ri^ts 

table shown in FIGURE 16; 
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FIGURE 34 shows a specific example of how a site record 
table and group record table may track portions of the secure 
database shown in FIGURE 16; 

5 FIGURE 34A is an example of a FIGURE 34 site record 

table structure; 

FIGURE 34B is an example of aFIGURE 34 group record 
table structure; 

10 

FIGURE 35 shows an example of a process for updating 
the secure database; 

FIGURE 36 shows an example of how new elements may 
15 be inserted into the FIGURE 16 secure data base; 

FIGURE 37 shows an example of how an element of the 
secure database may be accessed; 

20 FIGURE 38 is a flowchart example of how to protect a 

secure database element; 
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FIGURE 39 iB a flowchart example of how to back up a 
secure database; 

FIGURE 40 is a flowchart example of how to recover a 
5 secure database firom a backup; 

FIGURES 41A-41D are a set of examples showing how a 
"chain of handling and controF may be enabled using ''reciprocal 
methods"; 

10 

FIGURES 42A-42D show an example of a "reciprocal" 
BUDGET method; 

» 

FIGURES 43A-43D show an example of a "reciprocal" 
15 REGISTER method; 

FIGURES 44A-44C show an example of a "redprocal" 
AUDIT method; 

20 FIGURES 45-48 show examples of several methods being 

used together to control release of content or other information; 
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FIGURES 49, 49A-49F show an example OPEN method; 

FIGURES 50, 50A-50F show an example of a READ 
method; 

5 

FIGURES 51, 51A-51F show an example of a WRITE 
method; 

FIGURE 52 shows an example of a CLOSE method; 

10 

FIGURES 53A-53B show an example of an EVENT 
method; 

FIGURE 53C shows an example of a BILLING method; 

15 

FIGURE 54 shows an example of an ACCESS method; 

FIGURES 55A-55B show examples of DECRYPT and 
ENCRYPT methods; 

20 

FIGURE 56 shows an example of a CONTENT method; 



-151- 



wo 96/27155 PCTAJS96/02303 

FIGUKES 57A and STB show examples of EXTRACT and 
EMBED methods; 

FIGURE 58A shows an example of an OBSCURE method; 

FIGURES 58B, 58C show examples of a FINGERPRINT 
method; 

FIGURE 59 shows an example of a DESTROY method; 

FIGURE 60 shows an example of a PANIC method; 

FIGURE 61 shows an example of a METER method; 

FIGURE 62 shows an example of a key "convolution'' 
process; 

FIGURE 63 shows an example of how different keys may 
be generated using a key convolution process to determine a 
•irue^'key; 
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FIGURES 64 and 65 show an example of how protected 
jffocessing environment keys may be initializ ed; 

FIGURES 66 and 67 show example processes for 
5 decrypting information contained within stationary and traveling 

objects, respectively; 

FIGURE 68 shows an example of how a protected 
processing environment may be initialized; 

10 

FIGURE 69 shows an example of how firmware may be 
downloaded into a protected processing environment; 



FIGURE 70 shows an example of multiple VDE electronic 
15 appliances connected together with a network or other 

communications means; 



FIGURE 71 shows an example of a portable VDE electronic 
appliance; 

20 
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FIGURES 72A-72D show examples of '^op-up" displays 
that may be generated by the user notificatioii and exception 
intezface; 

FIGURE 73 shows an example of a 'smart object"; 

FIGURE 74 shows an ocample of a process using "smart 
objects"; 

FIGURES 75A-75D show examples of data structures used 
for electronic negotiation; 

FIGURES 75E-75F show example structures relating to an 
electronic agreement; 

FIGURES 76A-76B show examples of electronic 
negotiation processes; 

FIGURE 77 shows a farther example of a chain of handling 
and control; 

FIGURE 78 shows an example of a VDE "repository"; 
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FIGURES 79-83 show an example lUustrating a chain of 
ticiTi^ling and control to evolve and transfonn VDE managed 
content and control information; 

5 FIGURE 84 shows a further example of a chain of handling 

and control involving several categories of VDE participants; 

FIGURE 85 shows a farther example of a chain of 
distribution and handling within an organization; 

10 

Figures 86 and 86A show a further example of a chain of 
bnndling and control; and 

Figure 87 shows an example of a virtual siUcon container 
15 model. 
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MORB PTITAniBP DBflCBIPTIQN 

Figures 1-7 and the discussion bebw provides an overview 
of some aspects of features provided by this invention. Following 
this overview is a more technical ''detail descrq)tion'* of example 
embodiments in accordance with the invention* 

Overview 

Figure 1 shows a Virtual Distribution Environment" 
C^^E") 100 that may be provided in accordance with this 
invention. In Figure 1, an iufnrmfltifm ntilitv 200 connects to 
communications means 202 such as telephone or cable TV lines 
for example. Telephone or cable TV lines 202 may be part of an 
^ 'electronic higfawav" that carries electronic iofonnation firom 
place to place. Lanes 202 connect information utility 200 to other 
people 
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such as for example a coBsumer 208, an oflBce 210, a video 
production studio 204, and a publishing house 214. Each of the 
people connected to information utility 200 may be caUed a *VDE 
participant" because they can participate in transactions 
5 occurring within the virtual distribution environment 100. 

Almost any sort of transaction you can think of can be 
supported by virtual distribution environment 100, A few of 
many examples of transactions that can be supported by virtual 
10 distribution environment 100 include: 

C home banking and electronic payments; 
C electronic legal contracts; 

C distribution of ""contenf such as electronic printed matter, 
video, audio, images and computer programs; and 
15 C secure rommunication of private information such as 

medical records and financial information. 



Virtual distribution environment 100 is 'Sdrtual" because it 
does not require many of the physical 'iihings'' that used to be 
20 necessary to protect ri^ts, ensure reliable and predictable 

distribution, and ensure proper compensation to content creators 
and distributors. For example, in the past, information was 
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distributed on reconis or disks that were In the 

past, private or secret content was distributed in sealed 
envelopes or locked briefcases delivered by courier. To ensure 
appropriate compensation, consumers received goods and 
5 services only after they handed cash over to a seller. Although 

information utility 200 may deliver information by transferring 
physical ""things" such as electronic storage media, the virtual 
distribution environment 100 facilitates a completely electronic 
''chain of handling and control." 

10 

VDE Flexibility Supports Transactions 

Information utilily 200 flexibly supports many dijSerent 
kinds of information transactions. Different VDE participants 
may define and/or participate in different parts of a transaction. 
15 Information utihty 200 may assist with deUvering information 

about a transaction, or it may be one of the transaction 
participants. 

For example, the video production studio 204 in the upper 
20 right-hand comer of Figure 1 may create video/television 

programs. Video production studio 204 may send these 
programs over lines 202, or may use other paths such as satellite 
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link 205 and CD ROM delivery service 216. Video production 
studio 204 can send the programs directly to consumers 206, 208, 
210, or it can send the programs to information utility 200 which 
may store and later send them to the consumers, for example. 
Consumers 206, 208, 210 are each capable of receiving and using 
the programs created by video production studio 204 — ^assuming, 
that is, that the video production studio or information utility 200 
has arranged for these consumers to have appropriate ^ 'rulea an^ 
controls" (control information) that give the consumers rights to 
use the programs. 

Even if a consumer has a copy of a video program, she 
cannot watch or copy the program unless she has "Vules and 
controls'' that authorize use of the program. She can use the 
program only as permitted by the "rvlea and controls." 

For example, video production studio 204 might release a 
half-hour exercise video in the hope that as many viewers as 
possible w£Q view it. The video production studio 204 wishes to 
receive $2.00 per viewing. Video production studio 204 may, 
through information utility 200, make the exercise video 
available in 'protected" form to all consumers 206, 208, 210. 
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Video prodtiction studio 204 may also provide "rules and controls" 
for the video. These "rules and controls" may specify for example: 

(1) any consumer who has good credit of at least $2.00 
5 based on a credit account with independent financial 

provider 212 (such as Mastercard or VISA) may watdi the 
video, 

(2) virtual distribution environment 100 will "meter" each 
10 time a consumer watches the video, and report usage to 

video production studio 204 firom time to time, and 

(3) financial provider 212 may electronically collect 
payment ($2.00) firom the credit account of each consumer 

15 who watches the video, and transfer these payments to the 

video production studio 204. 

Information utility 200 allows even a small video 
production studio to market videos to consumers and receive 
20 compensation for its efforts. Moreover, the videos can, with 

appropriate payment to the video production studio, be made 
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available to other video publishers who may add value and/or act 
as repackagers or redistributors. 

Figure 1 also shows a publishing house 214. Publishing 
house 214 may act as a distributor for an author 206. The 
publishing hotise 214 may distribute r ights to use ''contenf (such 
as computer software, electronic newspapers, the video produced 
by publishing house 214, audio, or any other data) to consumers 
such as office 210. The use rights may be defined by "irules and 
controls'* distributed by publishing house 216. Publishing house 
216 may distribute these 'Vules and controls" with the content, 
but this is not necessary. Because the content can be used only 
by consumers that have the appropriate ""rules and controls,** 
content and its associated "rules and controls'' may be distributed 
at different times, in different ways, by different VDE 
participants. The ability of VDE to securely distribute and 
enforce ""rules and controls'* separately firom the content they 
apply to provides great advantages. 

Use rights distributed by publishing house 214 may, for 
example, permit office 210 to make and distribute copies of the 
content to its employees. Ofl5ce 210 may act as a redistributor by 
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extending a "chain of handling aiuicont^^ The 
oflfice 210 may add or modify *^es and controls" (consistent with 
the "rules and controls'' it receives from publishing house 214) to 
provide ofiBce-intemal control information and mechanisms. For 
5 example, office 210 may set a mBiriTnuni usage budget for each 

individual user and/or group wiHiin the office, or it may permit 
only specified employees and/or groups to access certain 
information. 

10 Figure 1 also shows an information delivny service 216 

delivering electronic storage media such as "CD ROM" disks to 
consumers 206. Even though the electronic storage media 
themselves are not delivered electronically by information utility 
200 over lines 202, they are still part of the virtual distribution 

15 enviroimient 100. The electronic storage media may be used to 

distribute content, "^rules and controls,"* or other information. 

Example of What's Inside In&rmatbn Utility 200 

Information utility" 200 in Figure 1 can be a collection of 
20 participants that may act as distributors, financial 

clearinghouses, and administrators. Figure lA shows an 
example of what may be inside one example of information utility 
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200. Informatioii utility partidpants 200a-200g could each be an 
independent o^ganization^usinesfi• There can be any number of 
each of participants 200a-200g. In this example, electronic 
''switch" 200a connects internal parts of information utility 200 to 
each other and to outside participants, and may also connect 
outside participants to one another. 

Information utiUly 200 may include a 'Iransaction 
processor^ 200b that processes transactions (to transfer 
electronic funds, for example) based on requests from 
participants and/or report receiver 200e. It may also include a 
"usage analysf" 200c that analyzes reported usage information. 
A "report creator^ 200d may create reports based on usage for 
example, and may provide these reports to outside participants 
and/or to participants within information utihty 200. A ''report 
receiver^ 200e may receive reports such as usage reports from 
content users. A "permissioning agent" 20Qf may distribute 
"rules and controls" granting usage or distribution pennissions 
based on a profile of a consumer's credit worthiness, for example. 
An administrator 200h may provide information that keeps the 
virtual distribution environment 100 operating properly. A 
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content and message storage 200g may store infonmtioii for use 
by partidpants within or outside of information utility 200. 

|r^^f>Tnp U of Distributing Content* Using A Chain of Handling 
and Control* 

As explained above, virtual distribution environment 100 
can be used to manage almost any sort of transaction. One type 
of important transaction that virtual distribution environment 
100 may be used to manage is the distribution or commimication 
of ''content* or other important information. Figure 2 more 
abstractly shows a "model* of how the Figure 1 virtual 
distribution environment 100 may be used to provide a ''chain of 
handliTig and control* for distributing content. Each of the blocks 
in Figure 2 may correspond to one or more of the VDE 
particq>ants shown in Figure 1. 

In the Figure 2 example, a VDE content creator 102 
creates ' 'content .^ The content creator 102 may also specify 
''mlfts RTid controls* for distributing the content. These 
distribution-related ''rules and controls* can spediy who has 
permission to distribute the rights to use content, and how many 
users are allowed to use the content. 
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Arrow 104 ahows the content creator 102 sending the 
"rules and controls" associated with the content to a VDE n^at& 
diBtribntor 106 ("distributoi^ over an f Iftrfrnnifi hldmag 108 (or 
by some other path such as an optical disk sent by a delivery 
5 service such as U.S. mail). The content can be distributed over 
the same or different path used to send the "rules and controls." 
The distributor 106 generates her own "rules and controls" that 
relate to usage of the content. The usage-related "rules and 
controls" may, for example, specify what a user can and can't do 
10 with the content and how much it costs to use the content. These 
usage-related "rales and controls" must be consistent with the 
"rules and controls" specified by content creator 102. 

Arrow 110 shows the distributor 106 diatdhuting rights to 
15 use the content by sending the content's "rules and controls" to a 
gnntentiiaer 112 such as a consumer. The content user 112 uses 
the content in accordance with the usage-related "rules and 
controls." 

20 In this Figure 2 example, information relating to content 

tise is, as shown by arrow 114, reported to a finimrial 
rlAarirnyhmiHe 116. Based on this "reporting," the fi n and a l 
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deariB^ouse 116 may generate a bill .and send it to the content 
user 112 over a Veporta and payments^ network 118. Arrow 120 
shows the content nser 112 providing payments for content usage 
to the fiTianpinl dearui^ouse 116. Based on the reports and 
5 payments it receives, the finanrinl dearinghouse 116 may 

provide reports and/pr payments to the distributor 106. The 
distributor 106 may, as shown by arrow 122, provide reports 
and/or payments to the content creator 102. The dearinghouse 
116 may provide reports and payments directly to the creator 
10 102. Reporting and/or payments may be done differently. For 

example, dearinghouse 116 may directly or through an agent, 
provide reports and/or payments to each of VDE content creators 
102, and rights distributor 106, as well as reports to content user 
112. 

15 

The distributor 106 and the content creator 102 may be the 
same person, or they may be different people. For example, a 
musical performing group may act as both content creator 102 
and distributor 106 by creating and distributing its own musical 
20 recordings. As another example, a publishing house may act as a 

distributor 106 to distribute rights to use works created by an 
author content creator 102. Content creators 102 may use a 
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distributor 106 to efficiently manage the ftnanrial end of content 
distnbtition. 

The "financial clearinghouse" 116 shown in Figure 2 may 
5 « '^v. a«^.t1iT,iBtl^fltllr■'' Financial dearindiouse 116 in its 

VDE administrator role sends "administratiye" information to 
the VDE participants. This administrative information helps to 
keep the virtual distribution environment 100 operating 
properly. The "VDE administrator^ and financial clearinghouse 
10 roles may be performed by different people or companies, and 
there can be more than one of each. 

More about Enles and Controls' 

The virtual distribution environment 100 prevents use of 
15 protected information except as permitted by the "rules and 
controls" (control information). For example, the "rules and 
controls" shown in Figure 2 may grant specific individuals or 
classes of content users 112 "permission" to use certain content. 
They may specify what kinds of content usage are pennitted, and 
20 what kinds are not. They may specify how content usage is to be 
paid for and how much it costs. As another example, "rules and 
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controls" may require content usage information to be reported 
back to the distributor 106 and/or content creator 102. 

Every VDE participant in ''chain of handling and control" 
5 is normally subject to ''niles and controls " "Rules and controls" 

define the respective ri^ts and obligations of each of the various 
VDE participants. Hules and controls" provide information and 
mechanisms that may establish interdependencies and 
relationships between the participants, '^ules and controls" are 
10 flexible, and permit 'Sdrtual distribution environment" 100 to 

support most "ixaditional" business transactions. For example: 
C Ttules and controls" may specii^ which financial 

dearinghouseCs) 116 may process payments, 
C Hules and controls" may specify which participant(s) 
15 receive what kind of usage report, and 

C '^ules and controls" may specify that certain information 

is revealed to certain participants, and that other 

information is kept secret from them. 

20 Hules and controls" may self limit if and how they may be 

changed. Often, ''rules and controls" specified by one VDE 
participant cannot be changed by another VDE participant. For 
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example, a content user 112 generally can't change "Vules and 
controls" specified by a distributor 106 that require the user to 
pay for content usage at a certain rate, '^ules and controls'* may 
"persist" as they pass through a ''diain of handling and control," 
and may be ''inherited" as they are passed down fitim one VDE 
participant to the next. 

Depending upon tiieir needs, VDE participants can specify 
that their "Wes and controls" can be changed under conditions 
specified by the same or other ""rules and controls." For example, 
""rules and controls" specified by the content creator 102 may 
permit the distributor 106 to ""mark up" the usage price just as 
retail stores ""mark up" the wholesale price of goods. Figure 2A 
shows an example in which certain ""rules and controls" persist 
unchanged firom contrat creator 102 to content user 112; other 
"rules and controls" are modified or deleted by distributor 106; 
and still other ""rules and controls" are added by the distributor. 

"Rules and controls" can be used to protect the content 
user's privacy by limiting the information that is reported to 
other VDE participants. As one example, ""rules and controls" 
can cause content usage information to be reported anonymously 
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without revealing content naer identiiy, or it can reveal only 
certain information to certain participants (for example, 
information derived firom usage) vdth appropriate pexmission, if 
required. Tbds ability to securely control what information is 
revealed and what VDE partidpantCs) it is revealed to allows the 
privacy rights of all VDE particq)ant8 to be protected. 

Rules and Contents* Can Be Separately Delivered 

As mentioned above, virtual distribution environment 100 
"assodates" content with corresponding "rules and controls," cmd 
prevents the content from being used or accessed unless a set of 
corresponding '^es and controls" is available. The distributor 
106 doesn't need to deliver content to control the content's 
distribution. The preferred embodiment can securely protect 
content by protecting corresponding, usage en a bl in g "^es and 
controls" against tmauthorized distribution and use. 

In some examples, "rules and controls" may travel with the 
content they ^ply to. Virtual distribution environment 100 also 
allows "rules and controls" to be delivered separately from 
content. Since no one can vae or access protected content 
without "permission" from corresponding "rules and controls," the 



-170- 



wo 96^155 



PCT/US9dA)2303 



distribator 106 can control use of content thftt has already been 
(or will in the future be) delivered. Tlules and controls'* may be 
delivered over apath di£ferent from the one used for content 
delivery. '*Rules and controls" may also be delivered at some 
other time. The content creator 102 mi^t deliver content to 
content user 112 over the electronic highway 108, or could make 
the content available to anyone on the highway. Content may be 
used at the time it is delivered, or it may be stored for later use or 
reuse. 

The virtual distribution environment 100 also allows 
payment and reporting means to be delivered separately. For 
example, the content user 112 may have a virtual ''credit card" 
that extends credit (up to a certain limit) to pay for usage of any 
content. A ''credit transaction" can take place at the user^s site 
without requiring any ''online" connection or further 
authorization. This invention can be used to help securely 
protect the virtual "credit card" against unauthorized use. 

Hules and Contents" Define Processes 

Figure 3 shows an example of an overall process based on 
"rules and controls." It includes an "events" process 402, a meter 
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process 4M, a billixig process 406, aad a budg^ Not 
all of the processes shown in Figure 3 will be used for every set of 
'^es and controls.'* 

The ""events process" 402 detects things that happen 
("events'") and determines which of those "events" need action by 
the other "processes." The "events" may include, for example, a 
request to use content or generate a usage permission. Some 
events may need additional processing, and others may not. 
Whether an "evenf needs more processing depends on the "rules 
and controls" corresponding to the content. For example, a user 
who lacks permission will not have her request satisfied ("No 
Go"). As another example, each user request to turn to a new 
page of an electronic book may be satisfied ("Cjo"), but it may not 
be necessary to meter, bill or budget those requests. A user who 
has ptut:hased a copy of a novel may be permitted to open and 
read the novel as many times as she wants to without any 
further metering, billing or budgeting. In this simple example, 
the "event process" 402 may request metering, billiog and/or 
budgeting processes the first time the user asks to open the 
protected novel (so the purchase price can be charged to the 
user), and treat all later requests to open Hhe same novel as 



• 172- 



wo 96^7155 



PCTAJS96A)2303 



'insignificant events." Other content (for example, seaxtrhing an 
electronic telephone directoxy) may require the user to pay a fee 
for each access. 

5 "^etez^ process 404 keeps track of events, and may report 

usage to distributor 106 and/or other appropriate VDE 
participant(s). Figure 4 shows that process 404 can be based on a 
number of different factors such as; 
(a) lype of usage to charge for, 
10 (b) what kind ofiuiit to base charges on, 

(c) how much to charge per imit, 

(d) when to report, and 

(e) how to pay. 

These factors may be specified by the ''rules and controls" that 
15 control the meter process. 

Billing process 406 determines how much to charge for 
events. It records and reports payment information. 

20 Budget process 408 limits how much content usage is 

permitted. For example, budget process 408 may limit the 
number of times content may be accessed or copied, or it may 



-173 



W096miSS 



PCT/USM/02303 



limit the xramber of pages or other amount of content that can be 
used based on, for example, the number of dollars available in a 
credit account. Budget process 408 records and reports finmirial 
and other transaction information associated with such limits. 

Content may be supplied to the user once these processes 
have been successfully pexfonned. 

Containers and Objects' 

Figure 5A shows how the virtual distribution environment 
100, in a preferred embodiment, may package information 
elements (content) into a "coataixief 302 so the information can't 
be accessed except as provided by its "rules and controls." 
Normally, the container 302 is ftleetronic rather than physical. 
Electronic container 302 in one example comprises "digital" 
information having a well defined structure. Container 302 and 
its contents can be called an "object 300." 

The Figive 5A example shows items "within" and enclosed 
by container 302. However, container 302 may "contain" items 
without those items actually being stored within the container. 
For example, the container 302 may reference itons that are 
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available elsewhere such as in other containers at remote sites. 
Container 302 may reference items available at different times or 
only during limited times. Some items may be too lai^e to store 
within container 302. Items may, for example, be deUvered to the 
5 ,MerintheformofaTivefeed*ofvideoatacertaintime. Even 
then, the container 302 "contains" the live feed (by reference) in 
this example. 

Container 302 may contain infprmatinn content 304 in 
10 ftlertmnic (such as "digitaT) form. Information content 304 could 

be the text of a novel, a picture, sound such as a musical 
performance or a reading, a movie or other video, computer 
software, or just about any other kind of electronic informatbn 
you can think of. Other types of "objects" 300 (such as 
15 "administrative objects") may contain "administrative" or other 

information instead of or in addition to information content 304. 

In the Figure 5A example, contains- 302 may also contain 
"rules and controls" in the form of: 
20 (a) ° •^frT"^'"'^""s record" 808; 

(b) "hndggts" 308: and 

(c) "other meth&da'* 1000. 
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Figure 5B gives some additional detail about permissions 
record 808, budgets 308 and other methods 1000. The 
'permissions record*" 808 specifies the rights associated with the 
object 300 such as, for example, who can open the container 302, 
who can use the objects contents, who can distribute the object, 
and what other control mechanisms must be active* For example, 
permissions record 808 may specify a user^s rights to use, 
distribute and/or administer the container 302 and its content. 
Permissions record 808 may also specify requirements to be 
applied by the budgets 308 and ''other methods'* 1000. 
Permissions record 808 may also contain security related 
information such as scrambling and descrambUng Iceys.'' 

'ISudgets" 308 shown in Figure 5B are a special type of 
"Method" 1000 that may spedfy, among other things, limitations 
on usage of iofonnation content 304, and how usage will be paid 
for. Budgets 308 can specify, for example, how much of the total 
information content 304 can be used and/or copied. The methods 
310 may prevent use of more than the amount specified by a 
specific budget. 
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''Other methods" 1000 define basic operations used by 
"rules and controls." Such 'Methods" 1000 may include, for 
example, how usage is to be "Metered," if and how content 304 
and other information is to be scrambled and descrambled, and 
other processes associated with handling and controlling 
information content 304. For example, methods 1000 may record 
the identity of anyone who opens the electronic container 302, 
and can also control how information content is to be charged 
based on "Metering." Methods 1000 may apply to one or several 
different information contents 304 and associated containers 302, 
as well as to all or spedfic portions of information content 304. 

Secure Processing Unit (SFU) 

The "yDE participants" may each have an "electronic 
a ppliance ." The appliance may be or contain a computer. The 
appHances may communicate over the electronic highway 108. 
Figure 6 ahnwa p gPTwrft pTWAMiTig iiTiit r^SPir^ 500 portion of 
the ''electronic appliance" used in this example by each VDE 
participant. SPU 500 processes information in a sscBze 
processinp f^TivirnTimftiit 503, and stores important information 
securely. SPU 500 may be emulated by software operating in a 
host electronic appUance. 
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SPU 500 is enclosed within and protected by a tamaSL 
rp«i«t.ant aecnr itv barriei^ 502. Security barrier 502 separates 
the secure environment 503 from the rest of the world. It 
prevents information and processes within the secure 

5 environment 503 from being observed, interfered with and 

leaving except under appropriate secure conditions. Barrier 502 
also controls external access to secure resotirces, processes ami 
information within SPU 500. In one example, tamper resistant 
security barrier 502 is formed by security features such as 

10 "enciyption," and hardware that detects tampering and/or 

destroys sensitive information within secure environment 503 
when tampering is detected. 

SPU 500 in this exanqple is an integrated circuit (IC) 
15 -chip" 504 indudingTianiHarfi'' 506 and "finnsffllfi'' 508. SPU 

500 connects to the rest of the electronic appliance through an 
"ft pplioTirA link" 510. SPU "firmware" 508 in this example is 
"software" such as a "computer program(s)" "embedded" within 
chip 504. Firmware 508 makes the hardware 506 work. 
20 Hardware 506 preferably contains a processor to perform 

instructions specified by firmware 508. "Hardware" 506 also 
contains long«term and short-term memories to store information 
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securely so it can't be tampered with. SPU 500 may also have a 
protected dock/calendar used for timixiig events. The SPU 
hardware 506 in this example may include special purpose 
electronic circuits that are specially designed to perform certain 
processes (such as ''encryption'' and decryption'') rapidly and 
efficiently. 

The particular context in which SPU 500 is being used will 
determine how much processing capabilities SPU 500 should 
have. SPU hardware 506, in this example, provides at least 
enough processing capabilities to support the secure parts of 
processes shown in Figure 3. In some contexts, the functions of 
SPU 500 may be increased so the SPU can perform all the 
electronic appliance processing, and can be incorporated into a 
general purpose processor. In other contexts, SPU 500 may work 
alongside a general purpose processor, and therefore only needs 
to have enough processing capabilities to handle secure 
processes. 
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VDE Elaetronie Applianee and Sights OperatiBg System* 

Figure 7 shows an example of an electronic appliance 600 
lnr11lf^wg SFU 500* Electnmic appliance 600 may be practically 
any kind of electrical or electronic device, such as: 

5 



c 


a computer 


c 


a T.V. "set top" control box 


c 


a pager 


c 


a telephone 


c 


a sound system 


c 


a video reproduction system 


c 


a video game player 


c 


a "smart" credit card 



15 Electronic ajipliance 600 in this example may include a keyboard 

or kejrpad 612, a voice recognizer 613, and a display 614. A 
human user can input commands through keyboard 612 and/or 
voice recognizer 613, and may view information on display 614. 
Apphance 600 may communicate with the outside world through 

20 any of the connections/devices normally used within an electronic 

appliance. The connections/devices shown along the bottom of 
the drawing are examples: 
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a "Modern" 618 or other telecommunicatiozis link; 

a CD ROM disk 620 or other storage medium or device; 

a printer 622; 

broadcast reception 624; 

a document scanner 626; and 

a ''cable" 628 connecting the appliance with a ""network." 

Virtual distribution environment 100 provides a ""nglita 
npArntiTiy system" 602 that manages appliance 600 and SPU 500 
by controlling their hardware resources. The operating system 
602 may also support at least one "a pplication" 608. Grenerally, 
''aiqplication" 608 is hardware and/or software specific to the 
context of appliance 600. For example, if appliance 600 is a 
personal computer, then ''application" 608 could be a program 
loaded by the user, for instance, a word processor, a 
communications system or a soimd recorder. If appliance 600 is a 
television controller box, then application 608 might be hardware 
or software that allows a user to order videos on demand and 
perform other ftmctions such as fast forward and rewind. In this 
example, operating system 602 provides a standardized, well 
defined, generalized "interface" that could support and work 
with many different "applications" 608. 
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Operating system 602 in this example provides "rights and 
miditiny mien >tiTig nvatpni fiinctiona^ 604 and "ot h er operati n g 
pyatPTTi fiinctions '* 606. The "rights and auditing operating 
system functions" 604 securely handle tasks that relate to virtual 
5 distribution environment 100. SPU 500 provides or sui>ports 

many of the security functions of the "ri^ts and auditing 
operating system functions" 402. The "other operating system 
functions" 606 handle general appliance functions. Overall 
operating system 602 may be designed from the beginning to 
10 include the "rights and auditing operating system functions" 604 

plus the "other operating system functions" 606, or the ''rights 
and auditing operating system functions" may be an add-on to a 
preexisting operating system providing the "other operating 
system functions." 

15 

"Rights operating system" 602 in this example can work 
with many different types of appliances 600. For example, it can 
work with large mainframe computers, "minicomputers" and 
^microcomputers" such as personal computers and portable 
20 computing devices. It can also work in control boxes on the top of 

television sets, small portable "pagers," desktop radios, stereo 
soimd systems, telephones, telephone switches, or any other 
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electronic appHance. This ability to work on big appliances as 
well as little appliances is called ''scalable/ A ''scalable'' 
operating system 602 means that there can be a standardized 
interface across many different appliances performing a wide 
variety of tasks. 

The "rights operating system functions" 604 are "services- 
baaed!! in this example. For example, "rights operating system 
functions'* 604 handle sununaiy requests from application 608 
rather than requiring the application to always make more 
detailed "subrequests" or otherwise get involved with the 
underlying complexities involved in satisfying a summary 
request. For example, application 608 may simply ask to read 
specified information; "rights operating system functions" 604 
can then decide whether the desired information is VDE- 
protected content and, if it is, perform processes needed to make 
the information available. This feature is called "transparency." 
Transparency" makes tasks easy for the application 608. 
"Rights operating system functions" 604 can support applications 
608 that "knoMr" nothing about virtual distribution environment 
100. Applications 608 that are "aware" of virtual distribution 
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enviroiunent 100 may be able to make more detailed use of 
virtual distribution environment 100. 

In this example, "rights operating system functions'' 604 
are ''event driven^ Rather than repeatedly examining the state 
of electronic appliance 600 to determine whether a condition has 
arisen, the "rights operating system functions'' 604 may respond 
directly to "events" or "happenings" within appliance 600. 

In this e3cample, some of the services performed by "ri^ts 
operating system functions'' 604 may be extended based on 
additional "components" delivered to operating system 602. 
'Ttights operating system functions" 604 can collect together and 
use "components" sent by different participants at different 
times. The "components" help to make the operating system 602 
"scalable." Some components can change how services work on 
little appliances versus how they work on big appliances (e.g., 
multi-user). Other components are designed to work with specific 
applications or classes of apphcations (e.g., some types of meters 
and some types of budgets). 

Electronic Appliance 600 
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An electronic appliance 600 provided by the preferred 
embodiment may, for example, be any electronic apparatos that 
contains one or more microprocessors and/or microcontrollers 
and/or other devices which perform logical and/or m athematical 

5 calculations. This may indude computers; computer terminals; 

device controllers for use with computers; peripheral devices for 
use with computers; digital display devices; televiswns; video and 
audio/video projection systems; channel selectors and/or decoders 
for use with broadcast and/or cable transmissions; remote control 

10 devices; video and/or audio recorders; media players including 

compact disc players, videodisc players and tape players; audio 
and/or video amplifiers; virtual reality machines; electronic game 
players; multimedia players; radios; telephones; videophones; 
facsimile machines; robots; numerically controlled machines 

15 including machine tools and the like; and other devices 

containing one or more microcomputers and/or microcontrollers 
and/or other CPUs, including those not yet in existence. 

Figure 8 shows an example of an electronic appliance 600. 
20 This example of electronic appliance 600 includes a system bus 

653. In this example, one or more conventional general purpose 
central processing units ("CPUs") 654 are coxmected to bus 653. 
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Bus 653 connects CPU(8) 654 to RAM 656, ROM 658, and I/O 
controller 660. One or more SPUs 500 may also be connected to 
system bus 653. System bus 653 may permit SPU(s) 500 to 
communicate with CPU(s) 654, and also may allow both the 
CPU(s) and the SPU(s) to communicate (e.g., over shared address 
and data lines) with RAM 656, ROM 658 and I/O controller 660. 
A power supply 659 may provide power to SPU 500, CPU 654 and 
the other system components shown. 

In the example shown, I/O controller 660 is connected to 
secondary storage device 652, a keyboard/display 612,614, a 
communications controller 666, and a backup storage device 668. 
Backup storage device 668 may, for example, store information 
on mass media such as a tape 670, a floppy disk, a removable 
memory card, etc. Commtmications controller 666 may allow 
electronic appHance 600 to communicate with other electronic 
appliances via network 672 or other telecommunications links. 
Different electronic appUances 600 may interoperate even if they 
use different CPUs and different instances of ROS 602, so long as 
they typically use compatible communication protocols and/or 
security methods. In this example, I/O controller 660 permits 
CPU 654 and SPU 500 to read firom and write to secondary 
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storage 662, keyboard/display 612, 614, communications 
controller 666, and backup storage device 668. 

Secondary storage 662 may comprise the same one or 
more non-secure secondary storage devices (such as a magnetic 
disk and a CD-ROM drive as one example) that electronic 
appliance 600 uses for general secondaiy storage functions. In 
some implementations, part or all of secondary storage 652 may 
comprise a secondary storage device(s) that is physically enclosed 
within a secure enclosure. However, since it may not be practical 
or cost-effective to physically seciire secondary storage 652 in 
many implementations, secondary storage 652 may be used to 
store information in a secure manner by encrypting information 
before storing it in secondary storage 652. If information is 
encrypted before it is stored, physical access to secondary storage 
652 or its contents does not readily reveal or compromise the 
information. 

Secondary storage 652 in this example stores code and 
data used by CPU 654 and/or SPU 500 to control the overall 
operation of electronic apphance 600. For example, Figure 8 
shows that "Ri^ts OperatiDg System** rROS**) 602 (including a 
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portion 604 of ROS that provides VDE functions and a portion 
606 that provides other OS ftinctions) shown in Figure 7 may be 
stored on secondary storage 652. Secondazy storage 652 may 
also store one or more VDE objects 300. Figure 8 also shows that 
5 the secure files 610 shown in Figure 7 may be stored on 

secondary storage 652 in the form of a "secure database" or 
management file system 610. This secure database 610 may 
store and organize information used by ROS 602 to perform VDE 
functions 604. Thus, the code that is executed to perform VDE 
10 and other OS fiindions 604, 606, and secure files 610 (as well as 

VDE objects 300) associated with those functions may be stored 
in secondaxy storage 652. Secondary storage 652 may also store 
"other information" 673 such as, for example, information used by 
other operating system functions 606 for task management, non- 
15 VDE files, etc. Portions of the elements indicated in secondary 
storage 652 may also be stored in ROM 658, so long as those 
elements do not require changes (except when ROM 658 is 
replaced). Portions of ROS 602 in particular may desirably be 
induded in ROM 658 (e.g., "bootstrap" routines, POST routines, 
20 etc. for use in establishing an operating environment for 
electronic appliance 600 when power is applied). 
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Figure 8 shows that secondary storage 652 may also be 
used to store code Tapplication programs^) providing user 
app]ication(s) 608 shown in Figure 7. Figure 8 shows that there 
may be two general types of application programs 608: "VDE 
5 aware** applications 608a, and Non-VDE aware applications 

608b. VDE aware applications 608a may have been at least in 
part designed specifically with VDE 100 in mind to access and 
take detailed advantage of VDE functions 604. Because of the 
"transparency^ features of ROS 602, non-VDE aware applications 
10 608b (e.g., applications not specifically designed for VDE 100) 

can also access and take advantage of VDE fimctions 604. 

SECURE PROCESSING UNIT 500 

Each VDE node or other electronic appliance 600 in the 
15 preferred embodiment may include one or more SPUs 500. SPUs 

500 may be used to perform all secure processing for VDE 100. 
For example, SPU 500 is used for deczypting (or otherwise 
unsecuring) VDE protected objects 300. It is also used for 
managing encrypted and/or otherwise secured communication 
20 (such as by employing authentication and/or error-correction 

vaUdation of information). SPU 500 may also perform secure 
data management processes including governing usage of, 
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auditing of, and where appropriate, payment for VDE objects 300 
(through the use of prepayments, credits, real-time electronic 
debits from bank accounts and/or VDE node currency token 
deposit accounts). 500 may perform other transactions 
5 related to such VDE objects 300. 

SPU Physical Packaging and Security Barrier 502 

As shown Figure 6, in the preferred embodiment, an SPU 
500 may be implemented as a single integrated circuit "chip" 505 

10 to provide a secure processing environment in which confidential 

and/or commercially valuable information can be safely 
processed, encrypted and/or decr3rpted. IC chip 505 may, for 
example, comprise a small semiconductor "die" about the size of a 
thumbnail. This semiconductor die may include semiconductor 

15 and metal conductive pathways. These pathways define the 

drcuitiy, and thus the functionahly, of SPU 500. Some of these 
pathways are electrically connected to the external "pins" 504 of 
the chip 505. 

20 As shown in Figures 6 and 9, SPU 500 may be suiroimded 

by a tanq)er-resistant hardware security barrier 502. Part of this 
security barrier 502 is formed by a plastic or other package in 
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which an SPU "die"* is encased. Because the processing occurring 
within, and information stored by, SPU 500 are not easily 
accessible to the outside world, they are relatively secure firom 
unauthorized access and tampering. All signals cross barrier 502 
through a secure, controlled path provided by BIU 530 that 
restricts the outside world's access to the internal components 
within SPU 500. This secure, controlled path resists attempts 
firom the outside world to access secret information and resources 
within SPU 500. 

It is possible to remove the plastic package of an IC chip 
and gain access to the ^die.'' It is also possible to analyze and 
"reverse engineer^ the *^die* itself (e.g., using various types of 
logic analyzers and microprobes to collect and analyze signals on 
the die while the circuitry is operating, using acid etching or 
other techniques to remove semiconductor layers to expose other 
layers, viewing and photographing the die using an electron 
microscope, etc.) Although no system or circuit is absolutely 
impervious to such attacks, SPU barrier 502 may include 
additional hardware protections that make successful attacks 
exceedingly costly and time consuming. For example, ion 
implantation and/or other fabrication techniques may be used to 
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make it very difBcult to visually discern SPU die condadive 
pathways, and SPU internal drcuitry may be fabricated in such a 
way that it 'self-destructs" when oqposed to air and/or light. SPU 
500 may store secret information in internal memory that loses 

5 its contents M^en power is lost Circuitry may be incorporated 

within SPU 500 that detects microprobing or other tampering, 
and self-destructs (or destroys other parts of the SPU) when 
tampering is detected. These and other hardware-based physical 
security techniques contribute to tamper-resistant hardware 

10 security barrier 502. 

To increase the security of security barrier 502 even 
further, it is possible to encase or indude SPU 500 in one or more 
furth^ physical enclosures such as, for example: epoxy or other 

15 "potting compound"; further module enclosures including 

additional self-destruct, self-disabling or other features activated 
vi^en tampering ia detected; further modules providing 
additional security protections such as requiring password or 
other authentication to operate; and the like. In addition, further 

20 layers of metal may be added to the die to complicate acid 

etching, micro probing, and the like; circuitry designed to 
"zeroize" memory may be inchided as an aspect of self-destruct 
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processes; the plastic package itself may be designed to resist 
chemical as well as physical "attacks'*; and memories internal to 
SPU 500 may have specialized addressing and refiresh circuitry 
that "shtiffles'' the location of bits to complicate efforts to 
electrically determine the value of memory locations. These and 
other techniques may contribute to the security of barrier 502, 

In some electronic appUances 600, SPU 500 may be 
integrated together with the device microcontroller or equivalent 
or with a device VO or communications microcontroller into a 
common chip (or chip set) 505. For example, in one preferred 
embodiment, SPU 500 may be integrated together with one or 
more other CPU(s) (e.g., a CPU 654 of an electronic appliance) in 
a single component or package. The other CPU(s) 654 may be 
any centrally controlling logic arrangement, such as for example, 
a microprocessor, other microcontroller, and/or array or other 
parallel processor. This integrated configuration may result in 
lower overall cost, smaller overall size, and potentially faster 
interaction between an SPU 500 and a CPU 654. Integration 
may also provide wider distribution if an integrated SPU/CPU 
component is a standard feature of a widely distributed 
microprocessor line. Merging an SPU 500 into a main CPU 654 
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of an electronic appliance 600 (or into another appliance or 
appliance peripheral microcomputer or other microcontroller) 
may substantially reduce the overhead cost of implementing VDE 
100. Integration cozusdderations may include cost of 
implementation, cost of manufacture, desired degree of security, 
and value of compactness. 

SPU 500 may also be integrated with devices other than 
CPUs. For example, for video and multimedia applications, some 
performance and/or security advantages (depending on overall 
design) could result from integrating an SPU 500 into a video 
controller chip or chipset SPU 500 can also be integrated 
directly into a network communications chip or chipset or the 
like. Certain performance advantages in high speed 
communications applications may also result from integrating an 
SPU 500 with a modem chip or chipset. This may facilitate 
incorporation of an SPU 500 into communication appliances such 
as stand-alone fax machines. SPU 500 may also be integrated 
into other peripheral devices, such as CD-ROM devices, set^top 
cable devices, game devices, and a wide variety of other electronic 
appliances that use, allow access to, perform transactions related 
to, or consume, distributed information. 
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SPU 600 Internal Architecture 

Figure 9 is a detailed diagram of the internal structure 
within an example of SPU 500. SPU 500 in this example 
includes a single microprocessor 520 and a limited amount of 
memoiy configured as ROM 532 and RAM 534. In more detail, 
this example of SPU 500 includes microprocessor 520, an 
encrypt/decrypt engine 522, a DMA controller 526, a real-time 
clock 528, a bus interface unit fBIU") 530, a read only memory 
(ROM) 532, a random access memory (RAM) 534, and a memoxy 
management unit CT^IMU'') 540. DMA controller 526 and MMU 
540 are optional, but the performance of SPU 500 may suffer if 
they are not present. SPU 500 may also include an optional 
pattern matching engine 524, an optional random number 
generator 542, an optional arithmetic accelerator circuit 544, and 
optional compression/decompression circuit 546. A shared 
address/data bus arrangement 536 may transfer information 
between these various components under control of 
microprocessor 520 and/or DMA controller 526. Additional or 
alternate dedicated paths 538 may connect microprocessor 520 to 
the other components (e.g., encrjrpt/decrypt engine 522 via line 
538a, real-time clock 528 via line 538b, bus interface unit 530 via 
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line 538c, DMA controller via line 538d, and memoiy 
management tmit (MMU) 540 via line 538e). 

The following section discusses each of these SPU 
components in more detail 

MieroprocesBor 620 

Microprocessor 520 is the nbrain"* of SPU 500. In this 
example, it executes a sequence of steps specified by code stored 
(at least temporarily) within ROM 532 and/or RAM 534. 
Microprocessor 520 in the preferred embodiment comprises a 
dedicated central processing arrangement (e.g., a RISC and/or 
CISC processor unit, a microcontroller, and/or other central 
processing means or, less desirably in most applications, process 
specific dedicated control logic) for executing instructions stored 
in the ROM 532 and/or other memory. Microprocessor 520 may 
be separate elements of a circuitry layout, or may be separate 
packages within a secure SPU 500. 

In the preferred embodiment, microprocessor 520 normally 
handles the most security sensitive aspects of the operation of 
electronic appliance 600. For example, microprocessor 520 may 
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manage VDE decrypting, encrypting, certain content and/or 
appliance usage control information, keeping track of usage of 
VDE secured content, and other VDE usage control related 
fimctions. 

Stored in each SPU 500 and/or electronic appliance 
secondary memory 652 may be, for example, an instance of ROS 
602 software, application programs 608, objects 300 containing 
VDE controlled property content and related information, and 
management database 610 that stores both information 
associated with objects and VDE control infonnation. ROS 602 
includes software intended for execution by SPU microprocessor 
520 for, in part, controlling usage of VDE related objects 300 by 
electronic appUance 600. As will be explained, these SPU 
programs include load modides'' for performing basic control 
functions. These various programs and associated data are 
executed and manipulated primarily by microprocessor 520. 

Real Time Clock (RTC) 628 

In the preferred embodiment, SPU 500 includes a real time 
dock circuit CRTC) 528 that serves as a reliable, tamper 
resistant time base for the SPU. RTC 528 keeps track of time of 
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day and date (e.g., month, day and year) in the preferred 
embodiment, and thus may comprise a combination calendar and 
dock. A reUable time base is important for implementing time 
based usage metering methods, "time aged decryption keys,*" and 
5 other time based SPU functions. 

The RTC 528 must receive power in order to operate. 
Optimally, the RTC 528 power source could comprise a small 
battery located within SPU 500 or other secure enclosure. 

10 However, the RTC 528 may employ a power source such as an 

externally located battery that is external to the SPU 500. Such 
an externally located battery may provide relatively 
uninterrupted power to RTC 528, and may also maintain as 
non-volatile at least a portion of the otherwise volatile RAM 534 

15 within SPU 500. 

In one implementation, electronic appliance power supply 
659 is also xised to power SPU 500. Using any external power 
supply as the only power source for RTC 528 may significantly 
20 reduce the usefulness of time based security techniques unless, at 

miTiimiiTn, SPU 500 recoguizes any interruption (or any material 
interruption) of the supply of external power, records such 
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interruption, and responds as may be appropriate such as 
disabling the abihty of the SFU 500 to perform certain or all VDE 
processes. Recognizing a i>ower interruption may, for example, 
be accomplished by employing a circuit which is activated by 
power failure. The power failure sensing circuit may power 
another circuit that includes associated logic for recording one or 
more power fail events. Capacitor discharge circuitry may 
provide the necessary temporary power to operate this logic. In 
addition or alternatively, SPU 500 may from time to time 
compare an output of RTC 528 to a dock output of a host 
electronic apphance 600, if available. In the event a discrepancy 
is detected, SPU 500 may respond as appropriate, including 
recording the discrepancy and/or disabling at least some portion 
of processes performed by SPU 500 under at least some 
circumstances. 

If a power failure and/or RTC 528 discrepancy and/or other 
event indicates the possibiUty of tampering, SPU 500 may 
automatically destroy, or render inaccessible without privileged 
intervention, one or more portions of sensitive information it 
stores, such as execution related information and/or encryption 
key related information. To provide further SPU operation, such 
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destroyed information would have to be replaced by a VDE 
clearinghouse, administrator and/or distributor, as may be 
appropriate. This may be achieved by remotely downloading 
update and/or replacement data and/or code. In the event of a 

5 disabling and/or destruction of processes and/or information as 

described above, the electronic appliance 600 may require a 
secure VDE communication with an administrator, 
clearin^oiise, and/or distributor as appropriate in order to 
reinitialize the RTC 528. Some or all secure SPU 500 processes 

10 may not operate imtal then. 

It may be desirable to provide a mechanism for setting 
and/or synchronizing RTC 528. In the preferred embodiment, 
when communication occurs between VDE electronic appliance 
600 and another VDE appliance, an output of RTC 528 may be 

15 compared to a controlled RTC 528 output time tmder control of 

the party authorized to be "senior" and controlling. In the event 
of a discrepancy, appropriate action may be taken, including 
resetting the RTC 528 of the "junior" controlled participant in the 
communication. 



20 



SPU Ena7ptA>eci7pt Engine 622 
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In the preferred embodiment, SPU encrypt/decrypt engine 
522 provides special purpose hardware (e.g., a hardware state 
machine) for rapidly and efBciently encrypting and/or decrypting 
data. In some implementations, the encrypt/decrypt functions 

5 may be performed instead by microprocessor 520 under software 

control, but providing special purpose enciypt/decrypt hardware 
engine 522 will, in general, provide increased performance. 
Microprocessor 520 may, if desired, comprise a combination of 
processor drcuitiy and dedicated encryption/decryption logic that 

10 may be integrated together in the same drcuitiy layout so as to, 

for example, optimally share one or more circuit elements. 



Generally, it is preferable that a computationally efficient 
but highly secure lavJk'' encxyption/deciyption technique should 

15 be used to protect most of the data and objects handled by SPU 

500. It is preferable that an extremely secure 
encryption/decryption technicpie be used as an aspect of 
authenticating the identity of electronic appliances 600 that are 
establishing a communication channel and securing any 

20 transferred permission, method, and administrative information. 

In the preferred embodiment, the enciypt/decrypt engine 522 
includes both a synunetric key encryption/decryption circuit (e.g. 
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DES, Skipjack/Clipper, IDEA, RC-2, RC-4, etc.) and an 
antbymmetric (asymmetric) or Public Key rPK*") 
encryption/decryption circuit. The public^rivate key 
enciyption/deGxyption circuit is used principally as an aspect of 
5 secure communications between an SPU 500 and VDE 

administrators, or other electronic appliances 600, that is 
between VDE secure subsystems. Asymmetric 
encryption/decryption circuit may be used for T)ulk" encrypting 
and decrypting most data stored in secondary storage 662 of 
10 electronic appliance 600 in which SPU 500 resides. The 

symmetric key encryption/decryption circuit may also be used for 
encrypting and decrypting content stored within VDE objects 
300. 



15 DES or public^rivate key methods may be used for all 

encryption functions. In alternate embodiments, encryption and 
decryption methods other than the DES and public/private key 
methods could be used for the various encryption related 
functions. For instance, other types of symmetric 

20 encryption/decryption techniques in which the same key is used 

for encryption and decryption could be used in place of DES 
encryption and decryption. The preferred embodiment can 
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support a plurality of decrj^on/enciyption techniques using 
multiple dedicated circuits within encrypt/decrypt engine 522 
and/or the processing arrangemrat within SPU 500. 

Patten Matching Engine 624 

Optional pattern matching engine 524 may provide special 
purpose hardware for performing pattern matching functions. 
One of the functions SPU 500 may perform is to 
vaUdate/authenticate VDE objects 300 and other items. 
Validation/authentication often involves comparing long data 
strings to determine whether they compare in a predetermined 
way. In addition, certain forms of usage (such as logical and/or 
physical (contiguous) relatedness of accessed elements) may 
require searching potentially long strings of data for certain bit 
patterns or other significant pattern related metrics. Althou^ 
pattern matching can be performed by SPU microprocessor 520 
under software control, providing special pmpose hardware 
pattern matching engine 524 may speed up the pattern matching 
process. 

Compression/Decompression Engine 646 
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An optional compression/decompression engine 546 may be 
provided within an SPU 500 to, for example, compress and/or 
decompress content stored in, or released from, VDE objects 300. 
Compression/decompression engine 546 may implement one or 
more compression algoritfams using hardware drcuitzy to 
improve the performance of compression/decompression 
operations that would otherwise be performed by software 
operating on microprocessor 520, or outside SPU 500. 
Decompression is important in the release of data such as video 
and audio that is usually compressed before distribution and 
whose decompression speed is important. In some cases, 
information that is useful for usage monitoring purposes (such as 
record separators or other delimiters) is liidden*" under a 
compression layer that must be removed before this information 
can be detected and used inside SPU 500. 

Bandom Number Generate 642 

Optional random number generator 542 may provide 
specialized hardware circuitry for generating random values (e.g., 
from inherently unpredictable physical processes such as 
quantum noise). Such random values are particularly useful for 
constructing enciyption keys or unique identifiers, and for 
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iiiitiali2dng the generation of pseudo-random sequexures. Random 
number generator 542 may produce values of any convenient 
length, including as small as a single bit per use. Arandom 
number of arbitrary size may be constructed by concatenating 
5 values produced by random number generator 542. A 

cryptographically strong pseudo-random sequence may be 
generated from a random key and seed generated with random 
number generator 542 and repeated encryption either with the 
encrypt/decrypt engine 522 or cxyptographic algorithms in SPU 
10 500. Such sequences may be used, for example, in private 

headers to frustrate efforts to determine an encryption key 
through cryptoanalysis. 



Arithmetic Accelerator 644 

15 An optional arithmetic accelerator 544 may be provided 

within an SPU 500 in the form of hardware circuitry that can 
rapidly perform mathematical calculations such as midtiplication 
and exponentiation involving large ntunbers. These calculations 
can, for example, be requested by microprocessor 520 or 

20 encrypt/decrypt engine 522, to assist in the computations 

required for certain asymmetric encryption/decryption 
operations. Such arithmetic accelerators are well-known to those 
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BkOled in the art. In some implementations, a separate 
arithmetic accelerator 544 may be omitted and any necessary 
calculations may be performed by microprocessor 520 tmder 
software controL 

DMAControllar626 

DMA controller 526 controls information transfers over 
address/data bus 536 without requiring microprocessor 520 to 
process each individual data transfer. Typically, microprocessor 
520 may write to DMA controller 626 target and destination 
addresses and the number of bytes to transfer, and DMA 
controller 526 may then automatically transfer a block of data 
between components of SPU 500 (e.g., from ROM 532 to RAM 
534, between encrypt/decxypt engine 522 and RAM 534, between 
bus interface unit 530 and RAM 534, etc.). DMA controller 526 
may have multiple channels to handle multiple transfers 
simultaneously. In some implementations, a separate DMA 
controller 526 may be omitted, and any necessary data 
movements may be i}erformed by microprocessor 520 under 
software controL 

Bus Intex&ce Unit (BIU) 580 
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Bub interface imit (BIU) 530 commimicates infonnation 
between SPU 500 and the outside world across the security 
barrier 502* BIU 530 shown in Figure 9 plus appropriate driver 
software may comprise the ''appliance link"" 510 shown in Figure 
6. Bus interface unit 530 may be modelled after a USART or PCI 
bus interface in the preferred embodiment. In this example, BIU 
530 connects SPU 500 to el^rtronic appliance system bus 653 
shown in Figure 8. BIU 530 is designed to prevent imauthoiized 
access to intemal components within SPU 500 and their 
contents. It does this by only allowing signals associated with an 
SPU 500 to be processed by control programs running on 
microprocessor 520 and not supporting direct access to the 
intemal elements of an SPU 500. 

Memoiy Management Unit 640 

Memory Management Unit (MMU) 540, if present, 
provides hardware support for memoiy management and virtual 
memory management functions. It may also provide heightened 
security by enforcing hardware compartmentalization of the 
secure execution space (e.g., to prevent a less trusted task firom 
modifying a more trusted task). More details are provided below 
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in connection with a discosBion of the architecture of a Secure 
Processing Environment fSPE") 503 supported by SPU 500. 

MMU 540 may also provide hardware-level support 
5 functions related to memory management such as, for example, 
address mapping. 



SPU Memory Ardbitectnre 

In the preferred embodiment, SPU 500 uses three general 

10 kinds of memory: 

(1) internal ROM 532; 

(2) internal RAM 534; and 

(3) external memory (typically RAM and/or disk supplied 
by a host electronic appliance). 

15 

The internal ROM 532 and RAM 534 within SPU 500 
provide a secure operating environment and execution space. 
Because of cost limitations, chip fabrication size, complexity and 
other limitations, it may not be possible to provide sufficient 
20 memory within SPU 500 to store all information that an SPU 

needs to process in a secure manner. Due to the practical limits 
on the amount of ROM 532 and RAM 534 that may be included 
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within SFU 500, SPU 500 may store infonnation in memory 
external to it, and move this information into and out of its 
secure internal memory space on an as needed basis. In these 
cases, secure processing steps performed by an SPU typically 
must be segmented into small, securely packaged elements that 
may be ''paged in*" and "paged out" of the limited available 
internal memory space. M^nory external to an SPU 500 may not 
be secure. Since the external memory may not be secure, SPU 
500 may encrypt and ciyptographicaUy seal code and other 
information before storing it in external memoiy . Similarly, SPU 
500 must typically deczypt code and other infonnation obtained 
from external memoiy in encrypted form before processing (e.g*, 
executing) based on it. In the preferred embodiment, there are 
two general approaches used to address potential memory 
limitations in a SPU 500. In the first case, the small, securely 
packaged elements represent information contained in secure 
database 610. In the second case, such elements may represent 
protected (e.g., encrypted) virtual memory pages. Althou^ 
virtual memory pages may correspond to information elements 
stored in secure database 610, this is not required in this 
example of a SPU memory architecture. 



-209- 



wo 96^7155 



PCT/US96W2303 



The following is a more detailed discussion of each of Uiese 
three SPU memoxy resources. 

8PU Internal ROM 

5 SPU 500 read only memory (ROM) 532 or comparable 

purpose device provides secure internal non-volatile storage for 
certain programs and other information. For example, ROM 532 
may store 'Werner programs such as SPU control firmware 508 
and, if desired, encryption key information and certain 

10 fundamentalload modules/ The Tkemer programs, load 

module information, and encryption key information enable the 
control ofcertainbasic functions ofthe SPU 500. Those 
components that are at least in part dependent on device 
configuration (e.g., POST, memory allocation, and a dispatcher) 

15 may be loaded in ROM 532 along with additional load modules 

that have been determined to be required for specific 
instrft11» ^'^^s or appUcations. 

In the preferred embodiment, ROM 532 may comprise a 
20 combination of a masked ROM 532a and an EEPROM and/or 

equivalent "flash" memory 532b. EEPROM or flash memory 
532b is used to store items that need to be updated and/or 
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initialized, such as for example, certain encryption keys. An 
additional benefit of providing EEPROM and/or flash memory 
532b is the ability to optimize any load modules and libraxy 
functions persistently stored within SPU 500 based on typical 
usage at a specific site. Although these items could also be 
stored in NVRAM 534b, EEPROM and/or flash memory 532b 
may be more cost effective. 

Masked ROM 532a may cost less than flash and/or 
EEPROM 532b, and can be used to store permanent portions of 
SPU software/firmware. Such permanent portions may include, 
for example, code that interfaces to hardware elements such as 
the RTC 528, encryption/decryption engine 522, interrupt 
handlers, key generators, etc. Some of the operating system, 
library calls, libraries, and many of the core services provided by 
SPU 500 may also be in masked ROM 532a. In addition, some of 
the more commonly used executables are also good candidates for 
inclusion in masked ROM 532a. Items that need to be updated or 
that need to disappear when power is removed firom SPU 500 
shoidd not be stored in masked ROM 532a. 
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Under some circumstances, RAM 534a and/or NVRAM 
534b (NVRAM 534b may, for example, be constantly powered 
conventional RAM) may perform at least part of the role of ROM 
532. 

5 

SPU Internal RAM 

SFU 500 general purpose RAM 534 provides, among other 
things, secure execution space for secure processes. In the 
preferred embodiment, RAM 534 is comprised of different types 
10 of RAM such as a combination of high-speed RAM 534a and an 

NVRAM ("non-volatile RAM") 534b. RAM 534a may be volatile, 
while NVRAM 534b is preferably battery backed or otherwise 
arranged so as to be non-volatile (ie., it does not lose its contents 
when power is turned oS). 

15 

Hi^-speed RAM 534a stores active code to be executed 
and associated data structures. 

NVRAM 534b preferably contains certain keys and 
20 summary values that are preloaded as part of an initialization 

process in which SPU 500 communicates with a VDE 
administrator, and may also store changeable or c hnngiTig 
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infonnation associated with the operation of SPU 500. For 
security reasons, certain hi^y sensitive information (e.g., 
certain load modules and certain enoyption key related 
information such as internally generated private keys) needs to 
be loaded into or generated internally by SPU 500 from time to 
time but, once loaded or generated internally, should never leave 
theSFU. In this preferred embodiment, the SPU 500 
non-volatile random access memory (NVRAM) 534b may be used 
for securely storing such highly sensitive information. NVRAM 
534b is also used by SPU 500 to store data that may change 
frequently but which preferably should not be lost in a power 
down or power fail mode. 

NVRAM 534b is preferably a flash memory array, but may 
in addition or altematively be electrically erasable programmable 
read only memory (EEPROM), static RAM (SRAM), bubble 
memory, three dimensional holographic or other electro-optical 
memory, or the like, or any other writable (e.g., randomly 
accessible) non-volatile memory of sia£Bcient speed and 
cost-effectiveness. 

SPU External Memory 
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The SPU 500 can store certain information on memory 
devices external to the SPU. If available, electronic appliance 600 
memory can also be used to support any device external portions 
of SPU 500 software. Certain advantages may be gained by 
allowing the SPU 500 to use external memoxy. As one example, 
memory internal to SPU 500 may be reduced in size by using 
non-volatile read/write memoxy in the host electronic appliance 
600 such as a non-volatile portion of RAM 656 and/or ROM 658. 

Such external memory may be used to store SPU 
programs, data and/or other information. For example, a VDE 
control program xnay be, at least in part, loaded into the memory 
and communicated to and decrypted within SPU 500 prior to 
execution. Sudi control programs may be re-enciypted and 
communicated back to external memoxy where they may be 
stored for later execution by SPU 500. "Kemel" programs and/or 
some or all of the non-kernel load modules" may be stored by 
SPU 500 in memoxy external to it. Since a secure database 610 
may be relatively large, SPU 500 can store some or all of secure 
database 610 in external memory and call portions into the SPU 
500 as needed. 



-214- 



PCr/US96/02303 



Ab mentioned above, memoiy external to SPU 500 may not 
be secure. Therefore, when security is required, SPU 500 must 
encrypt secure information before writing it to external memory, 
and decrypt secure information read firom external memory 
5 before using it. L:iasmuch as the encryption layer relies on secure 

processes and information (e.g., eiuayption algorithms and keys) 
present within SPU 500, the encryption layer effectively 
"extends"" the SPU security barrier 502 to protect information the 
SPU 500 stores in memory external to it. 

10 

SPU 500 can use a wide variety of different types of 
external memory. For example, external memory may comprise 
electrozdc appliance secondary storage 652 such as a disk; 
external EEPROM or flash memory 658; and/or external RAM 
15 656. External RAM 656 may comprise an extemal nonvolatile 

(e.g. constantly powered) RAM and/or cache RAM. 

Using extemal RAM local to SPU 500 can significantly 
improve access times to information stored externally to an SPU. 
20 For example, extemal RAM may be used: 

C to buffer memory image pages and data structures prior to 

their storage in flash memory or on an extemal hard disk 
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(assuming transfer to flash or haid di^ 

significant power or system failure cases); 
C provide encryption and decryption buffers for data being 

released from VDE objects 300. 
C to cache "swap blocks'' and VDE data structures currently 

in use as an aspect of providing a secure virtual memory 

environment for SPU 500. 
C to cache other information in order to, for example, reduce 

frequency of access by an SPU to secondary storage 652 

and/or for other reasons. 
Dual ported external RAM can be particularly effective in 
improving SPU 500 performance, since it can decrease the data 
movement overhead of the SPU bus interface unit 530 and SPU 
microprocessor 520. 

Using external flash memory local to SPU 500 can be used 
to significantly improve access times to virtually all data 
structures. Since most available flash storage devices have 
limited write lifetimes, flash storage needs to take into account 
the number of writes that wiU occur during the lifetime of the 
flash memory. Hence, flash storage of frequently written 
temporary items is not recommended. If external RAM is non* 
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volatUe, then transfer to flash (or hard diA 
necessary. 

External memoiy used by SPU 500 may include two 
5 categories: 

C external memory dedicated to SPU 500, and 
C memory shared with electronic appliance 600. 

For some VDE implementations, sharing memory (e.g., 
10 electronic appliance RAM 656, ROM 658 and/or secondary 

storage 652) with CPU 654 or other elements of an electronic 
appliance 600 may be the most cost efifective way to store VDE 
secure database management files 610 and information that 
needs to be stored external to SPU 500. A host system hard disk 
15 secondary memory 652 used for general purpose file storage can, 

for example, also be used to store VDE management files 610. 
SPU 500 may be given exclusive access to the external memory 
(e.g., over a local bus high speed connection provided by BIU 
530). Both dedicated and shared external memory may be 
20 provided. 
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The hardware configuratioii of an example of electronic 
appliance 600 has been described above. The following section 
describes an example of the software architecture of electronic 
appliance 600 provided by the preferred embodiment, indudijog 
the structure and oi>eration of preferred embodiment "Rights 
Operating System** (TIOS^ 602. 

Rights Operating System 602 

Rights Operating System C^OS**) 602 in the preferred 
embodiment is a compact, secure, event-driven, services-based, 
"component** oriented, distributed multiprocessing operating 
system environment that integrates VDE information security 
control information, components and protocols with traditional 
operating system concepts. Lake traditional operating systems, 
ROS 602 provided by the preferred embodiment is a piece of 
software that manages hardware resources of a computer system 
and extends management functions to input and/or output 
devices, including conmmnications devices. Also like traditional 
operating systems, preferred embodiment ROS 602 provides a 
coherent set of basic functions and abstraction layers for hiding 
the differences between, and many of the detailed complexities of, 
particular hardware implementations. In addition to these 
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characteristics found in many or most operating systems, ROS 
602 provides secure VDE transaction management and other 
advantageous features not found in other operating systems. The 
following is a non-exhaustive list of some of the advantageous 
features provided by ROS 602 in the preferred embodiment: 

Standardized interface provides coherent set of basic fimctions 
C simplifies programming 

C the same application can run on many different platforms 
Event driYBB 

C eases functional decomposition 
C extendible 

C accommodates state transition and/or process oriented 
events 

C simplifies task management 

C simplifies inter-process communications 



Services baaed 



C 



allows simplified and transparent scalability 



C 



simplifies multiprocessor support 



C 



hides machine dependencies 



C 



eases network management and support 



Component Based Ardutectare 



• 219- 



wo 9607155 



PCTAIS9d/D2M9 



C processmg based on independently deliverable secure 



C component model of processing control allows different 
sequential steps that are reconfigurable based on 
5 requirements 

C components can be added, deleted or modified (subject to 
pennissioning) 

C full control information over pre-defined and user-defined 
application events 
10 C events can be individually controlled with independent 

executables 

C secure commtmications 
C secure control functions 
15 C secure virtual memory management 

C information control structures protected firom e}q>osure 
C data elements are validated, correlated and access 
controlled 

C components are encxypted and validated independently 
20 C components are tightly correlated to prevent unauthorized 

use of elements 
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C control structures and secured executables are validated 

prior to use to protect against tampering 
C integrates security considerations at the 1/0 level 
C provides on-the-fly decryption of ixiformation at release 

time 

C enables a secure commercial transaction network 

C flexible key management features 

Scalaeble 

C highly scalaeble across many different platforms 
C supports coxunnrrent processing in a multiprocessor 

enviroxmient 
C supports multiple cooperating processors 
C any number of host or security processors can be supported 
C control structures and kernel are easily portable to various 

host platforms and to different processors within a target 

platform without recompilation 
C supports remote processing 

C Remote Procedure Calls may be used for internal OS 

communications 
HighlY TntBgrfltflblft 

C can be hi^y integrated with host platforms as an 
additional operating system layer 
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C permits non-secure storage of secured components and 
information using an OS layer "on top of traditional OS 
platforms 

C can be seamlessly integrated with a host operating system 
5 to provide a common usage paradigm for transaction 

management and content access 
C integration may take many forms: operating system layers 

for desktops (e.g., DOS, Windows, Macintosh); device 

drivers and operating system interfaces for network 
XO services (e.g, Unix and Netware); and dedicated component 

drivers for low end** set tops are a few of many examples 
C can be integrated in traditional and real time operating 

systems 
Difltributed 

15 c provides distribution of control information and reciprocal 

control information and mechanisms 
C supports conditional execution of controlled processes 
within any VDE node in a distributed, asynchronous 
arrangement 

20 C controlled delegation of rights in a distributed environment 

C supports chains of handling and control 
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C management ravironment for distributed, occasionally 

connected but otherwise asynchronous networked database 
C real time and time independent data management 
C supports ''agent'' processes 

C can be seamlessly integrated into existing operating 
systems 

C can support applications not specifically written to use it 
Network friendly 

C internal OS structures may use RPCs to distribute 
processing 

C subnets may seamlessly operate as a single node or 
independently 

General Background Regarding Operating Systems 

An "operating system'' provides a control mechanism for 
organizing computer system resources that allows programmers 
to create applications for computer systems more easily. An 
operating system does this by providing commonly used 
functions, and by helping to ensure compatibility between 
different computer hardware and architectures (which may, for 
example, be manufactured by different vendors). Operating 
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systems also enable computer "peripheral device" manufacturers 
to far more easily supply compatible equipment to computer 
manufacturers and users. 

5 Computer systems are usually made up of several different 

hardware components. These hardware components include, for 
example: 

a central processing unit (CPU) for executing instructions; 

10 an array of main memory cells (e.g., TIAM" or TIOM**) for 

storing instructions for execution and data acted upon or 
parameterizing those instructions; and 

one or more secondary storage devices (e.g., hard disk 
15 drive, floppy disk drive, CD-ROM drive, tape reader, card 

reader, or "flash'" memory) organized to reflect named 
elements (a "file system"") for storing images of main 
memory cells. 

Most computer systems also include input/output devices such as 
20 keyboards, mice, video systems, printers, scanners and 

conuntmications devices. 
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To organize the CPU's execution capabilities with available 
RAM, ROM and secondary storage devices, and to provide 
commonly used functions for use by programmers, a piece of 
software called an "operating system"" is usually included with 
5 the other components. Typically, tiiis piece of software is 

designed to begin executing after power is applied to the 
computer system and hardware diagnostics are completed. 
Thereafter, all use of the CPU, main memory and secondary 
memoxy devices is normally managed by this ''operating system" 
10 software. Most computer operating systems also typically include 

a mechanism for extending their management functions to I/O 
and other peripheral devices, induding commonly used functions 
associated with these devices. 



15 By managing the CPU, memory and peripheral devices 

through the operating system, a coherent set of basic functions 
and abstraction layers for hiding hardware details allows 
programmers to more easily create sophisticated applications. In 
addition, mf ^p^r^g the computer's hardware resoturces with an 

20 operating system allows many differences in design and 

equipment requirements between different manufacturers to be 
hidden. Furthermore, applications can be more easily shared 
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with other computer users who have the same operating system, 
with significantly less work to support different manufacturers' 
base hardware and peripheral devices. 

HQS 602 is an Operating System Providing Signifirsnt 
Advantages 

ROS 602 is an ^ffpArpting ftyfttem « It manages the 
resources of electronic appliance 600, and provides a commonly 
used set of functions for programmers writing applications 608 
for the electronic appliance. ROS 602 in the preferred 
embodiment manages the hardware (e.g., CPU(s)» memory(ies), 
secure RTC(s), and enczypt/decrypt engines) within SPU 500. 
ROS may also manage the hardware (e.g., CPU(s) and 
memoiy(ies)) within one or more general puipose processors 
within electronic appliance 600. ROS 602 also manages other 
electronic appliance hardware resources, such as peripheral 
devices attached to an electronic appliance. For example, 
referring to Figure 7, ROS 602 may manage keyboard 612, 
display 614, modem 618, disk drive 620, printer 622, scanner 624. 
ROS 602 may also manage secure database 610 and a storage 
device (e.g., ''secondary storage'' 652) used to store secure 
database 610. 
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^nS 602 siip pnrta multiplft processors. ROS602mthe 
preferred embodiment supports any number of local and/or 
remote processors. Supported processors may include at least 
two types: one or more electronic appliance processors 654, 
and/or one or more SPUs 600. A host processor CPU 654 may 
provide storage, database, and communications services. SPU 
500 may provide cryptographic and secured process execution 
services. Diverse control and execution structures supported by 
ROS 602 may require that processing of control information occur 
within a controllable execution space - this controllable 
execution space may be provided by SPU 500. Additional host 
and/or SPU processors may increase efBdendes and/or 
capabilities. ROS 602 may access, coordinate and/or manage 
further processors remote to an electronic appliance 600 (e.g., via 
network or other communications link) to provide additional 
processor resoiuices and/or capabilities. 

ROS 602 is services baaed. The ROS services provided 
using a host processor 654 and/or a secure processor (SPU 500) 
are linked in the preferred embodiment using a Hemote 
Procedure Call" (TIPC") internal processing request structure. 
Cooperating processors may request interprocess services iising a 
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RPC mechanism, wfaidi is minimaUy time dq)eixdent and can be 
distributed over cooperating processors on a network of hosts. 
The multi-processor architecture provided by ROS 602 is easily 
extensible to support any number of host or security processors. 
5 This exteiisibility supports high levels of scalability. Services 

also allow functions to be implemented differently on different 
equipment. For example, a small appliance that typically has low 
levels of usage by one user may implement a database service 
using very different techniques than a very large appliance with 
10 hi^ levels of usage by many users. This is another aspect of 

8calabiUly. 



ROS g02 provides a distribut ed processing pnvimnmpnt 
For example, it permits information and control structures to 

15 automatically, securely pass between sites as required to ftilfiU a 

user's requests. Commimications between VDE nodes under the 
distributed processing features of ROS 602 may include 
interprocess service requests as discussed above. ROS 602 
supports conditional and/or state dependent execution of 

20 contipUed processors within any VDE node. The location that 

the process executes and the control structures used may be 
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locally reiddent, remotely accessible, or carried along by the 
process to support execution on a remote system. 

ROS 602 provides distribution of control information, 
including for example the distribution of control structures 
required to permit '^agents** to operate in remote environments. 
Thus, ROS 602 provides facilities for passing execution and/or 
information control as part of emerging requirements for '"agent" 
processes. 

If desired, ROS 602 may independently distribute control 
information over vezy low bandwidth connections that may or 
may not be "real time'' coxmections. ROS 602 provided by the 
preferred embodiment is ''network Mendly,'' and can be 
implemented with any level of networking protocol Some 
examples include e-mail and direct connection at approximately 
Thayer 5*^ of the ISO model. 

The ROS 602 distribution process (and the associated 
auditing of distributed information) is a controlled event that 
itself uses such control structures. This "reflective'' distributed 
processing mechanism permits ROS 602 to securely distribute 
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ri^ts and permissions in a controlled manner, and effectively 
restrict the characteristics of use of information content. The 
controlled delegation of rights in a distributed enviroxmient and 
the secure processing techniques used by ROS 602 to support this 
5 approach provide significant advantages. 

Certain control mechanisms within ROS 602 are 
"reciprocal." Reciprocal control mechanisms place one or more 
control components at one or more locations that interact with 

10 one or more components at the same or other locations in a 

controlled way. For e3cample) a usage control associated with 
object content at a user's location may have a reciprocal control at 
a distributor's location that governs distribution of the usage 
control, auditing of the usage control, and logic to process user 

15 requests associated with the usage control. A usage control at a 

user's location (in addition to controlling one or more aspects of 
usage) may prepare audits for a distributor and format requests 
associated with the usage control for processing by a distributor. 
Processes at either end of a reciprocal control may be further 

20 controlled by other processes (e-g., a distributor may be limited by 

a budget for the number of usage control mechanisms they may 
produce), Redprocal control mechaiiisms may extend over many 
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sites and many levels (e.g., a creator to a distributor to a user) 
and may take any relationship into account (e.g., 
creator/distributor, distributor/user, user/user, user/creator, 
user/creator/distributor, etc.) Reciprocal control mechanisms 
5 have many uses in VDE 100 in representing relationships and 

agreements in a distributed environment. 

ROS 602 is scalable- Many portions of ROS 602 control 
structures and kemeKs) are easily portable to vaiiovis host 

10 platforms without recompilation* Any control structure may be 

distributed (or redistributed) if a granting authority permits this 
type of activity. The executable references within ROS 602 are 
portable within a target platform. Different instances of ROS 602 
may execute the references using different resources. For 

15 example, one instance of ROS 602 may perform a task tising an 

SPU 500, while another instance of ROS 602 might perform the 
same task using a host processing environment running in 
protected memory that is emulating an SPU in software. ROS 
602 control informationis similarly portable; in many cases the 

20 event processing structures may be passed between machines 

and host platforms as easily as between cooperative processors in 
a single computer. Appliances with different levels of usage 
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and/or resources available for ROS 602 ftmctioiis may implement 
those functiozus in very different ways. Some sovices may be 
omitted entirely ifinsuffident resources exist As described 
elsewhere, ROS 602 "knows" what services are available, and 
how to proceed based on any given event. Not aU eveata may be 
processable if resources are missing or inadequate. 

ROS fi02 is rnmpnneTit baaed. Much of the functionality 
provided by ROS 602 in the preferred embodiment may be based 
on "components" that can be securely, independently deliverable, 
replaceable and capable of being modified (e.g., under 
appropriately secure conditions and authorizations). Moreover, 
the "components" may themselves be made of independently 
deUverable elements. ROS 602 may assemble these elements 
together (using a construct provided by the preferred 
embodiment called a "channel") at execution time. For example, 
a "load module" for execution by SPU 500 may reference one or 
more "method cores," method parameters and other associated 
data structures that ROS 602 may collect and assemble together 
to perform a task such as billing or metering. Diffnent users 
may have different combinations of elements, and some of the 
elements may be customizable by users with appropriate 
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authomatioiL This increases flezibilily, allows elements to be 
reused, and has other advantages* 

RQS 602 is highly aemire. ROS 602 provides mechanisms 
5 to protect information control structures firomeiq)08ure 

users and conduit hosts. ROS 602 can protect information, VDE 
control structures and control executables using strong 
encryption and validation mechanisms. These encryption and 
validation mechanisms are designed to make them highly 

10 resistant to undetected tampering. ROS 602 encrypts 

information stored on secondary storage device(s) 652 to inhibit 
tampering. ROS 602 also separately encrypts and validates its 
various components. ROS 602 correlates control and data 
structure components to prevent unauthorized use of elements. 

15 These features permit ROS 602 to independently distribute 

elements, and also allows integration of VDE functions 604 with 
non-secure ''other'' OS functions 606. 

ROS 602 provided by the preferred embodiment extends 
20 conventional capabilities such as, for example. Access Control 

List (ACL) structures, to user and process defined events, 
including state transitions. ROS 602 may provide full control 
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information over pre-defined and user-defined application events. 
Iliese control mechanisms indude "goAio-go"* permissions^ and 
also include optional event-specific executables that permit 
complete flexibility in the processing and/or controlling of events. 
This structure permits events to be individuaUy controlled so 
that, for example, metering and budgeting may be provided using 
independent executables. For example, ROS 602 extends ACL 
structures to control arbitrary granularity of information. 
Traditional operating systems provide static '^go-no go'' control 
mechanisms at a file or resource level; ROS 602 extends the 
control concept in a general way firom the largest to the smallest 
sub-element using a flexible control structure. ROS 602 can, for 
example, control the printing of a single paragraph out of a 
docum^t file. 

ROS 602 provided by the preferred embodiment permits 
secure modification and update of control information governing 
each component. The control information may be provided in a 
template format such as method options to an end-user. An 
end-user may then customize the actual control information used 
within guidelines provided by a distributor or content creator. 
Modification and update of existing control structures is 
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preferably also a controllable event subject to auditing and 
control information. 

ROS 602 provided by tbe preferred embodiment validates 
5 control structm^ and seemed executables prior to use. This 

validation provides assurance that control structures and 
executables bave not been tampered with by end-users. The 
validation also permits ROS 602 to securely implement 
components that include fragments of files and other operating 

10 system structures. ROS 602 provided by the preferred 

embodiment integrates security considerations at the operating 
system I/O level (which is below the access level), and provides 
''on-the-fly*' decryption of information at release time. These 
features permit non-secure storage of ROS 602 secured 

15 components and information using an OS layer ''on top of 

traditional operating system platforms. 



RQS 602 is highly integratable with host platforms as an 
additional operating system layer. Thus, ROS 602 may be 
20 created by "adding on"" to existing operating systems. This 

involves hooking VDE ''add ons*" to the host operating system at 
the device driver and network intezface levels. Altematively, 
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ROS 602 may comprise a wholly new operating system that 
integrates both VDE functions and other operating system 
functions. 

5 Indeed, there are at least three general approaches to 

integrating VDE functions into a new operating system, 
potentially based on an existing operating system, to create a 
Ri^ts Operating System 602 including: 

(1) Redesign the operating system based on VDE 
10 transaction management requirements; 

(2) Compile VDE API functions into an existing operating 

systems; and 

(3) Integrate a VDE Interpreter into an existing operating 
system. 

15 

The first approach cotsld be most efifectively appHed when a 
new operating system is being designed, or if a significant 
upgrade to an existing operating system is planned. The 
transaction management and security requirements provided by 
20 the VDE functions could be added to the design requirements list 

for the design of a new operating system that provides, in an 
optimally efficient manner, an integration of "traditional"" 
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operating system capabilities and VDE capabilities. For example, 
the engineers responsible for the design of the new version or 
instance of an operating system would include the requirements 
of VDE metering/transaction management in addition to other 
5 requirements (if any) that they use to form their design approach, 

specifications, and actual implementations. This approach could 
lead to a "seamless"* integration of VDE functions and capabilities 
by threading metering^fcransaction management functionality 
throu^out the system design and implementation. 

10 

The second approach would involve taking an existing set 
of API (Application Programmer Interface) functions, and 
incorporating references in the operating system code to VDE 
function calls. This is similar to the way that the current 

15 Windows operating system is integrated with DOS, wherein DOS 

serves as both the launch point and as a significant portion of the 
kernel underpinning of the Windows operating system. This 
approach would be also provide a high degree of ''seamless" 
integration (although not quite as ''seamless*' as the first 

20 approach). The benefits of this approach include the possibility 

that the incorporation of metering/transaction management 
functionality into the new version or instance of an operating 
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system may be accomplished with lower cost (by making use of 
the existing code embodied in an API, and also iising the design 
implications of the API functional approach to influence the 
design of the elements into which the metering/transaction 
5 management functionality is incorporated). 

The third approach is distinct firom the first two in that it 
does not incorporate VDE functionality associated with 
metering/transaction management and data security directly into 

10 the operating system code, but instead adds a new generalized 

capabiUty to the operating system for executing 
metering^ansaction management funddonahty. In this case, an 
interpreter including metering/transaction management 
functions would be integrated with other operating system code 

15 in a ''stand alone" mode. This interpreter mi^t take scripts or 

other inputs to determine what metering/tjramsaction 
management functions should be performed, and in what order 
and tmder which circiunstances or conditions they should be 
performed. 

20 

Instead of (or in addition to) integrating VDE functions 
into/with an electronic appliance operating system, it would be 
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possible to provide certain VDE functionality available as an 
application running on a conventional operating system. 

RQiS {Software Arcfaitectare 
5 Figure 10 is a block diagram of one example of a software 

structure/architecture for Ri^^ts Operating System rROS"") 602 
provided by the preferred embodiment. In this example»ROS 
602 includes an operating system ("OS'O "core*" 679, a user 
Application Program Interface CAPD 682, a ''redirector" 684, an 

10 "intercept"* 692, a User Notification/Exception Interface 686, and 

a file system 687. ROS 602 in this example also includes one or 
more Host Event Processing Environments ("HPEs'') 655 and/or 
one or more Secure Event Processing Environments ("SPEs'') 503 
(these environments may be generically referred to as *Trotected 

15 Processing Environments'* 650). 

HPE(s) 655 and SPE(s) 503 are self-contained computing 
and processing environments that may include their own 
operating system kernel 688 including code and data processing 
20 resources. A given electronic appliance 600 may include any 

number of SPECs) 503 and/or any number of HPE(s) 655. HPE(s) 
655 and SPE(s) 503 may process information in a secure way, 
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and provide secure procesBing support for ROS 602, For 
example, they may each perform secure processing based on one 
or more VDE component assemblies 690, and they may each oflFer 
secure processing services to OS kernel 680. 

5 

In the preferred embodiment, SPE 503 is a secure 
processing environment provided at least in part by an SPU 500. 
Thus, SPU 500 provides the hardware tamper-resistant barrier 
503 surrounding SPE 503. SPE 503 provided by the preferred 
10 embodiment is preferably: 

C small and compact 

C loadable into resource constrained 

environments sudi as for example minimally 
configured SPUs 500 
15 C dynamically updatable 

C extensible by authorized users 

C integratable into object or procedural 

^vironments 
C secure. 

20 

In the preferred embodiment, HPE 655 is a secure 
processing environment supported by a processor other than an 
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SFU, such as for example an electronic appliance CPU 654 
general-purpose microprocessor or other processing system or 
device. In the prefeired embodiment, HPE 655 may be 
considered to "emulate** an SPU 500 in the sense that it may use 
software to provide some or all of the processing resources 
provided in hardware and/or firmware by an SPU. HPE 655 in 
one preferred embodiment of the present invention is full- 
featured and fully compatible with SPE 503— that is, HPE 655 
can handle each and every service call SPE 503 can handle such 
that the SPE and the HPE are "plug compatible** firom an outside 
interface standpoint (with the exception that the HPE may not 
provide as much security as the SPE). 

HPEs 655 may be provided in two types: secure and not 
secure. For example, it may be desirable to provide non-secure 
versions of HPE 655 to allow electronic appliance 800 to 
efficiently run non-sensitive VDE tasks using the full resources of 
a fast general purpose processor or computer. Such non-secure 
versions of HPE 655 may run under supervision of an instance of 
ROS 602 that also includes an SPE 503. In this way, ROS 602 
may run all secure processes within SPE 503, and only use HPE 
655 for processes that do not require security but that may 
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require (or run more eflSdently) under potentially greater 
resources provided by a general purpose computer or processor 
supporting HPE 655. Non-secure and secure HPE 655 may 
operate together with a secure SPE 503. 

5 

HPEs 655 may (as shown in Figure 10) be provided with a 
software-based tamper resistant barrier 674 that makes them 
more secure. Such a software-based tamper resistant barrier 674 
may be created by software executing on general-purpose CPU 

10 654. Such a "secure" HPE 655 can be used by ROS 602 to 

execute processes that, while still needing security, may not 
require the degree of security provided by SPU 500. This can be 
especially beneficial in architectures providing both an SPE 503 
and an HPE 655. The SPU 502 may be used to perform aU truly 

15 secure processing, whereas one or more HPEs 655 may be used to 

provide additional secure (albeit possibly less secure than the 
SPE) processing using host processor or other general purpose 
resoiut:es that may be available within an electronic appliance 
600. Any service may be provided by stich a secure HPE 655. In 

20 the preferred embodiment, certain aspects of "channel 

processing^ appears to be a candidate that could be readily 
e^orted from SPE 503 to HPE 655. 
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The software-based tamper resistant barrier 674 provided 
by HPE 655 may be provided, for example, by: introducing time 
checks and/or code modifications to complicate the process of 
stepping through code comprising a portion of kernel 688a and/or 
a portion of component assemblies 690 using a debugger; using a 
map of defects on a storage device (e.g., a hard disk, memoiy 
card, etc.) to form internal test values to impede moving and/or 
copying HPE 655 to other electronic appliances 600; using kernel 
code that contains false branches and other complications in flow 
of control to disguise internal processes to some degree firom 
disassembly or other efforts to discover details of processes; using 
"self-generating' code (based on the output of a co-sine transform, 
for example) such that detailed and/or complete instruction 
sequences are not stored explicitly on storage devices and/or in 
active memory but rather are generated as needed; using code 
that ''shuffles'' memory locations used for data values based on 
operational parameters to complicate efforts to manipulate such 
values; using any software and/or hardware memory 
management resources of electronic appliance 600 to "protect*" 
the operation of HPE 655 firom other processes, fimctions, etc. 
Although such a software-based tamper resistant barrier 674 
may provide a fair degree of security, it typically will not be as 
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secure as the hardware-based tamper resistant barrier 502 
provided (at least in part) by SPU 500. Because security may be 
better/more efifectively enforced with the assistance of hardware 
security features such as those provided by SPU 500 (and 
because of other factors such as increased performance provided 
by special purpose circuitry within SPU 500), at least one SPE 
503 is preferred for many or most hi^er security applications. 
However, in applications where lesser security can be tolerated 
and/or the cost of an SPU 500 cannot be tolerated, the SPE 503 
may be omitted and all secure processing may iostead be 
performed by one or more secure HPEs 655 executing on 
general-purpose CPUs 654. Some VDE processes may not be 
allowed to proceed on reduced-security electronic appliances of 
this type if insufiBcient security is provided for the particular 
process involved. 

Only those processes that execute completely within SPEs 
503 (and in some cases, HPEs 655) may be considered to be truly 
secure. Memory and other resources external to SPE 503 and 
HPEs 655 used to store and/or process code and/or data to be 
used in secure processes should only receive and handle that 
information in encrypted form tmless SPE 503/HPE 655 can 
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protect secure process code and/or data firom non-secure 
processes. 

OS "core"* 679 in the preferred embodiment includes a 
5 kernel 680, an RPC manager 732, and an "object switdx'' 734. 

API 682, HPE 655 and SPE 503 may commtmicate "event'' 
messages with one another via OS "core"" 679. They may also 
communicate messages directly with one another without 
messages going through OS "core'' 679. 

10 

Kernel 680 may manage the hardware of an electronic 
appliance 600. For example, it may provide appropriate drivers 
and hardware managers for interacting with input/output and/or 
peripheral devices such as keyboard 612, display 614, other 

15 devices such as a "mouse" pointing device and speech recognizer 

613, modem 618, printer 622, and an adapter for network 672. 
Kernel 680 may also be responsible for initially loading the 
remainder of ROS 602, and may manage the various ROS tasks 
(and associated underlying hardware resotuxes) dtuing 

20 execution. OS kernel 680 may also manage and access secure 

database 610 and file system 687. OS kernel 680 also provides 
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execution services for applications 608a(l), 608a(2), etc. and other 
applications. 

RFC manager 732 perfonns messaging routing and 
5 resource management^tegration for ROS 680. It receives and 

routes ''calls* from/to API 682, HPE 655 and SPE 503, for 
example. 

Object switch 734 may manage construction, 
10 deconstruction and other manipulation of VDE objects 300. 

User Notification/Exception Interface 686 in the preferred 
embodiment (vvfaich may be considered part of API 682 or another 
application coupled to the API) provides ''pop up"* 

15 windows/displays on display 614. This allows ROS 602 to 

communicate directly with a user without having to pass 
information to be communicated through applications 608. For 
applications that are not 'VDE aware," user 
notification/exception interface 686 may provide communications 

20 between ROS 602 and the user. 
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API 682 in the preferred embodiment provides a 
standardized, documented software interface to applications 608. 
In part, API 682 may translate operating system "calls'" 
generated by applications 608 into Remote Procedure Calls 
5 fRPCs") specifying "events" RPC manager 732 may route these 

RPCs to kernel 680 or elsewhere (e.g., to HPE(s) 655 and/or 
SPE(s) 503, or to remote electronic appliances 600, processors, or 
VDE participants) for processing. The API 682 may also service 
RPC requests by passing them to applications 608 that register 
10 to receive and process specific requests. 

API 682 provides an "Ajiplications Programming Interface"* 
that is preferably standardized and documented. It provides a 
concise set of function calls an application program can use to 

15 access services provided by ROS 602. In at least one preferred 

example, API 682 will include two parts: an application program 
interface to VDE functions 604; and an application program 
interface to other OS functions 606. These parts may be 
interwoven into the same software, or they may be provided as 

20 two or more discrete pieces of software (for example). 
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Some applications, such as application 608a(l) shown in 
Figure 11, may be aware* and may therefore directly 
access both of these parts of API 682. Figure llA shows an 
example of this. A "^^E aware" application may, for example, 
5 iiiclude explicit calls to ROS 602 requesting the creation of new 

VDE objects 300, metering usage of VDE objects, storing 
information in VDE-protected form, etc. Thus, a "VDE aware" 
application can initiate (and, in some examples, enhance and/or 
extend) VDE functionality provided by ROS 602. In addition, 

10 "VDE aware" applications may provide a more direct interface 

between a user and ROS 602 (e.g., by suppressing or otherwise 
dispensing with "pop up" displays otherwise provided by user 
notification/exception interface 686 and instead providing a more 
"seamless" interface that integrates application and ROS 

15 messages). 

Other applications, such as application 608b shown in 
Figure IIB, may not be "VDE Aware" and therefore may not 
"know" how to directly access an interface to VDE functions 604 
20 provided by API 682. To provide for this, ROS 602 may include a 

"redirector" 684 that allows sudi "non-VDE aware" applications 
608(b) to access VDE objects 300 and functions 604. Redirector 
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684, in the preferred embodiment, translates OS calls directed to 
the "other OS functions'' 606 into calls to the functions'* 
604. As one simple example, redirector 684 may intercept a "file 
open** call fit>m application 608(b), determine whether the file to 
5 be opened is contained within a VDE container 300, and if it is, 

generate appropriate VDE function call(s) to file system 687 to 
open the VDE container (and potentially generate events to HPE 
655 and/or SPE 503 to determine the name(s) of file(s) that may 
be stored in a VDE object 300, establish a control structure 
10 associated with a VDE object 300, perform a registration for a 

VDE object 300, etc.). Without redirector 684 in this example, a 
non-VDE aware application such as 608b could access only the 
part of API 682 that provides an interface to other OS functions 
606, and therefore could not access any VDE functions. 

15 

This ''translation'' feature of redirector 684 provides 
"transparency.** It allows VDE functions to be provided to the 
application 608(b) in a "transparenf* way without requiring the 
application to become involved in the compleidty and details 
20 associated with generating the one or more calls to VDE 

fimctions 604. This aspect of the "transparency** features of ROS 
602 has at least two important advantages: 
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(a) it allows applications not written specifically for VDE 
functions 604 Tnon-VDE aware applications'') to 
nevertheless access critical VDE functions; and 

(b) it reduces the complexity of the interface between an 
i^lication and ROS 602. 

Since the second advantage (reducing complexify) makes it easier 
for an application creator to produce applications, even "VDE 
aware'' ai>plications 608a(2) may be designed so that some calls 
invoking VDE functions 604 are requested at the level of an 
"other OS functions" call and then "translated" by redirector 684 
into a VDE ftmction call (in this sense, redirector 684 may be 
considered a part of API 682). Figure IIC shows an example of 
this. Other calls invoking VDE functions 604 may be passed 
directly without translation by redirector 684. 

Referring again to Figure 10, ROS 620 may also include an 
"interceptor" 692 that transmits and/or receives one or more real 
time data feeds 694 (this may be provided over cable(s) 628 for 
example), and routes one or more such data feeds appropriately 
while providing "translation" functions for real time data sent 
and/or received by electronic appliance 600 to allow 
"transparency" for this type of information analogous to the 
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txansparency provided by redirector 684 (and/or it may generate 
one or more real time data feeds). 

Seenre BOS Components and Component Assemblies 

As discussed above^ ROS 602 in the preferred embodiment 
is a component-based architecture. ROS VDE functions 604 may 
be based on segmented, independently loadable executable 
"component assemblies'' 690. These component assemblies 690 
are independently securely deliverable. The component 
assemblies 690 provided by the preferred embodiment comprise 
code and data elements that are themselves independently 
deliverable. Thus, each component assembly 690 provided by the 
preferred embodiment is comprised of independently secxirely 
deliverable elements which may be communicated using VDE 
secure commimication techniques, between VDE secure 
subsystems. 

These component assemblies 690 are the basic functional 
unit provided by ROS 602. The component assemblies 690 are 
executed to perform operating system or application tasks. Thus, 
some component assembhes 690 may be considered to be part of 
the ROS operating system 602, while other component 
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assemblies may be considered to be "applications" that run under 
the support of the operating system. As with any system 
incorporating "applications" and "operating systems," the 
boundary between these aspects of an overall system can be 
ambiguous. For example, commonly used "application" functions 
(such as determining the structure and/or other attributes of a 
content container) may be incorporated into an operating system. 
Furthermore, "operating system" functions (stich as task 
management, or memory allocation) may be modified and/or 
replaced by an application. A common thread in the preferred 
embodiment's ROS 602 is that component assemblies 690 provide 
functions needed for a user to fulfill her intended activities, some 
of which may be "application-like" and some of which may be 
"operating system-like." 

Components 690 are preferably designed to be easily 
separable and individually loadable. ROS 602 assembles these 
elements together into an executable component assembly 690 
prior to loading and executing the component assembly (e.g., in a 
secure operating environment such as SPE 503 and/or HPE 655). 
ROS 602 provides an element identification and referencing 
mechanism that includes information necessary to automatically 
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aBsexnble elements into a component assembly 690 in a secure 
manner prior to, and/or during, execution. 

ROS 602 application structures and control parameters 
5 tised to form component assemblies 690 can be provided by 

different parties. Because the components fonning component 
assemblies 690 are independently securely deliverable, they may 
be delivered at different times and/or by different parties 
(Melivery^ may take place within a local VDE secure subsystem, 

10 that is submission through the use of such a secure subsystem of 

control information by a chain of content control information 
handling participant for the preparation of a modified control 
information set constitutes independent, secure delivery). For 
example, a content creator can produce a ROS 602 application 

15 that defines the circumstances required for licensing content 

contained within a VDE object 300. This application may 
reference structures provided by other parties. Such references 
might, for example, take the form of a control path that \ises 
content creator structures to meter user activities; and structures 

20 created/owned by a finanriiil provider to handle financial parts of 

a content distribution transaction (e.g., defining a credit budget 
that must be present in a control structure to establish 
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creditwordiiness, audit processes which must be pexformed by 
the licensee* etc.). As another example, a distributor may give 
one user more favorable pricing than another user by detivering 
different data elements defining pricing to different users. This 
5 attribute of supporting multiple party securely, independently 

deliverable control information is fundamental to enabling 
electronic commerce, that is, defining of a content and/or 
appliance control information set that represents the 
requirements of a collection of independent parties such as 
10 content creators, other content providers, financial service 

providers, and/or users. 

In the preferred embodiment, ROS 602 assembles securely 
independently deliverable elements into a component assembly 

15 690 based in part on conteict parameters (e.g., object, user). 

Thus, for example, ROS 602 may securely assemble different 
elements together to form different component assembties 690 for 
different users performing the same task on the same VDE object 
300. Similarly, ROS 602 may assemble differing element sets 

20 which may include, that is reuse, one or more of the same 

components to form different component assemblies 690 for the 
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same vaer performing the same taak on different VDE objects 
300. 

The component assembly organization provided by ROS 
5 602 is "recursive'' in that a conqponent assembly 690 may 

comprise one or more component "subassemblies'' that are 
themselves independentiy loadable and executable component 
assemblies 690. These component "subassemblies" may, in turn, 
be made of one or more component "sub-sub-assemblies." In the 
10 general case, a component assembly 690 may include N levels of 

component subassemblies. 

Thus, for example, a component assembly 690(k) that may 
includes a component subassembly 690(k 1). Component 

15 subassembly 690Gi -i- 1), in turn, may include a component sub- 

sub-assembly 690(3), ... and so on to N-level subassembly 690(k 
N). The ability of ROS 602 to build component assemblies 690 
out of other component assembUes provides great advantages in 
terms of, for example, code/data reusability, and the ability to 

20 allow different parties to manage different parts of an overaU 

component. 
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Each component assembly 690 in the preferred 
embodiment is made of distinct components. Figures IID-IIH 
are abstract depictions of various distinct components that may 
be assembled to form a component assembly 690(k) showing 
Figure 111. These same components can be combined in di£ferent 
ways (e.g., with more or less components) to form different 
component assemblies 690 providing complete^ different 
functional behavior. Figure IIJ is an abstract depiction of the 
same components being put together in a dififerent way (e.g., with 
additional components) to form a different component assembly 
690(j). The component assemblies 690(k) and 690(j) each include 
a common feature 691 that interlocks with a "'channer 594 
defined by ROS 602. This ''channer 594 assembles component 
assemblies 690 and interfaces them with the (rest of) ROS 602. 

ROS 602 generates component assemblies 690 in a secure 
manner. As shown graphically in Figures 111 and IIJ, the 
different elements comprising a component assembly 690 may be 
"interlocking" in the sense that they can only go together in ways 
that are intended by the VDE participants who created the 
elements and/or specified the component assemblies. ROS 602 
includes security protections that can prevent an tmauthorized 
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person firom modifying elements, and also prevent an 
unauthorized person from substituting elements. One can 
picture an imauthorized person Tnaking a new element having 
the same "shape"" as the one of the elements shown in Figures 
IID-IIH, and then attempting to substitute the new element in 
place of the original element Suppose one of the elements shown 
in Figure IIH establishes the price for using content within a 
VDE object 300. If an unauthorized person coidd substitute her 
own "price'' element for the price element intended by the VDE 
content distributor, then the person could establish a price of zero 
instead of the price the content distributor intended to charge. 
Similarly, if the element establishes an electronic credit card, 
then an ability to substitute a different element could have 
disastrous consequences in terms of allowing a person to charge 
her usage to someone else's (or a non-existent) credit card. These 
are merely a few simple examples demonstrating the importance 
of ROS 602 ensuring that certain component assemblies 690 are 
formed in a secure manner. ROS 602 provides a wide range of 
protections against a wide range of ''threats'' to the secure 
handling and execution of component assembUes 690. 
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In the preferred embodiment, ROS 602 assembles 
component assemblies 690 based on the following types of 

elements: 

Pennissions Records (TERC's) 808; 

5 Method "Cores- 1000; 

Load Modules 1100; 

Data Elements (e.g.. User Data Elements fUDEs") 1200 
and Method Data Elements ("MDEs") 1202); and 
Other component assemblies 690. 

10 

Briefly, a PERC 808 provided by the preferred embodiment 
is a record corresponding to a VDE object 300 that identifies to 
ROS 602, among other things, the elements ROS is to assemble 
together to form a component assembly 690. Thus PERC 808 in 
15 effect contains a "list of assembly instructions" or a "plan" 

specifying what elements ROS 602 is to assemble together into a 
component assembly and how the elements are to be connected 
together. PERC 808 may itself contain data or other elements 
that are to become part of the component assembly 690. 

20 
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The PERC 808 may reference one or more method ''cores'' 
lOOON. A method core lOOON may define a basic "method** 1000 
(e.g., "control," "billing," "metering," etc.) 

In the preferred embodiment, a "method" 1000 is a 
collection of basic instructions, and information related to basic 
instructions, that provides context, data, requirements, and/or 
relationships for use in performing, and/or preparing to perform, 
basic instructions in relation to the operation of one or more 
electronic appliances 600. Basic instructions may be comprised 
of, for example: 

C machine code of the type commonly used in the 

programming of computers; pseudo-code for use by 
an interpreter or other instruction processing 
program operating on a computer; 

C a sequence of electronically represented logical 

operations for use with an electronic appliance 600; 

C or other electronic representations of instructions, 
source code, object code, and/or pseudo code as those 
tenns are commonly understood in the arts. 
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Information relating to said basic instructions may 
comprise, for example, data associated intrinsically with basic 
instructions such as for example, an identifier for the combined 
basic instructions and intrinsic data, addresses, constants, and/or 
5 the like. The information may also, for example, include one or 

more of the following: 

C information that identifies associated basic 

instructions and said intrinsic data for access, 
10 correlation and/or validation purposes; 

C req[ui3red and/or optional parameters for use with 

basic instructions and said intrinsic data; 
C information defining relationships to other methods; 
C data elements that may comprise data values, fields 
15 of information, and/or the like; 

C information spediying and/or defining relationships 

among data elements, basic instructions and/or 

intrinsic data; 

C information specifying relationships to external data 
20 elements; 
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C iDformation spedfyLog relationships between and 
among internal and external data elements, 
methods, and/or the like, if any exist; and 

C additional information required in the operation of 
basic instructions and intrinsic data to complete, or 
attempt to complete, a purpose intended by a user of 
a method, where required, including additional 
instructions and/or intrinsic data. 

Such information associated with a method may be stored, 
in part or whole, separately from basic instructions and intrinsic 
data. When these components are stored separately, a method 
may nevertheless include and encompass the other information 
and one or more sets of basic instructions and intrinsic data (the 
latter being included because of said other information's 
reference to one or more sets of basic instructions and intrinsic 
data), whether or not said one or more sets of basic instructions 
and intrinsic data are accessible at any given point in time. 

Method core 1000' may be parameterized by an ''event 
code** to permit it to respond to different events in different ways. 
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For example, a METER method may respond to a "use** event by 
storing iisage information in a meter data structure. The same 
METER method may respond to an ''administrative'' event by 
reporting the meter data structure to a VDE clearinghouse or 
5 other VDE participant. 

In the preferred embodiment, method core 1000' may 
"contain," either explicitly or by reference, one or more load 
modules'' 1100 and one or more data elements (UDEs 1200, 

10 MDEs 1202). In the prrferred embodiment, a load module" 1100 

is a portion of a method that reflects basic instructions and 
intrinsic data. Load modules 1100 in the preferred embodiment 
contain executable code, and may also contain data elements 
(DTDs" 1108) associated with the executable code. In the 

15 preferred embodiment, load modules 1100 supply the program 

instructions that are actually ''executed" by hardware to perform 
the process defined by the method. Load modules 1100 may 
contain or reference other load modules. 

20 Load modules 1100 in the preferred embodiment are 

modular and "code pure" so that individual load modules may be 
reenterable and reusable. In order for components 690 to be 
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dynamically updatable, they may be individually addressable 
within a global public name space. In view of these design goals, 
load modules 1100 are preferably small, code (and code-like) pure 
modules that are individually named and addressable. A single 
method may provide different load modules 1100 that perform 
the same or similar functions on different platforms, thereby 
TTiflTriTig the method scalable and/or portable across a wide range 
of different electronic appliances. 

UDEs 1200 and MDEs 1202 may store data for input to or 
output from executable component assembly 690 (or data 
describing such inputs and/or oulputs). In the preferred 
embodiment, UDEs 1200 may be user dependent, whereas MDEs 
1202 may be user independent. 

The component assembly example 690(k) shown in Figure 
llE comprises a method core 1000', UDEs 1200a & 1200b, an 
MDE 1202, load modules llOOa-llOOd, and a further component 
assembly 690(k-f 1). As mentioned above, a PERC 808(k) defines, 
among other things, the '"assembly instructions^ for component 
assembly 690(k), and may contain or reference parts of some or 



-263- 



W0 9d/27155 



PCT/US96/02303 



all of the components that are to be assembled to create a 
component assembly. 

One of the load modules 1100b shown in this example is 
5 itself comprised of plural load modules 1100c, llOOd. Some of the 

load modules (e.g., llOOa, llOOd) in this example include one or 
more T)TD" data elements 1108 (e.g., 1108a, 1108b). THTT data 
elements 1108 may be used, for example, to inform load module 
1100a of the data elements included in MDE 1202 and/or UDEs 

10 1200a, 1200b. Furthermore, DTDs 1108 may be used as an 

aspect of forming a portion of an application used to inform a 
user as to the information required and/or manipulated by one or 
more load modules 1100, or other component elements. Such an 
application program may also include functions for creating 

15 and/or manipulating UDE(s) 1200, MDE(s) 1202, or other 

component elements, subassemblies, etc. 

Components within component assembhes 690 may be 
"reused" to form different component assembhes. As mentioned 
20 above, figure 1 IF is an abstract depiction of one example of the 

same components used for assembling component assembly 
690(k) to be retised (e.g., with some additional components 
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specified by a different set of ''assembly instnictioiis'' provided in 
a different PERC 808(1)) to form a different conq)onent assembly 
690(1). Even though component assembly 690(1) is formed from 
some of the same components used to form component assembly 
690(k), these two component assembHes may perform completely 
different processes in complete different ways. 

As mentioned above, ROS 602 provides several layers of 
security to ensure the security of component assemblies 690. One 
important security layer involves ensuring that certain 
component assemblies 690 are formed, loaded and executed only 
in secure execution space such as provided within an SPU 500. 
Components 690 and/or elements comprising them may be stored 
on external media encrypted using local SPU 500 generated 
and/or distributor provided keys. 

ROS 602 also provides a tagging and sequencing scheme 
that may be used within the loadable component assemblies 690 
to detect tampering by substitution. Each element comprising a 
component assembly 690 may be loaded into an SPU 500, 
decrypted using encrypt/decrypt engine 522, and then 
tested/compared to ensure that the proper element has been 
loaded. Several independent comparisons may be used to ensure 
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there has been no unauthorized substitution. For example, the 
public and private copies of the element ID may be compared to 
ensure that they are the same, thereby preventing gross 
substitution of elements. In addition, a vaUdation/correlation tag 
stored under the encrypted layer of the loadable element may be 
compared to make sure it matches one or more tags provided by a 
requesting process. This prevents unauthorized use of 
information. As a third protection, a device assigned tag (e.g., a 
sequence number) stored under an encryption layer of a loadable 
element may be checked to make sure it matches a corresponding 
tag value ejected by SPU 500. This prevents substitution of 
older elements. Validation/correlation tags are typicaUy passed 
only in secure wrappers to prevent plaintext exposure of this 
information outside of SPU 500. 

The secure component based architecture of ROS 602 has 
important advantages. For example, it accommodates limited 
resource execution environments such as provided by a lower cost 
SPU 500. It also provides an extremely high level of 
configurabiUty. In fact, ROS 602 will accommodate an almost 
unlimited diversity of content types, content provider objectives, 
transaction types and client requirements. In addition, the 
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ability to dsmamically assemble independently deliverable 
components at execution time based on particular objects and 
users provides a high degree of flexibility, and facilitates or 
enables a distributed database, processing, and execution 
environment. 

One aspect of an advantage of the component-based 
architecture provided by ROS 602 relates to the ability to ''stage*' 
functionality and capabilities over time. As designed, 
implementation of ROS 602 is a finite task. Aspects of its wealth 
of functionality can remain unexploited until market realities 
dictate the implementation of corresponding VDE ai^lication 
functionality. As a result, initial product implementation 
investment and complexity may be limited. The process of 
"surfacing^ the full range of capabilities provided by ROS 602 in 
terms of authoriag, administrative, and artificial intelligence 
appUcations may take place over time. Moreover, already- 
designed functionality of ROS 602 may be changed or enhanced 
at any time to adapt to changing needs or requirements. 
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More Detailed Dieeiuaion of Rights Operating System 602 
Architectnre 

Figure 12 shows an example of a detailed architecture of 
5 ROS 602 shown in Figure 10. ROS 602 may include a file system 

687 that includes a commercial database manager 730 and 
external object r^ositories 728. Commercial database manager 
730 may ^nni^fjiin secure database 610. Object repository 728 
may store, provide access to, and/or maintain VDE objects 300. 

10 

Figure 12 also shows that ROS 602 may provide one or 
more SPEs 503 and/or one or more HPEs 655. As discussed 
above, HPE 655 may "emulate" an SFU 500 device, and such 
HPEs 655 may be integrated in lieu of (or in addition to) physical 

15 SPUs 500 for systems that need higher throughput. Some 

security may be lost since HPEs 655 are typically protected by 
operating system security and may not provide truly secure 
processing. Thus, in Uie preferred embodiment, for high security 
applications at least, all secure processing should take place 

20 within an SPE 503 having an execution space within a physical 

SPU 500 rather than a HPE 655 using software operating 
elsewhere in electronic appliance 600. 
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As mentioned above, three basic components of ROS 602 
are a kernel 680, a Remote Procedure Call (RPC) manager 732 
and an object switch 734. These components, and the way they 
interact with other portions of ROS 602, will be discussed below. 

Kernel 680 

Kernel 680 manages the basic hardware resources of 
electronic appliance 600, and controls the basic tasking provided 
by ROS 602. Kernel 680 in the preferred embodiment may 
indude a memory manager 680a, a task manager 680b, and an 
I/O manager 680c. Task manager 680b may initiate and/or 
manage initiation of executable tasks and schedule them to be 
executed by a processor on which ROS 602 runs (e.g., CPU 654 
shown in Figure 8). For example, Task manager 680b may 
include or be associated with a 'lootstrap loader^ that loads other 
parts of ROS 602. Task manager 680b may manage all tasking 
related to ROS 602, including tasks associated with application 
program(s) 608. Memory manager 680a may manage allocation, 
deallocation, sharing and/or use of memory (e.g., RAM 656 shown 
in Figure 8) of electronic appliance 600, and may for example 
provide virtual memory capabilities as required by an electronic 
appliance and/or associated app]ication(s). I/O manager 680c 
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may manage all input to and output firom ROS 602, and may 
interact with drivers and other hardware managers that provide 
communications and interactivity with physical devices. 

5 RFC Manager 782 

ROS 602 in a preferred embodiment is designed around a 
"services based"* Remote Procedure Call architecture^terface. 
All functions performed by ROS 602 may use this common 
interface to request services and share information. For example, 

10 SPE(s) 503 provide processing for one or more RFC based 

services. In addition to supporting SPUs 500» the RFC interface 
permits the dynamic integration of external services and provides 
an array of configuration options using existing operating system 
components. ROS 602 also communicates with external services 

15 through the RFC interface to seamlessly provide distributed 

and/or remote processing. In smaller scale instances of ROS 602, 
a simpler message passing IPC protocol may be used to conserve 
resources. This may limit the configurabihty of ROS 602 
services, but this possible limitation may be acceptable in some 

20 electronic appUances. 
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The RPC structure allows services to be calledA^quested 
without the calling process having to know or specify where the 
service is physically provided, what system or device will service 
the request, or how the service request will be fulfilled. This 
feature supports families of services that may be scaled and/or 
customized for specific applications. Service requests can be 
forwarded and serviced by different processors and/or different 
sites as easily as they can be forwarded and serviced by a local 
service system. Since the same RPC interface is used by ROS 
602 in the preferred embodiment to request services within and 
outside of the operating system, a request for distributed and/or 
remote processing incurs substantially no additional operating 
system overhead. Remote processing is easily and simply 
integrated as part of the same service calls used by ROS 602 for 
requesting local-based services. In addition, the use of a 
standard RPC interface fRSD allows ROS 602 to be 
modidarized, with the different modules presenting a 
standardized interface to the remainder of the operating system. 
Such modularization and standardized interfacing permits 
different vendors/operating system programmers to create 
different portions of the operating system independentiy, and 
also allows the functionality of ROS 602 to be flexibly updated 
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and/or changed based on different requirements and/or 
platforms. 

RPC manager 732 manages the RPC interface. It receives 
5 service requests in the form of one or more "Remote Procedure 

Calls" (RPCs) firom a service requestor, and routes the service 
requests to a service provider(s) that can service the request. For 
example, when rights operating system 602 receives a request 
from a user appUcation via user API 682, RPC manager 732 may 
10 route the service request to an appropriate service throu^ the 

TIPC service interface" CRSD. The RSI is an interface between 
RPC manager 732, service requestors, and a resource that will 
accept and service requests. 

15 The RPC interface (RSI) is used for several major ROS 602 

subsystems in the preferred embodiment. 

RPC services provided by ROS 602 in the preferred 
embodiment are divided into subservices, ie., individual 
20 instances of a specific service each of which may be tracked 

individually by the RPC manager 732. This mechanism pennits 
mtdtiple instances of a specific service on hi^er throughput 
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systems while maintaixung a common interface across a spectrum 
of implementations. The subservice concept extends to 
supporting multiple processors, multiple SPEs 503, multiple 
HPEs 655, and multiple communications services. 

The preferred embodiment ROS 602 provides the following 
RPC based service providers/requestors (each of which have an 
RFC interface or ^'BSV that communicates with RPC manager 

732): 

SPE device driver 736 (this SPE device driver is connected 

to an SPE 503 in the preferred embodiment); 
HPE Device Driver 738 (this HPE device driver is 

coimected to an HPE 738 in the preferred 

embodiment); 
Notification Service 740 (this notification service is 

connected to user notification interface 686 in the 

preferred embodiment); 
API Service 742 (this API service is connected to user API 

682 in the prefenred embodiment; 
Redirector 684; 

Secure Database (File) Manager 744 (this secure database 
or file manager 744 may connect to and interact with 
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commercial database manager 730 and secure files 
610 through a cache manager 746, a database 
interface 748, and a database driver 750); 

Name Services Manager 752; 
5 Outgoing Administrative Objects Manager 754; 

Incoming Administrative Objects Manager 756; 

a Gateway 734 to object switch 734 (this is a path used to 
allow direct communication between RPC manager 
732 and Object Switch 734); and 
10 Communications Manager 776. 

The types of services provided by HPE 655, SPE 503, User 
Notification 686, API 742 and Redirector 684 have already been 
described above. Here is a brief description of the t^peCs) of 
15 services provided by OS resources 744, 752, 754, 756 and 776: 

Rftmre Datah asft Manager 744 services requests for access 

to secure database 610; 
Namft .Scrviff ps Manager 752 services requests relating to 
user, host, or srarvice identification; 
20 Oiityoing A Hministrfltivft Ohiects Manager 754 services 

requests relating to outgoing administrative objects; 
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Tnrnniingr AHmiTiigftrfttivP Objects Manager 7Rfi AArvinPJi 

requests relating to incoming administrative objects; 
and 

nnmmnniratiQna Manager 776 services requests relating to 
communications between electronic appliance 600 
and the outside world. 

Object Switch 784 

Object switch 734 handles, controls and conmiunicates 
(both locally and remotely) VDE objects 300. In the preferred 
embodiment, the object switch may include the following 
elements: 

a stream router 758; 

a real time stream interface(s) 760 (which may be 
connected to real time data feed(s) 694); 

a time dependent stream int;erface(s) 762; 

a intercept 692; 

a container manager 764; 

one or more routing tables 766; and 

buffering/storage 768. 
Stream router 758 routes to/from ''real time'' and "time 
independenf* data streams handled respectively by real time 
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stream iiiterface(s) 760 and tiine dependent stream interface(s) 
762. Inten»pt 692 intercepts I/O requests that involve real-time 
information streams sudi as, for example, real time feed 694. 
The routing performed by stream router 758 may be determined 
5 by routing tables 766. Buffering/storage 768 provides temporary 

store-and-forward, buffering and related services. Container 
manager 764 may (typically in conjunction with SPE 503) 
perform processes on VDE objects 300 such as constructing, 
deconstructing, and locating portions of objects. 

10 

Object switch 734 conununicates through an Object Switch 
Interface TOSD with other parts of ROS 602. The Object Switch 
Interface may resemble, for example, the interface for a Unix 
socket in the preferred embodiment. Each of the ''OSr interfaces 
15 shown in Figure 12 have the ability to communicate with object 

switch 734. 



ROS 602 includes the following object switch service 
providers/resources (each of whidi can communicate with the 
20 object switch 734 through an "OSI"): 

Outgoing Administrative Objects Manager 754; 
Incoming Administrative Objects Manager 756; 
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Gateway 734 (which may translate KPC calls into object 
switch calls and vice yersa so KPC manager 732 may 
communicate with object switch 734 or any other 
element having an OSI to, for example, provide 
5 and/or request services); 

External Services Manager 772; 
Object Submittal Manager 774; and 
Communications Manager 776. 

Briefly, 

Object Repositnrv Manager 770 provides services relating 

to access to object repository 728; 
RTctemal Ser virea Manager 772 provides services relating 
to requesting and receiving services externally, such 
as from a network resource or another site; 
Ohjert. Submittal Manager 774 provides services relating to 
how a user application may interact with object 
switch 734 (since the object submittal manager 
provides an interface to an application program 608, 
it could be considered part of user API 682); and 
nnmwiinicatf nna Manager 776 provides services relating to 
communicating with the outside world. . 
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In the preferred embodiment, communications manager 
776 may indode a network manager 780 and a mail gateway 
(manager) 782. Mail gateway 782 may include one or more mail 
filters 784 to, for example, automatically route VDE related 

5 electronic mail between object switch 734 and the outside world 

electronic mail services. External Services Manager 772 may 
interface to communications manager 776 through a Service 
Transport Layer 786. Service Transport Layer 786a may enable 
External Services Manager 772 to communicate with external 

10 computers and systems using various protocols managed using 

the service transport layer 786. 

The characteristics of and interfaces to the various 
subsystems of ROS 680 shown in Figure 12 are described in more 
15 detail below. 

RFC Manager 732 and Its BFC Services Interface 

As discussed above, the basic system services provided by 
ROS 602 are invoked by using an RPC service interface (RSI). 
20 This RPC service interface provides a generic, standardized 

interface for different services systems and subsystems provided 
by ROS 602. 
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RPC Manager 732 routes RPCs requesting services to an 
appropriate RPC service interface. In the preferred embodiment, 
upon receiving an RPC call, RPC manager 732 determines one or 
mcwe service managers that are to service the request. RPC 
5 manager 732 then routes a service request to the appropriate 
service(s) (via a RSI associated with a service) for action by the 
appropriate service manager(s). 

For example, if a SPE 503 is to service a request, the RPC 
10 Manager 732 routes the request to RSI 736a, which passes the 

request on to SPE device driver 736 for forwarding to the SPE. 
Similarly, if HPE 655 is to service the request, RPC Manager 732 
routes the request to RSI 738a for forwarding to a HPE. In one 
prderred embodiment, SPE 503 and HPE 655 may perform 
15 essentially the same services so that RSIs 736a, 738a are 

different instances of the same RSI. Once a service request has 
been received by SPE 503 (or HPE 655), the SPE (or HPE) 
typically dispatches the request intemaUy using its own internal 
RPC manager (as will be discussed shortly). Processes within 
20 SPEs 503 and HPEs 655 can also generate RPC requests. These 

requests may be processed internally by a SPE/HPE, or if not 
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intemally serviceable, passed oixt of the SPE/HPE for dispatch by 
RFC Manager 732. 

Remote (and local) procedure calls may be dispatched by a 
5 RPC Manager 732 iising an "RFC Services Table." An RFC 

Services Table describes where requests for specific services are 
to be routed for processing. Eadi row of an RPC Services Table 
in the preferred embodiment contains a services ID, the location 
of the service, and an address to which control will be passed to 

10 service a request. An RPC Services Table may also include 

control information that indicates which instance of the RPC 
dispatcher controls the service. Both RPC Manager 732 and any 
attached SPEs 503 and HPEs 655 may have symmetric copies of 
the RPC Services Table. If an RPC service is not found in the 

15 RPC services tables, it is either rejected or passed to external 

services manager 772 for remote servicing. 

Assuming RPC manager 732 finds a row corresponding to 
the request in an RPC Services Table, it may dispatdi the 
20 request to an appropriate RSI. The receiving RSI accepts a 

request from the RPC manager 732 (which may have looked up 
the request in an RPC service table), and processes that request 
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in accordance with internal priorities associated with the specific 
service. 

In the preferred embodiment, RPC Service Interface(s) 
supported by KPC Manager 732 may be standardized and 
published to support add-on service modules developed by third 
party vendors, and to facilitate scalability by making it easier to 
program ROS 602, The preferred embodiment RSI closely follows 
the DOS and Unix device driver models for block devices so that 
common code may be developed for many platforms with 
TTiiniTniiTn effort. An example of one possible set of common entzy 
points are listed below in the table. 



Interface call 


Description 


SVC_LOAD 


Load a service manager and return its status. 


SVC UNLOAD 


Unload a service manager. 


SVC^MOUNT 


Motmt (load) a dynamically loaded subservice and 
return its status. 


SVC.UNMOUNT 


Unmount (unload) a dynamically loaded subservice. 


SVC.OPEN 


Open a mounted subservice. 


SVC^CLOSE 


Close a mounted subservice. 


SVC READ 


Read a block from an opened subservice. 
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1 SVCWETTE 


Write a block to aa opened subsorice. 


1 SVC lOCTL 


r.nntml a subservice or a service manager. 



Load 

In tbe preferred embodiment, services (and the associated 
RSIs they present to RPC manager 732) may be activated during 
boot by an installation boot process that issues an RPC LOAD. 
This process reads an RPC Services Table from a configuration 
file, loads the service module if it is run time loadable (as opposed 
to being a kernel linked device driver), and then calls the LOAD 
entry point for the service. A successful return from the LOAD 
entry point will indicate that the service has property loaded and 
is ready to accept requests. 



RPC LOAD Call Example: SVC.LOAD (long service.id) 

This LOAD interface call is called by the RPC manager 732 
during rights operating system 602 initialization. It permits a 
service manager to load any dynamically loadable components 
and to initialize any device and memory required by the service. 
The service number that the service is loaded as is passed in as 
servicejd parameter. In the preferred embodiment, the service 
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returns 0 is the initialization process was completed successfully 
or an error number if some error occurred. 

Movnt 

5 Once a service has been loaded, it may not be fully 

functional for all subservices. Some subservices (e.g., 
communications based services) may require the establidiment of 
additional connections, or they may require additional modules to 
be loaded. If the service is defined as "motmtable," a RPC 

10 manager 732 will call the MOUNT subservice entry point with 

the requested subservice ID prior to opening an instance of a 
subservice. 

RFC MOUNT Call Example: 

15 SVC_MOUNT (long servicejd, long subservicejd, BYTE 

♦buflfer) 

This MOUNT interface call instructs a service to make a 
specific subservice ready. This may include services related to 
netwoiicing, communications, other system services, or external 
20 resources. The servicejd and subservicejd parameters may be 

specific to the specific service being requested. The buffer 
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parameter is a memory address that references a control 
structure appropriate to a specific service. 

Open 

Once a service is loaded and "mounted," specific instances 
of a service may be "opened" for use. "Opening" an instance of a 
service may allocate memory to store control and status 
information. For example, in a BSD socket based network 
connection, a LOAD call will initialize the software and protocol 
control tables, a MOUNT call will specify networks and hardware 
resources, and an OPEN will actually open a socket to a remote 
installation. 

Some services, such as commercial database manager 730 
that underUes the secure database service, may not be 
"mountable." In this case, a LOAD call will make a connection to 
a database manager 730 and ensure that records are readable. 
An OPEN call may create instances of internal cache manager 
746 for various classes of records. 

RFC OPEN Call Example: 

SVC_OPEN (long servicejd, long subservicejd, BYTE 
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♦buffer, int (*receive) (long request Jd)) 
This OPEN interface call instructs a service to open a 
specific subservice. The service^id and subservice_id 
parameters are specific to the specific service being requested, 
and the buffer parameter is a memory address that references a 
control structure appropriate to a specific service. 

The optional receive parameter is the address of a 
notification callback function that is called by a service whenever 
a message is ready for the service to retrieve it. One call to this 
address is made for each incoming message received. If the caller 
passes a NULL to the interface, the software will not generate a 
callback for each message. 

Close, Unmount and Unload 

The converse of the OPEN, MOUNT, and LOAD calls are 
CLOSE, UNMOUNT, and UNLOAD. These interface calls 
release any allocated resoiu^ces back to ROS 602 (e.g., memory 
manager 680a). 
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EPC CLOSE Call Example: SVC.CLOSE (long svcjiandle) 

This LOAD interface call closes an open service "handle." 
A service "handle" describes a service and subservice that a xiser 
wants to close. The call returns 0 if the CLOSE request succeeds 
5 (and the handle is no longer valid) or an error number. 

BPC UNLOAD Call Example: SVC.UNLOAD (void) 

This UNLOAD interface call is called by a RPC manager 
732 durii^ shutdown or resource reallocation of rights operating 
10 system 602. It permits a service to close any open connections, 

flush buffers, and to release any operating system resources that 
it may have allocated. The service returns 0. 

RPC UNMOUNT Call Example: SVC_UNMOUNT (long 

15 service_id, long subservice_id) 

This UNMOUNT interface call instructs a service to 
deactivate a specific subservice. The servicejd and 
subservicejd parameters are specific to the specific service 
being requested, and must have been previously mounted using 

20 the SVC.MOUNTO request. The call releases all system 

resources associated with the subservice before it returns. 
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Bead and Write 

The HEAD and WRITE calls provide a basic mechanism for 
sending information to and receiving responses from a mounted 
and opened service. For example, a service has requests written 
5 to it in the form of an RPC request, and makes its response 

available to be read by RPC Manager 732 as they become 
available. 



RPC READ Call Example: 

10 SVC^READ (long svc^andle, long request Jd, BYTE 

'^'buffer, long size) 

This READ call reads a message response from a service. 

The svc.handle and requested parameters uniquely identify a 

request. The results of a request will be stored in the \aser 
15 specified bufifer up to size bytes. If the buflFer is too small, the 

first size bytes of the message will be stored in the buffer and an 

error will be returned. 



If a message response was returned to the caller^s buffer 
20 correctly, the function will return 0. Otherwise, an error message 

will be returned. 
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RFC WRITE Call Example: 

SVC_write (long service_id, long subservicejd, BYTE 
♦buffer, long size, int (*receive) Qong requestjd) 

This WRITE call writes a message to a service and 
subservice specified by the servicejd/subservicejd parameter 
pair. The message is stored in buffer (and usually conforms to 
the VDE RFC message format) and is size bytes long. The 
function returns the request id for the message (if it was 
accepted for sending) or an error number. If a user specifies the 
receive callback functions, all messages regarding a request will 
be sent to the request specific callback routiae instead of the 
generalized message callback. 

Inpnt/On^ut Control 

The lOCTL ("Input/Output ConTroL") call provides a 
mechanism for querying the status of and controUing a loaded 
service. Each service type will respond to specific general lOCTL 
requests, all required class lOCTL requests, and service specific 
lOCTL requests. 



-288- 



wo 96/27155 



RPC lOCTL Call Example: ROLSVC JOCTL Qong service Jd, 
long subservice.id, 

int command, BYTE *buffer) 

5 This lOCTL function provides a generalized control 

interface for a RSL A user spedfies the service.id parameter 
and an optional subservice.id parameter that they wish to 
control. They specify the control command parameter(s), and a 
buffer into/from which the command parameters may be 
10 written/read. Anexampleof a list of commands and the 

appropriate btiffer structures are given below. 



Command 


Stmcture 


Description 


GET.INFO 


SVC.INFO 


Returns information about a 
service/subservice. 


GET.STATS 


SVC.STATS 


Returns current statistics about a 
service/subservice. 


CLR.STATS 


None 


Clears the statistics about a 
service/subservice. 



Now that a generic RPC Service Interface provided by the 
preferred embodiment has been described, the following 
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description relates to particular examples of services provided by 
ROS 602. 

SPE Device Dziver 736 

5 SPE device driver 736 provides an interface between ROS 

602 and SPE 503. Since SPE 503 in the preferred embodiment 
nins within the confines of an SPU 500, one aspect of tiiis device 
driver 736 is to provide low level commxmications services with 
the SPU 500 hardware. Another aspect of SPE device driver 736 

10 is to provide an RPC service interface (RSI) 736a particular to 

SPE 503 (this same RSI may be used to communicate with HPE 
655 through HPE device driver 738). 

SPE RSI 736a and driver 736 isolates c alling processes 
15 within ROS 602 (or external to the ROS) from the detailed service 

provided by the SPE 503 by providing a set of basic interface 
points providing a concise function set. This has several 
advantages. For example, it permits a full Une of scaled SPUs 
500 that all provide common functionahty to the outside world 
20 but which may differ in detailed internal structure and 

architecture. SPU 500 characteristics such as the amount of 
memory resident in the device, processor speed, and the number 
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of services supported within SPU 500 may be the decision of the 
spediic SPU manufacturer, and in any event may differ from one 
SPU configuration to another. To maintain compatibility, SPE 
device driver 736 and the RSI 736a it provides conform to a basic 
common RPC interface standard that "hides" differences between 
detailed configurations of SPUs 500 and/or the SPEs 503 they 
may support. 

To provide for such compatibility, SPE RSI 736a in the 
prderred embodiment foUows a simple block based standard. In 
the preferred embodiment, an SPE RSI 736a may be modeled 
after the packet interfaces for network Ethernet cards. This 
standard closely models the block mode interface characteristics 
of SPUs 500 in the preferred embodiment. 

An SPE RSI 736a allows RPC calls from RPC manager 732 
to access specific services provided by an SPE 736. To do this, 
SPE RSI 736a provides a set of "service notification address 
interfaces." These provide interfaces to individual services 
provided by SPE 503 to the outside world. Any calling process 
within ROS 602 may access these SPE-provided services by 
directing an RPC call to SPE RSI 736a and specifying a 
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10 



20 



corresponding "service notification address" in an RPC caU. The 
specified "service notification address" causes SPE 503 to 
internally route an RPC call to a particular service within an 
SPE. The following is a listing of one example of a SPE service 
breakdown for which individual service notification addresses 

may be provided: 

Channel Services Manager 

Authentication Manager/Secure Communications Manager 
Secure Database Manager 



The Channel Services Manager is the principal service 
provider and access point to SPE 503 for the rest of ROS 602 . 
Event processing, as wiU be discussed later, is primarily 
managed (from the point of view of processes outside SPE 503) by 
15 this service. The Authentication Manager/Secure 

Communications Manager may provide loginAogout services for 
users of ROS 602, and provide a direct service for managing 
communications (typically encrypted or otherwise protected) 
related to component assembHes 690, VDE objects 300, etc. 
Requests for display of information (e.g., value remaining in a 
financial budget) may be provided by a direct service request to a 
Secure Database Manager inside SPE 503. The instances of 



-292- 



wo 96/27155 



PCr/US96A)2303 



Authentication Manager^ecxire Communications Manager and 
Secure Database Manager, if available at all, may provide only a 
subset of the information and/or capabilities available to 
processes operating inside SPE 503. As stated above, most 
5 (potentially afl) service requests entering SPE are routed to a 

Channel Services Manager for processing. As will be discussed in 
more detail later on, most control structures and event processing 
logic is associated with component assemblies 690 under the 
management of a Channel Services Manager. 

10 

The SPE 503 must be accessed through its associated SPE 
driver 736 in this example. GeneraUy, calls to SPE driver 736 
are made in response to RPC calls. In this example, SPE driver 
RSI 736a may translate RPC calls directed to control or ascertain 
15 information about SPE driver 736 into driver caUs. SPE driver 

RSI 736a in conjunction with driver 736 may pass RPC calls 
directed to SPE 503 through to the SPE. 

The following table shows one example of SPE device 
20 driver 736 calls: 
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Entry Point 


DeBcription 


SPE.infoO 


Returns smmnary information about the 
SPE driver 736 (and SPE 503) 


SPE.initialize.interfaceO 


Initializes SPE driver 736, and sets the 
default notification address for received 
packets. 


— 

SPE_terniinate_iiiterface() 


Terminates SPE driver 736 and resets 
SPU 500 and the driver 736. 


SPE.reset^interfaceO 


Resets driver 736 without resetting SPU 
500. 


SPE^et statsO 


Return statistics for notification 
addresses and/or an entire driver 736. 


— 

1 SPE_clear_stats() 


Clears statistics for a specific 
notification address and/or an entire 
driver 736. 


SPE_set_notify() 


Sets a notification address for a specific 
service ID. 


SPE_get_iiotify() 


Returns a notification address for a 
specific service ID. 


SPE_tx_pkt() 


Sends a psurket (e.g., containing an RPC 
call) to SPE 503 for nrocessing. 



The following are more detailed examples of each of the 
SPE driver caUs set forth in the table above. 
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ExBmpi«» of an *SFE InfinmatioxiDriTer Call: SPE.iuTo (void) 

This function returns a pointer to an SPE.INFO data 
structure that defines the SPE device driv^ 736a. This data 
structure may provide certain information about SPE device 
5 driver 736, RSI 736a and/or SPU 500. An example of a 

SPE_INFO structure is described below: 



10 



15 



Version N\unber/ID for SPE 

Device Driver 736 

Version Number/ID for SPE 
Device Driver RSI 736 



Pointer to name of SPE Device 
Driver 736 



Pointer to ID name of SPU 500 



Functionality Code Describing 
SPE Capabilities^unctionality 



20 Example of an SPE Initialize Inter&ceDriver Call: 

SPE_initialize_interface (int (fen *receiver)(void)) 

A receiver function passed in by way of a parameter will be 
called for all packets received from SPE 503 imless their 
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destination servke is over-ridden usiiig the 8et_notify() call. A 
receiver function allows ROS 602 to specify a format for packet 
communication between RPC manager 732 and SPE 503. 

5 This function returns "0" in the preferred embodiment if 

the initialization of the interface succeeds and non-zero if it fails. 
If the function fails, it will return a code that describes the reason 
for the failure as the value of the function. 

10 Example of an SPE Temiinate Intet&ceDiiver Call: 

SPE_terminate_interface (void) 

In the preferred embodiment, this function shuts down 
SPE Driver 736, clears all notification addresses, and terminates 
aU outstanding requests between an SPE and an ROS RPC 
15 manager 732. It also resets an SPE 503 (e.g., by a warm reboot 

of SPU 500) after all requests are resolved. 

Termination of driver 736 should be performed by ROS 602 
when the operating system is starting to shut down. It may also 
20 be necessary to issue this call if an SPE 503 and ROS 602 get so 

far out of synchronization that all processing in an SPE must be 
reset to a known state. 
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Example of an SPE "ReBet Inter&ceHriyer Calk 

SPE_reset_iiiterface (void) 

This function resets driver 736, terminates all outstanding 
5 requests between SPE 503 and an ROS RPC manager 732, and 

clears all statistics counts. It does not reset the SPU 500, but 
simply restores driver 736 to a known stable state. 

Example ofan SPE "GetStatiBticsDriver Gall: SPE_get.stats 

10 (long service_id) 

This function returns statistics for a specific service 
notification interface or for the SPE driver 736 in general. It 
returns a pointer to a static bufier that contains these statistics 
or NULL if statistics are unavailable (either because an interface 

15 is not initialized or because a receiver address was not specified). 

An example of the SPE.STATS structure may have the following 
definition: 
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10 



15 



20 



If a user specifies a service ID, statistics associated with 
packets sent by that service are returned. K a user specified 0 as 
the parameter, the total packet statistics for the interface are 
returned. 

Example of an SPE 'Clear StatisticBDriver CaU: 

SPE_clear_stats (long service Jd) 

This function clears statistics associated with the SPE 
servicejd specified. If no servicejd is specified (i.e., the caller 
passes in 0), global statistics will be cleared. The function 
returns 0 if statistics are successfully cleared or an error number 
if an error occurs. 
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Example of an SPE ""Set Notification AddressDriver Calk 

SPE.set_notify (long service Jd, int (fcn*receiver) (void)) 

This function sets a notification address (receive) for a 
specified service. If the notification address is set to NULL» SPE 
device driver 736 will send notifications for packets to the 
specified service to the defatilt notification address. 

Example of a SPE 'Get Notification AddresB^Driver Call: 

SPE_get_notify (long service_id) 

This function returns a notification address associated 
with the named service or NULL if no specific notification 
address has been specified. 

Example of an SPE 'Send Packet'DriTer Call: 

send.pkt (BYTE *buffer, long size, int (far *receive) (void)) 
This function sends a packet stored in bufier of length** 

size. It returzis 0 if the packet is sent successfully, or returns an 

error code associated with the failure. 

Redirector Service Manager 684 

The redirector 684 is a piece of systems integration 
software used principally when ROS 602 is provided by "adding 
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on" 



i« to a pre-existing operating system or when "transparent" 
operation is desired for some VDE functions, as described earUer. 
In one embodiment the kernel 680, part of commnnicatians 
manager 776. ffle system 687, and part of API service 742 may be 
5 part of a pre-existing operating system such as DOS. Windows, 

UNIX. Macintosh System, 0S9, PSOS, OS/2, or other operating 
system platform TheremainderofROS 602 subsystems shown 
in Figure 12 may be provided as an "add on" to a preexisting 
operating system Once these ROS subsystems have been 
10 suppUed and "added on," the integrated whole comprises the ROS 

602 shown in Figure 12. 

In a scenario of this type of integration, ROS 602 will 
continue to be supported by a preexisting OS kernel 680, but may 
15 supplement (or even substitute) many of its functions by 

providing additional add-on pieces such as. for example, a virtual 
memory manager. 

Also in this integration scenario, an add-on portion of API 
20 service 742 that integrates readily with a preexisting API service 

is provided to support VDE function calls. A pre-existing API 
service integrated with an add-on portion supports an enhanced 
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set of operating system calls including both calls to VDE 
functions 604 and calls to fiinctions 606 other than VDE 
functions (see Figure llA). The add-on portion of API service 
742 may translate VDE function calls into RPG calls for routing 
by RFC manager 732. 

ROS 602 may use a standard communications manager 
776 provided by the preexisting operating system, or it may 
provide "add ons"" and/or substitutions to it that may be readily 
integrated into it. Redirector 684 may provide this integration 
function. 

This leaves a requirement for ROS 602 to integrate with a 
preexisting file system 687. Redirector 684 provides this 
integration function. 

In this integration scenario, file system 687 of the 
preexisting operating system is used for all accesses to secondary 
storage. However, VDE objects 300 may be stored on secondary 
storage in the form of external object repository 728, file system 
687, or remotely accessible through communications manager 
776. When object switch 734 wants to access external object 



•301- 



wo 9607155 



PCr/US96A>2303 



repository 728, it makes a request to the object repository 
manager 770 that then routes the request to object repository 728 
or to redirector 692 (which in turn accesses the object in ffle 
system 687). 

5 

Generally, redirector 684 maps VDE object repository 728 
content into preexisting calls to ffle system 687. The redirector 
684 provides preexisting OS level information about a VDE object 
300, including mapping the object into a preexisting OS's name 
10 space. This permits seamless access to VDE protected content 

using "normal" ffle system 687 access techniques provided by a 
preexisting operating system. 

In the integration scenarios discussed above, each 
15 preexisting target OS ffle system 687 has different interface 

requirements by which the redirector mechanism 684 may be 
Tiooked." In general, since all commercially viable operating 
systems today provide support for network based volumes, ffle 
systems, and other devices (e.g., printers, modems, etc.), the 
redirector 684 may use low level network and ffle access "hooks" 
to integrate with a preexisting operating system. "Add-ons" for 



20 
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sujiportmg VDE functions 602 may use these existing hooks to 
integrate with a preexisting operating system. 

User Notification Service Manager 740 

5 User Notification Service Manager 740 and associated user 

notification exception interface fpop up") 686 provides ROS 602 
with an enhanced ability to communicate with a user of electronic 
appliance 600. Not all applications 608 may be designed to 
respond to messaging firom ROS 602 passed through API 682, 

10 and it may in any event be important or desirable to give ROS 

602 the ability to communicate with a user no matter what state 
an application is in. User notification services manager 740 and 
interface 686 provides ROS 602 with a mechanism to 
communicate directly with a user, instead of or in addition to 

15 passing a return call through API 682 and an application 608. 

This is similar, for example, to the ability of the Windows 
operating system to display a tiser message in a "dialog box" that 
displays "on top of a running application irrespective of the state 
of the application. 

20 

The User Notification 686 block in the preferred 
embodiment may be implemented as application code. The 
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implementation of interface 740a is preferably built over 
notification service manager 740, which may be implemented as 
part of API service manager 742. Notification services manager 
740 in the preferred embodiment provides notification support to 
dispatch specific notifications to an appropriate user process via 
the appropriate API return, or by another path. This mechanism 
permits notifications to be routed to any authorized process— not 
just back to a process that specified a notification mechanism. 

API Service Manager 742 

The preferred embodiment API Service Manager 742 is 
implemented as a service interface to the RPC service manager 
732. All user API requests are built on top of this basic interface. 
The API Service Manager 742 preferably provides a service 
instance for each running user appUcation 608. 

Most RPC calls to ROS functions supported by API Service 
Manager 742 in the preferred embodiment may map directly to 
service calls with some additional parameter checking. This 
20 mechanism pennits developers to create their own extended API 

libraries with additional or changed functionahty. 



10 



15 
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In the scenario discussed above in which ROS 602 is 
formed by integrating "add ons** with a preexisting operating 
system, the API service 742 code may be shared (e.g., resident in 
a host environment like a Windows DLL), or it may be directly 
5 linked with an appUcations's code — depending on an application 

programmer's implementation decision^ and/or the type of 
electronic appUance 600. The Notification Service Manager 740 
may be implemented within API 682. These components 
interface with Notification Service component 686 to provide a 
10 transition between system and user space. 

Secure Database Service Manager rSDSM9 744 

There are at least two ways that may be used for managing 
secure database 600: 
15 C a commercial database approach, and 

C a site record number approach. 

Which way is chosen may be based on the number of records that 
a VDE site stores in the secure database 610. 

20 The commercial database approach uses a commercial 

database to store securely wrappered records in a commercial 
database. This way may be preferred when there are a large 
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number of records that are stored in the secure database 610. 
This way provides h^gh speed access, efiBcient updates, and easy 
integration to host systems at the cost of resource usage (most 
commercial database managers use many system resources). 

5 

The site record number approach uses a "site record 
number* ("SRN") to locate records in the system. This scheme is 
preferred when the number of records stored in the secure 
database 610 is small and is not e^qpected to change extensively 
10 overtime. This way provides efficient resources use with limited 

update capabilities. SRNs permit further grouping of similar 
data records to speed access and increase performance. 

Since VDE 100 is highly scalable, different electronic 
15 appUances 600 may suggest one way more than the other. For 

example, in limited environments like a set top, PDA, or other 
low end electronic appliance, the SRN scheme may be preferred 
because it limits the amount of resources (memory and processor) 
required. When VDE is deployed on more capable electronic 
20 appliances 600 such as desktop computers, servers and at 

clearin^xises, the commercial database scheme may be more 
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desirable because it provides high performance in environments 
where resources are not limited. 

One difference between the database records in the two 
5 approaches is whether the records are specified using a Ml VDE 

ID or SRN. To translate between the two schemes, a SRN 
reference may be replaced with a VDE ID database reference 
wherever it occurs. Similarly, VDE IDs that are used as indices 
or references to other items may be replaced by the appropriate 
10 SRN value. 

In the preferred embodiment, a commercially available 
database manager 730 is used to maintain secure database 610. 
ROS 602 interacts with commercial database manager 730 
15 through a database driver 750 and a database interface 748. The 

database interface 748 betweai ROS 602 and external, third 
party database vendors* commercial database manager 730 may 
be an open standard to permit any database vendor to implement 
a VDE compliant database driver 750 for their products. 

20 

ROS 602 may encrypt each secure database 610 record so 
that a VDE-provided security layer is '^on top of* the commercial 
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database structure. In other words, SPE 736 may write secure 
records in sizes and formats that may be stored within a 
database record structure supported by commercial database 
manager 730. Commercial database manager 730 may then be 

5 used to organize, store, and retrieve the records. In some 

embodiments, it may be desirable to use a proprietary and/or 
newly created database manager in place of commercial database 
manager 730. However, the use of commercial database manager 
730 may provide certain advantages such as, for example, an 

10 ability to use already existing database management product(s). 

The Secure Database Services Manager TSDSM") 744 
makes calls to an underlying commercial database manager 730 
to obtain, modify, and store records in secure database 610. In 

15 the preferred embodiment, "SDSM" 744 provides a layer "on top 

of* the structure of commercial database manager 730. For 
example, all VDE-secure information is sent to commercial 
database manager 730 in encrypted form. SDSM 744 in 
conjunction with cache manager 746 and database interface 748 

20 may provide record management, caching (using cache manager 

746), and related services (on top of) commercial database 
systems 730 and/or record managers. Database Interface 748 
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and cache manager 746 in the preferred embodiment do not 
present their own RSI, but rather the RPC Manager 732 
commtmicates to them through the Secure Database Manager 
RSI 744a. 

5 

Name ServiceB Manager 762 

The Name Services Manager 752 supports three 
subservices: user name services, host name services, and 
services name services. User name services provides mapping 

10 and lookup between user name and user ID numbers, and may 

abo support other aspects of user-based resource and information 
security. Host name services provides mapping and lookup 
between the names (and other information, such as for example 
address, communications connection/routing information, etc.) of 

15 other processing resources (e.g., other host electronic appliances) 

and VDE node IDs. Services name service provides a mapping 
and lookup between services names and other pertinent 
information such as coimection information (e.g., remotely 
available service routing and contact information) and service 

20 IDs. 
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Name Services Manager 752 in the preferred embodiment 
is connected to External Services Manager 772 so that it may 
provide external service routing information directly to the 
external services manager. Name services manager 752 is also 
5 connected to secure database manager 744 to permit the name 

services manager 752 to access name services records stored 
within secure database 610. 



External Services Manager 772 & Services Transport Layer 786 

10 The External Services Manager 772 provides protocol 

support capabilities to interface to external service providers. 
External services manager 772 may, for example, obtain external 
service routing information from name services manager 752, 
and then initiate contact to a particular external service (e.g., 

15 another VDE electronic appliance 600, a financial clearinghouse, 

etc.) through communications manager 776. External services 
manager 772 uses a service transport layer 786 to supply 
commxmications protocols and other information necessary to 
provide communications. 



20 



There are several important examples of the use of 
External Services Manager 772. Some VDE objects may have 
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some or all of their content stored at an Object Repository 728 on 
an electronic appliance 600 other than the one operated by a user 
who has, or wishes to obtain^ some usage rights to such VDE 
objects. In this case, External Services Manager 772 may 
5 manage a coxmedion to the electronic appliance 600 where the 

VDE objects desired (or their content) is stored. In addition, file 
system 687 may be a network file system (e.g., Netware, 
LANtastic, NFS, etcO that allows access to VDE objects using 
redirecter 684. Object switch 734 cdso supports this capability. 

10 

If External Services Manager 772 is used to access VDE 
objects, many different techniques are possible. For example, the 
VDE objects may be formatted for use with the World Wide Web 
protocols (HTML, HTTP, and URL) by including relevant 
15 headers, content tags, host ID to URL conversion (e.g., using 

Name Services Manager 752) and an HTTP-aware instance of 
Services Transport Layer 786. 

In other examples, External Services Manager 772 may be 
20 used to locate, connect to, and utilize remote event processing 

services; smart agent execution services (both to provide these 
services and locate them); certification services for Public Keys; 
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remote Name Services; and other remote functioiis either 
supported by ROS 602 RPCs (e.g., have RSIs), or xising protocols 
supported by Services Transport Layer 786. 

5 Outgoing Administrative Olqeet Manager 764 

Outgoing administrative object manager 754 receives 
administrative objects from object switch 734, object repository 
manager 770 or other source for transmission to another VDE 
electronic appliance. Outgoing administrative object manager 

10 754 takes care of sending the outgoing object to its proper 

destination. Outgoing administrative object manager 754 may 
obtain routing information from name services manager 752, and 
may use communications service 776 to send the object. 
Outgoing administrative object manager 754 typically maintains 

15 records (in concert with SPE 503) in secvire database 610 (e.g., 

shipping table 444) that reflect when objects have been 
successfully transmitted, when an object should be transmitted, 
and other information related to transmission of objects. 



20 Incoming Administrative Object Manager 756 

Incoming administrative object manager 756 receives 
administrative objects from other VDE electronic appliances 600 



-312- 



wo 96/27155 PCT/US9M2303 

via communications manager 776. It may route the object to 
object repository manager 770, object switch 734 or other 
destination. Incoming administrative object manager 756 
typically Tnflinfj>iTi« records (in concert with SPE 503) in secure 
5 database 610 (e.g., receiving table 446) that record which objects 

have been received, objects esqpected for receipt, and other 
infonnation related to received and/or expected objects. 

Object Repository Manager 770 

10 Object repository manager 770 is a form of database or file 

manager. It manages the storage of VDE objects 300 in object 
repository 728, in a database, or in the file system 687. Object 
repository manager 770 may also provide the ability to browse 
and/or search information related to objects (such as simmiaries 

15 of content, abstracts, reviewers' commentary, schedules, 

promotional materials, etc.), for example, by using 
INFORMATION methods associated with VDE objects 300. 

Object Submittal Manager 774 

20 Object submittal manager 774 in the preferred 

embodiment provides an interface between an application 608 
and object switch 734, and thus may be considered in some 
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respects part of API 682. For example, it may aUow a user 
application to create new VDE objects 300. It may also allow 
incoming/outgoing administrative object managers 756, 754 to 
create VDE objects 300 (administrative objects). 

5 

Figure 12A shows how object submittal manager 774 may 
be used to communicate with a user of dectronic appliance 600 to 
help to create a new VDE object 300. Figure 12A shows that 
object creation may occur in two stages in the prrferred 
10 embodiment: an object definition stage 1220, and an object 

creation stage 1230. The role of object submittal manager 774 is 
indicated by the two different "user input" depictions (774(1), 
774(2)) shown in Figure 12A. 

15 In one of its roles or instances, object submittal manager 

774 provides a user interface 774a that allows the user to create 
an object configuration file 1240 specifying certain characteristics 
of a VDE object 300 to be created. This user interface 774a may, 
for example, allow the user to specify that she wants to create an 

20 object, allow the liser to designate the content the object will 

contain, and aDow the user to specify certain other aspects of the 
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information to be contained within the object (e.g., rules and 
control information, identifying information, etc). 

Part of the object definition task 1220 in the preferred 
5 CTibodiment may be to analyze the content or other information 

to be placed within an object. Object definition \iser interface 
774a may issue calls to object switch 734 to analyze "content" or 
other information that is to be included within the object to be 
created in order to define or organize the content into "atomic 
10 elements" specified by the user. As explained elsewhere herein, 

such "atomic element" organizations mi^t, for example, break 
up the content into paragraphs, pages or other subdivisions 
specified by the user, and mi^t be explicit {e.g., inserting a 
control character between each "atomic element") or implicit. 
15 Object switch 734 may receive static and dynamic content (e.g., 

by way of time independent stream interface 762 and real time 
stream interface 760), and is capable of accessing and retrieving 
stored content or other information stored within file system 687. 

20 The result of object definition 1240 may be an object 

configuration file 1240 specifying certain parameters relating to 
the object to be created. Such parameters may include, for 
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example, map tables, key management specifications, and event 
method parameters. The object construction stage 1230 may 
take the object configuration file 1240 and the information or 
content to be included within the new object as input, construct 
5 an object based on these inputs, and store the object within object 

repository 728. 

Object construction stage 1230 may use information in 
object configuration file 1240 to assemble or modify a container. 
10 This process typically involves communicating a series of events 

to SPE 503 to create one or more PERCs 808, public headers, 
private headers, and to encrypt content, all for storage in the new 
object 300 (or within secure database 610 within records 
associated with the new object). 

15 

The object configuration file 1240 may be passed to 
container manager 764 within object switch 734. Container 
manager 734 is responsible for constructing an object 300 based 
on the object configuration file 1240 and further user input. The 
20 user may interact with the object construction 1230 through 

another instance 774(2) of object submittal manager 774. In this 
further user interaction provided by object submittal manager 
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774, the user may specify permissions, rules and/or control 
information to be applied to or associated with the new object 
300. To specify permissions, rules and control information, object 
submittal manager 774 and/or container manager 764 within 
5 object switch 734 generally will, as mentioned above, need to 

issue calls to SPE 503 (e.g., through gateway 734) to cause the 
SPE to obtain appropriate information from secure database 610, 
generate appropriate database items, and store the database 
items into the secure database 610 and/or provide them in 

10 encrypted, protected form to the object switch for incorporation 

into the object. Stich information provided by SPE 503 may 
include, in addition to encrypted content or other information, 
one or more PERCs 808, one or more method cores 1000', one or 
more load modides 1100, one or more data structures such as 

15 UDEs 1200 and/or MDEs 1202, along with various key blocks, 

tags, public and private headers, and error correction 
information. 

The container manager 764 may, in cooperation with SPE 
20 503, construct an object container 302 based at least in part on 

parameters about new object content or other information as 
specified by object configuration file 1240. Container manager 
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764 may then insert into the container 302 the content or other 
information (as encrypted by SPE 503) to be included in the new 
object. Container manager 764 may also insert appropriate 
permissions, rules and/or control information into the container 
302 (this permissions, rules and/or control information may be 
defined at least in part by user interaction through object 
submittal manager 774, and may be processed at least in part by 
SPE 503 to create secure data control structures). Container 
manager 764 may then write the new object to object repository 
687, and the user or the electronic appHance may "register" the 
new object by including appropriate information within secure 
database 610. 



GommnnicationB Subsystem 776 

Communications subsystem 776, as discussed above, may 
be a conventional communications service that provides a 
network manager 780 and a mail gateway manager 782. Mail 
filters 784 may be provided to automatically route objects 300 
and other VDE information to/firom the outside world. 
Communications subsystem 776 may support a real time content 
feed 684 from a cable, satellite or other telecommunications link. 
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Secure ProcesBing Environment 603 

As discussed above in connection with Figure 12, each 
electronic appliance 600 in the preferred embodiment includes 
one or more SPEs 503 and/or one or more HPEs 655. These 
secure processing environments each provide a protected 
execution space for performing tasks in a secure maimer. They 
may fulfill service requests passed to them by ROS 602, and they 
may themselves generate service requests to be satisfied by other 
services within ROS 602 or by services provided by another VDE 
electronic appliance 600 or computer. 

In the preferred embodiment, an SPE 503 is supported by 
the hardware resources of an SPU 500. An HPE 655 may be 
supported by general purpose processor resources and rely on 
software techniques for security/protection. HPE 655 thus gives 
ROS 602 the capabiUty of assembling and executing certain 
component assemblies 690 on a general purpose CPU such as a 
microcomputer, minicomputer, mainframe computer or 
supercomputer processor. In the preferred embodiment, the 
overall software architecture of an SPE 503 may be the same as 
the software architecture of an HPE 655. An HPE 655 can 
"emulate'* SPE 503 and associated SPU 500, i.e., each may 
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include services and resources needed to support an identical set 
of service requests from ROS 602 (alUiou^ ROS 602 may be 
restricted from sending to an HPE certain highly secure tasks to 
be racecuted only within an SPU 500). 

Some electronic appliance 600 configurations might include 
both an SPE 503 and an HPE 655. For example, the HPE 655 
could perform tasks that need lesser (or no) security protections, 
and the SPE 503 could perform all tasks that require a high 
degree of security. This ability to provide serial or concurrent 
processing using multiple SPE and/or HPE arrangements 
provides additional flexibihty, and may overcome limitations 
imposed by Umited resources that can practically or cost- 
effectively be provided within an SPU 500. The cooperation of 
an SPE 503 and an HPE 655 may, in a particular appUcation, 
lead to a more efficient and cost effective but nevertheless secure 
overall processing environment for supporting and providing the 
secure processing required by VDE 100. As one example, an 
HPE 655 could provide overall processing for allowing a user to 
manipxilate released object 300 'contents,' but use SPE 503 to 
access the secure object and release the information from the 
object. 
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Figure 13 shows the software architecture of the preferred 
embodiment Secure Processing Environment (SPE) 503. This 
architecture may also apply to the preferred embodiment Host 
Processing Environment (HPE) 655. Protected Processing 
5 Environment** (TPPE**) 650 may refer generaDy to SPE 503 and/or 

HPE 655. Hereinafter, unless context indicates otherwise, 
references to any of TPE 650," HPE 655" and ''SPE 503" may 
refer to each of them. 



10 As shown in Figure 13, SPE 503 (PPE 650) includes the 

following service managers/major functional blocks in the 

preferred embodiment: 

Kernel/Dispatcher 552 

C Channel Services Manager 562 
15 C SPE RPC Manager 550 

C Time Base Manager 554 

C Encryption/Decryption Manager 556 

C Key and Tag Manager 558 

C Summary Services Manager 560 
20 C Authentication Manager/Service Communications 

Manager 564 

C Random Value Generator 565 
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G Secure Database Manager 566 
C Other Services 592. 

Each of the major functional blocks of PPE 650 is discussed 
5 in detail below. 

I. SPEEexnd/DiBpatelx«rS62 

The Kernel/Dispatcher 552 provides an operating system 
Tcemel" that runs on and manages the hardware resources of 

10 SPU500. This operating system "kernel" 552 provides a self- 

contained operating system for SPU 500; it is also a part of 
overall ROS 602 (which may include multiple OS kernels, 
including one for each SPE and HPE ROS is 
controlling/managing). Kernel/dispatcher 552 provides SPU task 

15 and memory management, supports internal SPU hardware 

interrupts, provides certain low level services," manages DTD" 
data structures, and manages the SPU bus interface unit 530. 
Kernel/dispatcher 552 also includes a load module execution 
manager 568 that can load programs into secure execution space 

20 for execution by SPU 500. 
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In the preferred embodiment, kernel/dispatcher 552 may 
indude the following software/functional components: 

load module execution manager 568 

task manager 576 
5 memory manager 578 

virtual memory manager 580 

"low level' services manager 582 

internal interrupt handlers 584 

BIU handler 586 (may not be present in HOPE 655) 
10 Service interrupt queues 588 

DTD Interpreter 590. 

At least parts of the kernel/dispatcher 552 are preferably 
stored in SPU firmware loaded into SPU ROM 532. An example 

15 of a memory map of SPU ROM 532 is shown in Figure 14A. This 

memory map shows the various components of kernel/dispatcher 
552 (as well as the other SPE services shown in Figure 13) 
residing in SPU ROM 532a and/or EEPROM 532b. The Fig\ire 
14B example of an NVRAM 534b memory map shows the task 

20 manager 576 and other information loaded into NVRAM. 
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One of the functions peifoimed by kernel/dispatcher 552 is 
to receive RPC calls from ROS RPC manager 732. As explained 
above, the ROS Kernel RPC manager 732 can route RPC calls to 
the SPE 503 <via SPE Device Driver 736 and its associated RSI 
736a) for action by the SPE. The SPE kernel/dispatcher 552 
receives these calls and either handles them or passes them on to 
SPE RPC manager 550 for routing internally to SPE 503. SPE 
503 based processes can also generate RFC requests. Some of 
these requests can be processed internally by the SPE 503. If 
they are not internally serviceable, they may be passed out of the 
SPE 503 through SPE kernel/dispatcher 552 to ROS RPC 
manager 732 for routing to services external to SPE 503. 

A. Kemel/DiBpatcfaerTaakMasagemAnt 

Kernel/dispatcher task manager 576 schedules and 
oversees tasks executing within SPE 503 (PPE 650). SPE 503 
supports many types of tasks. A "channel" (a special type of task 
that controls execution of component assemblies 690 in the 
preferred embodiment) is treated by task manager 576 as one 
type of task. Tasks are submitted to the task manager 576 for 
execution. Task manager 576 in turn ensures that the SPE 
503/SPU 500 resources necessary to execute the tasks are made 
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available, and then arranges for the SPU microprocessor 520 to 
execute the task. 

Any call to kernel/dispatcher 552 gives the kernel an 
5 opportunity to take control of SPE 503 and to change the task or 

tasks that are currently executing. Thus, in the preferred 
embodiment kernel/dispatcher task manager 576 may (in 
conjunction with virtual memory manager 580 and/or memory 
manager 578) "swap out" of the execution space any or aU of the 
10 tasks that are currently active, and "swap in" additional or 

dififerent tasks. 

SPE tasking managed by task manager 576 may be either 
"single tasking^ (meaning that only one task may be active at a 

15 time) or "multi-tasking" (meaning that mtdtiple tasks may be 

active at once). SPE 503 may support single tasking or multi- 
tasking in the preferred embodiment. For example, "high end" 
implementations of SPE 503 (e.g., in server devices) should 
preferably include multi-tasking with "preemptive scheduHng." 

20 Desktop apphcations may be able to use a simpler SPE 503, 

althou^ they may still require concurrent execution of several 
tasks. Set top applications may be able to use a relatively simple 
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implementation of SPE 503, supporting execution of only one 
task at a time. For exanq)le, a typical set top implementation of 
SPU 500 may perform simple metering, budgeting and billing 
using subsets of VDE methods combined into single "aggregate" 
5 load modules to permit the various methods to execute in a single 

tasking environment. However, an execution environment that 
supports only single *«»alring may limit use with more complex 
control structures. Such single tasking versions of SPE 503 trade 
flexibility in the number and iypes of metering and budgeting 

10 operations for smaUer run time RAM size requirements. Such 

implementations of SPE 503 may (depending upon memory 
limitations) also be limited to metering a single object 300 at a 
time. Of course, variations or combinations are possible to 
increase capabilities beyond a simple single tasking environment 

15 without incurring the additional cost required to support "full 

multitasking.'' 

In the preferred embodiment, each task in SPE 503 is 
represented by a "swap block," which may be considered a "task" 
20 in a traditional multitasking architecture. A "swap block" in the 

preferred embodiment is a bookkeeping mechanism used by task 
manager 576 to keep track of tasks and subtasks. It corresponds 
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to a chunk of code and associated references that "fits'* within the 
secure execution environment provided by SPU 500. In the 
preferred embodiment, it contains a list of references to shared 
data elements (e.g., load modules 1100 and UDEs 1200), private 
5 data elements (e.g., method data and local stack), and swapped 

process "contexf" information (e.g., the register set for the process 
when it is not processing). Figure 14C shows an example of a 
snapshot of SPU RAM 532 storing several examples of "swap 
blocks'* for a number of dififerent tasks/methods such as a 

10 "channel" task, a "control" task, an "event" task, a "meter" task, a 

"budget** task, and a "billing** task. Depending on the size of SPU 
RAM 532, "swap blocks** may be swapped out of RAM and stored 
temporarily on secondary storage 652 until their execution can be 
continued. Thus, SPE 503 operating in a multi-tasking mode 

15 may have one or more tasks "sleeping." In the simplest form, this 

involves an active task that is currently processing, and another 
task (e.g., a control task under which the active task may be 
running) that is "sleeping* and is "swapped out" of active 
execution space. Kernel/dispatcher 522 may swap out tasks at 

20 any time. 
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Task manager 576 may use Memory Manager 578 to help 
it perform this swapping operation. Tasks may be swapped out of 
the secure execution space by reading appropriate information 
from RAM and other storage internal to SPU 500, for example, 
and writing a "swap block" to secondary storage 652. Kernel 552 
may swap a task back into the secure execution space by reading 
the swap block from secondary storage 652 and writing the 
appropriate information back into SPU RAM 532. Because 
secondary storage 652 is not secure, SPE 503 must encrypt and 
ciyptographically seal (e.g., using a one-way hash function 
initialized with a secret vahie known only inside the SPU 500) 
each swap block before it writes it to secondary storage. The SPE 
503 must decrypt and verify the cryptographic seal for each swap 
block read fivm secondary storage 652 before the swap block can 
be returned to the secure execution space for further execution. 

Loading a "swap block" into SPU memory may require one 
or more "paging operations" to possibly first save, and then flush, 
any "dirty pages" (ie., pages changed by SPE 503) associated 
with the previously loaded swap blocks, and to load all required 
pages for the new swap block context. 
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KemeVdispatcher 522 preferably manages the "swap 
blocks" using service interrupt queues 588. These service 
interrupt queues 588 allow kernel/dispatcher 552 to track tasks 
(swap blocks) and their status (running, "swapped out,*" or 
5 '^asleep*). The kernel/dispatcher 552 in the preferred 

embodiment may maintain the following service interrupt queues 
588 to help it manage the "swap blocks'": 
RUN queue 
SWAP queue 

10 SLEEP queue. 

Those tasks that are completely loaded in the execution space 
and are waiting for and/or using execution cycles firom 
microprocessor 502 are in the RUN queue. Those tasks that are 
"swapped" out (e.g., because they are waiting for other swappable 

15 components to be loaded) are referenced in the SWAP queue. 

Those tasks that are "asleep** (e.g., because they are "blocked" on 
some resource other than processor cycles or are not needed at 
the moment) are referenced in the SLEEP queue. 
Kernel/dispatcher task manager 576 may, for example, transition 

20 tasks between the RUN and SWAP queues based upon a "round- 

robin** scheduling algorithm that selects the next task waiting for 
service, swaps in any pieces that need to be paged in, and 
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executes the task. KemeVdispatcher 552 task manager 576 may 
transition tasks between the SLEEP queue and the "awake" (i.e., 
RUN or SWAP) queues as needed. 

When two or more tasks try to write to the same data 
structure in a mxilti-tasking environment, a situation exists that 
may result in "deadly embrace" or "task starvation." A "multi- 
threaded" tasking arrangement may be used to prevent "deadly 
embrace" or "task starvation" from happening. The preferred 
embodiment kernel/dispatcher 552 may support "single threaded" 
or "multi-threaded" tasking. 

In single threaded applications, the kemeydispatcher 552 
"locks" individual data structures as they are loaded. Once 
locked, no other SPE 503 task may load them and will "block" 
waiting for the data structure to become available. Using a 
single threaded SPE 503 may, as a practical matter, limit the 
abihty of outside vendors to create load modules 1100 since there 
can be no assurance that they will not cause a "deadly embrace" 
with other VDE processes about which outside vendors may 
know littte or nothing. Moreover, the context swapping of a 
partially updated record might destroy the integrity of the 
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system, permit mmxetered use, and/or lead to deadlock. In 
addition, such loddng^ imposes a potentially indeterminate 
delay into a typically time critical process, may limit SPE 503 
throughput, and may increase overhead. 

This issue notwithstanding, there are other signi&ant 
processing issues related to building single-threaded versions of 
SPE 503 that may limit its usefulness or capabilities imder some 
circumstances. For example, multiple concurrentiy executing 
tasks may not be able to process using the same oflen*needed 
data structure in a single-threaded SPE 503. This may 
effectively limit the number of concurrent tasks to one. 
Additionally, single-threadedness may eliminate the capabihty of 
producing accurate siunmary budgets based on a number of 
concurrent tasks since mtdtiple concurrent tasks may not be able 
to effectively share the same summary budget data structure. 
Single-threadedness may also eliminate the capability to support 
audit processing concurrentiy with other processing. For 
example, real-time feed processing might have to be shut down in 
order to audit budgets and meters associated with the monitoring 
process. 
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One way to provide a more workable "single-threaded" 
capabiHty is for kernel/dispatcher 552 to use virtual page 
handling algorithms to track "dirty pages" as data areas are 
written to. The "dirty pages" can be swapped in and out with the 
task swap block as part of local data associated with the swap 
btock. When a task exits, the "dirty pages" can be merged with 
the current data structure (possibly updated by another task for 
SPU 500) using a three-way meige algorithm (i.e., merging the 
original data structure, the current data structure, and the "dirty 
pages" to form a new current data structure). During the update 
process, the data structure can be locked as the pages are 
compared and swapped. Even thou^ tins virtual paging solution 
mi^t be workable for allowing single threading in some 
appUcations, the vendor limitations mentioned above may limit 
the use of such single threaded implementations in some cases to 
dedicated hardware. Any implementation tiiat supports multiple 
users (e.g., "smart home" set tops, many desk tops and certain 
PDA applications, etc.) may hit limitations of a single threaded 
device in certain circumstances. 

It is preferable when these limitations are unacceptable to 
use a full "multi-threaded" data structure write capabiUties. For 
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example, a type of "two-phase commit" processiog of the type 
used by database vendors may be used to allow data structure 
sharing between processes. To implement this 'two-phase 
commit' process, each swap block may contain page addresses for 
5 additional memory blocks that will be used to store changed 

information. A change page is a local copy of a piece of a data 
element that has been written by an SPE process. The changed 
page(s) references associated with a spedfic data structure are 
stored locally to the swap blodc in the preferred embodiment. 

10 

For example, SPE 503 may support two (change pages) per 
data structure. This limit is easily alterable by changing the size 
of the swap block structure and allowing the update algorithm to 
process all of the changed pages. The "commit" process can be 

15 invoked when a swap block that rrferences changed pages is 

about to be discarded. The commit process takes the original 
data element that was originally loaded (e.g., UDEq), the current 
data element (e.g., UDE,^) and the changed pages, and merges 
them to create a new copy of the data element (e.g., UDEj^^j). 

20 Differences can be resolved by the DTD interpreter 590 using a 

DTD for the data element. The original data element is 
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discarded (e.g., as determined by its DTD use count) if no other 
swap block references it. 



B. Eemel/DiBpatcher Memory Management 

Memory manager 578 and virtual memory manager 580 in 
the preferred embodiment manage ROM 532 and RAM 534 
memory within SPU 500 in the preferred embodiment. Virtual 
memory manager 580 provides a fully "virtual" memory system to 
increase the amount of "virtual" RAM available in the SPE 
secure execution space beyond the amount of physical RAM 534a 
provided by SPU 500. Memory manager 578 manages the 
memory in the secure execution space, controlling how it is 
accessed, allocated and deallocated. SPU MMU 540, if present, 
supports virtual memory manager 580 and memory manager 578 
in the preferred embodiment. In some "minimal" configurations 
of SPU 500 there may be no virtual memory capability and all 
memory management functions will be handled by memory 
manager 578. Memory management can also be used to help 
enforce the security provided by SPE 503. In some classes of 
SPUs 500, for example, the kernel memory manager 578 may use 
hardware memory management \init (MMU) 540 to provide page 
level protection within the SPU 500. Such a hardware-based 
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memoiy management system provides an effective mechanism 
for protecting VDE component assemblies 690 firom compromise 
by "rogue"* load modules* 

5 In addition, memory management provided by memory 

manager 578 operating at least in part based on hardware-based 
MMU 540 may securely implement and enforce a memory 
architecture providing multiple protection domains. In such an 
architecture, memory is divided into a plurality of domains that 

10 are largely isolated firom each other and share only specific 

memory areas under the control of the memory manager 578. An 
executing process carmot access memory outside its domain and 
can only communicate with other processes through services 
provided by and mediated by privileged kernel/dispatcher 

15 software 552 within the SPU 500. Such an architecture is more 

secure if it is enforced at least in part by hardware within MMU 
540 that cannot be modified by any software-based process 
executing within SPU 500. 



20 In the preferred embodiment, access to services 

implemented in the ROM 532 and to physical resources such as 
NVRAM 534b and RTC 528 are mediated by the combination of 
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privileged kernel/dispatcher software 552 and hardware within 
MMU 540. ROM 532 and RTC 528 requests are privileged in 
order to protect access to critical system component routines (e.g., 
RTC 528). 

5 

Memory manager 578 is responsible for allocating and 
deallcKrating memory; supervising sharing of memory resources 
between processes; and enforcing memory accessAise restriction. 
The SPE kernel/dispatcher memory manager 578 typically 

10 initially allocates all memory to kernel 552, and may be 

configured to permit only process-level access to pages as they 
are loaded by a specific process. In one example SPE operating 
system configuration, memory manager 578 allocates memory 
using a simplified allocation mechanism. A list of each memoxy 

15 page accessible in SPE 503 may be represented using a bit map 

allocation vector, for example. In a memory block, a group of 
contiguous memory pages may start at a specific page nvunber. 
The size of the block is measured by the number of memory pages 
it spans. Memory allocation may be recorded by setting/clearing 

20 the appropriate bits in the allocation vector. 
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To assist in memory management functions, a "dope 
vector" may be prepended to a memory block. The "dope vector*' 
may contain information allowing memory manager 578 to 
manage that memory block. La its simplest form, a memory block 
5 may be structured as a "dope vector* followed by the actual 

memory area of the block. This "dope vectof may include the 
block number, support for dynamic paging of data elements, and 
a marker to detect memory overwrites. Memory manager 578 
may track memory blocks by their block number and convert the 
10 block niunber to an address before use. All accesses to the 

memory area can be automatically offset by the size of the "dope 
vector" during conversion from a block memory to a physical 
address. "Dope vectors" can also be used by virtual memory 
manager 580 to help manage virtual memory. 

15 

The ROM 532 memory management task performed by 
memory manager 578 is relatively simple in the preferred 
embodiment. All ROM 532 pages may be flagged as "read only" 
and as "non-pagable." EEPROM 532B memory management 
20 may be slightly more complex since the "bum count" for each 

EEPROM page may need to be retained. SPU EEPROM 532B 
may need to be protected from all uncontrolled writes to conserve 
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the limited writable lifetime of certain types of this memory. 
PurUiermore, EEPROM pages may in some cases not be the 
same size as memory management address pages. 

5 SPU NVRAM 534b is preferably battery backed RAM that 

has a few access restrictions. Memory manager 578 can ensure 
control structures that must be located in NVRAM 534b are not 
relocated during "garbage collection" processes. As discussed 
above, memory manager 578 (and MMU 540 if present) may 

10 protect NVRAM 534b and RAM 534a at a page level to prevent 

tampering by other processes. 

Virtual memory manager 580 provides paging for 
programs and data between SPU external memory and SPU 

15 internal RAM 534a. It is likely that data structures and 

executable processes will exceed the limits of any SPU 500 
internal memory. For example, PERCs 808 and other 
jEundamental control structures may be fairly large, and "bit map 
meters" may be, or become, very large. This eventuality may be 

20 addressed in two ways: 

(1) subdividing load modules 1100; and 

(2) supporting virtual paging. 
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Load modules 1100 can be ''subdivided*' in that in many 
instances they can be broken up into separate components only a 
subset of which must be loaded for execution. Load modules 1100 
are the smallest pagable executable element in this example. 
Such load modules 1100 can be broken up into separate 
components (e.g., executable code and plural data description 
blocks), only one of which must be loaded for simple load modules 
to execute. This structure permits a load module 1100 to initially 
load only the executable code and to load the data description 
blocks into the other system pages on a demand basis. Many 
load modules 1100 that have executable sections that are too 
large to fit into SPU 500 can be restructured into two or more 
smaller independent load modules. Large load modules may be 
manually "split** into multiple load modules that are ''chained** 
together using exphcit load module references. 

Although ''demand paging** can be used to relax some of 
these restrictions, the preferred embodiment uses virtual paging 
to manage large data structures and executables. Virtual 
Memory Manager 580 "swaps" information (e.g., executable code 
and/or data structures) into and out of SPU RAM 534a, and 
provides other related virtual memory management services to 
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allow a full virtual memory management capability. Virtual 
memory management may be important to allow limited resource 
SPU 500 configurations to execute large and/or multiple tasks. 

5 C. SPE Load Module Ezeention Manager 568 

The SPE (HPE) load module execution manager CXMEM") 
568 loads executables into the memory managed by memory 
manager 578 and executes them. LMEM 568 provides 
mechanisms for tracking load modules that are currently loaded 
10 inside the protected execution environment. LMEM 568 also 

provides access to basic load modules and code fragments stored 
within, and thus always available to, SPE 503. LMEM 568 may 
be called, for example, by load modules 1100 that want to execute 
other load modules. 

15 

In the preferred embodiment, the load module execution 
manager 568 includes a load module executor ("program loader") 
570, one or more internal load modules 572, and library routines 
574. Load module executor 570 loads executables into memory 
20 (e.g., after receiving a memory allocation from memory manager 

578) for execution. Internal load module library 572 may provide 
a set of commonly used basic load modules 1100 (stored in ROM 
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532 or NVRAM 534b, for example). Library routines 574 may 
provide a set of commonly used code fragmentsAroutines (e.g., 
bootstrap routines) for execution by SPE 503. 

5 Library routines 574 may provide a standard set of library 

functions in ROM 532. A standard list of such library functions 
along with their entry points and parameters may be used. Load 
modules 1100 may call these routines (e.g., using an interrupt 
reserved for this purpose). Library calls may reduce the size of 

10 load modules by moving commonly used code into a central 

location and permitting a hi^er degree of code reuse. All load 
modules 1100 for use by SPE 503 are preferably referenced by a 
load module execution manager 568 that maintains and scans a 
list of available load modules and selects the appropriate load 

15 module for execution. Ifthe load module is not present within 

SPE 503, the task is "slept" and LMEM 568 may request that the 
load module 1100 be loaded from secondary storage 562. This 
request may be in the form of an RPC call to secure database 
manager 566 to retrieve the load module and associated data 

20 structures, and a call to encrypt/decrypt manager 556 to decrypt 

the load module before storing it in memory allocated by memory 
manager 578. 
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In somewhat more detail, the preferred embodiment 
executes a load module 1100 by passing the load module 
execution manager 568 the name (e.g., VDE ID) of the desired 
load module 1100. LMEM 568 first searches the list of ''in 
memory** and Hbuilt-in** load modules 572. If it cannot find the 
desired load module 1100 in the list, it requests a copy from the 
secure database 610 by issuing an RPC request that may be 
handled by ROS secure database manager 744 shown in Figure 
12. Load module execution manager 568 may then request 
memory manager 578 to allocate a memory page to store the load 
module 1100. The load module execution manager 568 may copy 
the load module into that memory page, and queue the page for 
decryption and security checks by encrypt/decxypt manager 556 
and key and tag manager 558. Once the page is decrypted and 
checked, the load module execution manager 568 checks the 
vahdation tag and inserts the load module into the hst of paged 
in modules and returns the page address to the caDer. The caller 
may then call the load module 1100 directly or allow the load 
module execution module 570 to make the call for it. 

Figure 15a shows a detailed example of a possible format 
for a channel header 596 and a channel 594 containing channel 
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detail records 594(1), 594(2), . . . 594(N). Channel header 596 
may indude a channel ID field 597(1), a user ID field 597(2), an 
object ID field 597(3), a field containing a reference or other 
identification to a "right" (Le., a collection of events supported by 

5 methods referenced in a PERC 808 and/or "user rights table" 464) 

597(4), an event queue 597(5), and one or more fields 598 that 
cross-reference particular event codes with channel detail records 
("CDRs"). Channel header 596 may also include a "jump" or 
reference table 599 that pennits addressing of elements within 

10 an associated component assembly or assembhes 690. Each CDR 

594(1), . . . 594(N) corresponds to a specific event (event code) to 
which channel 594 may respond, hi the preferred embodiment, 
these CDRs may include explicitiy and/or by reference each 
method core lOOON (or fragment thereof), load module 1100 and 

15 data structure(s), (e.g., URT, UDE 1200 and/or MDE 1202) 

needed to process the corresponding event. In the preferred 
embodiment, one or more of the CDRs (e.g., 594(1)) may reference 
a control method and a URT 464 as a data structure. 

20 Figure 15b shows an example of program control steps 

performed by SPE 503 to "open" a channel 594 in the preferred 
embodiment. In the preferred embodiment, a channel 594 
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provides event processing for a particular VDE object 300, a 
particular authorized user, and a particular "right* (Le., type of 
event). These three parameters may be passed to SPE 503. Part 
of SPE kernel/dispatcher 552 executing within a "channel 0" 
constructed by low level services 582 during a "bootstrap** routine 
may respond initially to this "open channel** event by allocating 
an available channel supported by the processing resources of 
SPE 503 (block 1125). This "channel 0** "open channel** task may 
then issue a series of requests to secure database manager 566 to 
obtain the "blueprint** for constructing one or more component 
assemblies 690 to be associated with channel 594 (block 1127). 
In the preferred embodiment, this "blueprint** may comprise a 
PERC 808 and/or URT 464. In may be obtained by using the 
"Object, User, Right** parameters passed to the "open channel** 
routine to "chain** together object registration table 460 records, 
tiser/object table 462 records, URT 464 records, and PERC 808 
records. This "open channel** task may preferably place calls to 
key and tag manager 558 to vahdate and correlate the tags 
associated with these various records to ensure that they are 
authentic and match. The preferred embodiment process then 
may write appropriate information to channel header 596 (block 
1129). Such information may include, for example, User ID, 
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Object ID, and a reference to the ''ri^t'* that the channel will 
process. The preferred embodiment process may next use the 
^blueprint" to access (e.g, the secure database manager 566 
and/or from load module execution manager library(ies) 568) the 
appropriate '•control method** that may be used to, in e£fect, 
supervise execution of all of the other methods 1000 within the 
channel 594 (block 1131). The process may next Tbind" this 
control method to the channel (block 1133), which step may 
include binding information from a URT 464 into the channel as 
a data structure for the control method. The process may then 
pass an ''initialization** event into channel 594 (block 1135). This 
"initialization'' event may be created by the channel services 
manager 562, the process that issued the original call requesting 
a service being fulfilled by the channel being built, or the control 
method just bound to the channel could itself possibly generate 
an initialization event which it would in effect pass to itself. 

In response to this "initialization** event, the control 
method may construct the channel detail records 594(1), . . . 
594(N) used to handle further events other than the 
"initialization** event. The control method executing "within** the 
channel may access the various components it needs to construct 
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associated component assemblies 690 based on the 1>lueprint'' 
accessed at step 1127 (block 1137). Each of these components is 
bound to the channel 594 (block 1139) by constructing an 
associated channel detail record specifying the method core(s) 
5 lOOON, load module(s) 1100, and associated data structure(s) (e.g., 

UDE(s) 1200 and/or MDE(s) 1202) needed to respond to the 
event. The number of channel detail records will depend on the 
number of events that can be serviced by the "right,** as specified 
by the 'T)lueprint" (i.e., URT 464). During this process, the 

10 control method will construct "swap blocks" to, in effect, set up all 

required tasks and obtain necessazy memory allocations firom 
kernel 562. The control method will, as necessary, issue calls to 
seoire database manager 566 to retrieve necessary components 
from secure database 610, issue calls to encrypt/decrypt manager 

15 556 to decrypt retrieved encrypted information, and issue calls to 

key and tag manager 558 to ensure that all retrieved components 
are vaHdated. Each of the various component assemblies 690 so 
constructed are Tbotmd" to the chazmel through the channel 
header event code/pointer records 598 and by constructing 

20 appropriate swap blocks referenced by channel detail records 

594(1), . . . 594(N). When this process is complete, the channel 
594 has been completely constructed and is ready to respond to 



-346- 



wo 9607155 



PCr/US9M»2303 



further events. As a last step, the Figure 15b process may, if 
desired, deallocate the "initialization'' event task in order to free 
up resources. 

5 Once a channel 594 has been constructed in this fashion, it 

will respond to events as they arrive. Channel services manager 
562 is responsible for dispatching events to channel 594. Each 
time a new event arrives (e.g., via an RFC call), channel services 
manager 562 examines the event to determine whether a channel 

10 already exists that is capable of processing it. If a channel does 

exist, then the channel services manager 562 passes the event to 
that channel To process the event, it may be necessary for task 
manager 576 to ''swap in'' certain "swappable blocks'' defined by 
the channel detail records as active tasks. In this way, 

15 executable component assembUes 690 formed during the channel 

open process shown in Figure 15b are placed into active secure 
execution space, the particular component assembly that is 
activated being selected in response to the received event code. 
The activated task will then perform its desired function in 

20 response to the event. 
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To destroy a channel, the various swap blocks defined by 
the channel detail records are destroyed, the identification 
information in the channel header 596 is wiped dean, and the 
channel is made available for re-allocation by the "channel 0" 
5 "open channel" task. 

D. SPEInterrnpt Handlers 584 

As shown in Figure 13, kernel/dispatcher 552 also provides 
internal interrupt handler(s) 584. These help to manage the 

10 resources of SPU 500. SPU 500 preferably executes in either 

"interrupt" or "polling" mode for all significant components. In 
polling mode, kernel/dispatcher 552 may poll each of the 
sections/circuits within SPU 500 and emulate an interrupt for 
them. The following interrupts are preferably supported by SPU 

15 500 in the preferred embodiment: 

C "tick" of RTC 528 
C interrupt from bus interface 530 
C power fail interrupt 
C watchdog timer interrupt 

20 C interrupt from encrypt/decrypt engine 522 

C memory interrupt (e.g., from MMU 540). 
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When an interrupt occurs, an interrupt controller within 
microprocessor 520 may cause the microprocessor to begin 
executing an appropriate interrupt handler. An interrupt 
handler is a piece of software/firmware provided by 
5 kernel/dispatcher 552 that allows microprocessor 520 to perform 

partictdar functions upon the occurrence of an interrupt. The 
interrupts may be "vectored" so that different interrupt sources 
may effectively cause different interrupt handlers to be executed. 

10 A ''timer tick" interrupt is generated when the real-time 

RTC 528 "ptilses " The timer tick interrupt is processed by a 
timer tick interrupt handler to calculate internal device date/time 
and to generate timer events for channel processing. 

15 The bus interface unit 530 may generate a series of 

interrupts. In the preferred embodiment, bus interface 530, 
modeled after a USART, generates interrupts for various 
conditions (e.g., ''receive buffer full," "transmitter buffer empty," 
and "status word change"). Kernel/dispatcher 552 services the 

20 transmitter buffer empty interrupt by sending the next character 

from the transmit queue to the bus interface 530. 
Kernel/dispatcher interrupt handler 584 may service the received 
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buffer full interrupt by reading a character, appending it to the 
current bixfifer, and processing the bufifer based on the state of the 
service engine for the bus interface 530. Kernel/dispatcher 552 
preferably processes a status word change interrupt and 
5 addresses the appropriate send/receive buffers accordingly. 

SPU 500 generates a power fail interrupt when it detects 
an imminent power fail condition. This may require immediate 
action to prevent loss of information. For example, in the 

10 preferred embodiment, a power fail interrupt moves all recently 

written information (Le., ""dirty pages") into non-volatile NVRAM 
534b, marks all swap blocks as '"swapped out," and sets the 
appropriate power fail flag to facilitate recovery processing. 
Kernel/dispatcher 552 may then periodically poll the ""power fail 

15 bit" in a status word until the data is cleared or the power is 

removed completely. 

SPU 500 in the example includes a conventional watchdog 
timer that generates watchdog timer interrupts on a regular 
20 basis. A watchdog timer interrupt handler performs internal 

device checks to ensure that tampering is not occurring. The 
internal clocks of the watchdog timer and RTC 528 are compared 
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1 



to ensure SPU 500 is not being paused or probed, and other 
internal checks on the operation of SPU 500 are made to detect 
tampering. 

5 The encryption/decryption engine 522 generates an 

interrupt when a block of data has been processed. The kernel 
interrupt handler 584 adjusts the processing status of the block 
being encrypted or decrypted, and passes the block to the next 
stage of processing. The next block scheduled for the encryption 
10 service then has its key moved into the encrypt/decrypt engine 

522, and the next cryptographic process started. 

A memory management tmit 540 interrupt is generated 
when a task attempts to access memory outside the areas 

15 assigned to it. A memory management interrupt handler traps 

the request, and takes the necessary action (e.g., by initiating a 
control transfer to memory manager 578 and/or virtual memory 
manager 580). Generally, the task will be failed, a page fault 
exception will be generated, or appropriate virtual memory 

20 page(s) will be paged in. 
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E. Kernel/Diflpatcher Low Loyal Services 682 

Low level services 582 in the preferred embodixnent 
provide low lever functions. These functions in the preferred 
embodiment may include, for example, power-on initialization, 
5 device POST, and failure recovery routines. Low level services 

582 may also in the preferred embodiment provide (either by 
themselves or in combination with authentication 
manager/service communications manager 564) download 
response-challenge and authentication communication protocols, 
10 and may provide for certain low level management of SPU 500 

memory devices such as EEPROM and FLASH memory (either 
alone or in combination with memory manager 578 and/or virtual 
memoiy manager 580). 



15 F. Kernel/Dispatcher BIU handler 686 

BIU handler 586 in the preferred embodiment manages 
the bus interface unit 530 (if present). It may, for example, 
maintain read and write buffers for the BIU 530, provide BIU 
startup initialization, etc. 

20 
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O. Eemel/DiBpatcher DTD Interpreter 690 

DTD interpreter 590 in the preferred embodiment handles 
data formatting issues. For example, the DTD interpreter 590 
may automatically open data structures such as UDEs 1200 
based on formatting instructions contained within DTDs. 

The SPE kernel/dispatcher 552 discussed above supports 
all of the other services provided by SPE 503. Those other 
services are discussed below. 



n. SPU Channel Services Manager 662 

"Channels'* are the basic task processing mechanism of 
SPE 503 (HPE 655) in the preferred embodiment. ROS 602 
provides an event-driven interface for ''methods." A "channer 

15 allows component assemblies 690 to service events. A ''channer 

is a conduit for passing ''events** from services supported by SPE 
503 (HPE 655) to the various methods and load modules that 
have been specified to process these events, and also supports the 
assembly of component assemblies 690 and interaction between 

20 component assemblies. In more detail, ''channel" 594 is a data 

structure maintained by channel manager 593 that 1:)inds'' 
together one or more load modules 1100 and data structures (e.g., 
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UDEs 1200 and/or MDEs 1202) into a component assembly 690. 
Channel services manager 562 causes load module execution 
manager 569 to load the component assembly 690 for execution, 
and may also be responsible for passing events into the channel 
5 594 for response by a component assembly 690. In the preferred 

embodiment, event processing is handled as a message to the 
channel service manager 562. 

Figure 15 is a diagram showing how the preferred 
10 embodiment channel services manager 562 constructs a 

"channel" 594, and also shows the relationship between the 
channel and component assemblies 690. Briefly, the SPE 
channel manager 562 establishes a "channel" 594 and an 
associated "channel header" 596. The channel 594 and its header 
15 596 comprise a data structure that "binds" or references elements 

of one or more component assemblies 690. Thus, the channel 594 
is the mechanism in the preferred embodiment that collects 
t(^ether or assembles the elements shown in Figure HE into a 
component assembly 690 that may be used for event processing. 

20 

The channel 594 is set up by the channel services manager 
562 in response to the occurrence of an event. Once the channel 
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is created, the channel services manager 562 may issue function 
calls to load module execution manager 568 based on the channel 
594. The load module execution manager 568 loads the load 
modules 1100 referenced by a channel 594. and requests 
execution services by the kernel/dispatcher task manager 576. 
The kernel/dispatcher 552 treats the event processing request as 
a task, and executes it by executing the code within the load 
modules 1100 referenced by the channel 

The channel services manager 562 may be passed an 
identification of the event (e.g., the "event code"). The channel 
services manager 562 parses one or more method cores 1000' that 
are part of the component assembly(ies) 690 the channel services 
manager is to assemble. It performs this parsing to determine 
which method(s) and data structure(s) are invoked by the type of 
event. Channel manager 562 then issues calls (e.g., to secure 
database manager 566) to obtain the methods and data 
structure(s) needed to build the component assembly 690. These 
caUed-for method(s) and data structure(s) (e.g., load modules 
1100, UDEs 1200 and/or MDEs 1202) are each decrypted using 
encrypt/decrypt manager 556 (if necessary), and are then each 
vahdated using key and tag manager 558. Channel manager 562 



-355- 



wo 96/27155 



PCT/US96/023a3 



constructs any necessary "jump table'' references to, in effect, 
'link'' or l>ind'' the elements into a single cohesive executable so 
the load module(s) can reference data structures and any other 
load module(s) in the component assembly. Channel manager 
562 may then issue calls to LMEM 568 to load the executable as 
an active task. 

Figure 15 shows that a channel 594 may reference another 
channel. An arbitrary niunber of channels 594 may be created by 
channel manager 594 to interact with one another. 

"Channel header" 596 in the preferred embodiment is (or 
references) the data structure(s) and associated control 
program(s) that queues events firom channel event sources, 
processes these events, and releases the appropriate tasks 
spediied in the "channel detail record"" for processing. A "channel 
detail record*" in the preferred embodiment links an event to a 
"swap block"* (i.e., task) associated with that event. The "swap 
block"" may reference one or more load modules 1100, UDEs 1200 
and private data areas required to properly process the event. 
One swap block and a corresponding channel detail item is 
created for each different event the channel can respond to. 
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In the preferred embodiment, Channel Services Manager 
562 may support the following (internal) calls to support the 
creation and maintenance of channels 562: 



Call Name 


Sonrce 


Description 


'Write 
Event" 


Write 


Wnx6S 811 event xu uie cnaTiTiei lur r copujxae uy 
thA rhannel. The Write Event call thus permit 
the caller to insert an event into the event 
queue associated with the channel. The event 
wiU be processed in turn by the channel 594. 


"Bind 
Item" 


loctl 


Binds an item to a channel with the 
appropriate processing algorithm. The Bind 
Item call permits the caller to bind a VDE item 
ID to a channel (e.g., to create one or more swap 
blocks associated with a channel). This call 
may manipulate the contents of individual 
swap blocks. 


"Unbind 
Item" 


loctl 


Unbinds an item from a channel with tlie 
appropriate processing algorithm. The Unbind 
Item call permits the caller to break the binding 
of an item to a swap block. This call may 
manipulate the contents of individual swap 
blocks. 



-357- 



W09«27155 FCr/OS96«23«3 



SPE BPC Manager 660 

As described in coimection with Figure 12, the architecture 
of ROS 602 is based on remote procedure calls in the preferred 
embodiment. ROS 602 includes an RPC Manager 732 that 
5 passes RPC calls between services each of which present an RPC 

service interface ("RSI") to the RPC manager. In the preferred 
embodiment, SPE 503 (HPE 655) is also built around the same 
RPC concept. The SPE 503 (HPE 655) may include a number of 
internal modular service providers each presenting an RSI to an 
10 RPC manager 550 internal to the SPE (HPE). These internal 

service providers may communicate with each other and/or with 
ROS RPC manager 732 (and thus, with any other service 
provided by ROS 602 and with external services), using RPC 
service requests. 

15 

RPC manager 550 within SPE 503 (HPE 655) is not the 
same as RPC manager 732 shown ia Figure 12, but it performs a 
similar function within the SPE (HPE): it receives RPC requests 
and passes them to the RSI presented by the service that is to 
20 fulfill tiie request. In tiie preferred embodiment, requests are 

passed between ROS RPC manager 732 and the outside world 
(i.e., SPE device driver 736) via the SPE (HPE) 
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Kernel/Dispatcher 552. Kernel/Dispatcher 552 may be able to 
service certain RPC requests itself, but in general it passes 
received requests to RPC manager 550 for routing to the 
appropriate service internal to the SPE (HPE). In an alternate 
5 embodiment, requests may be passed directly between the HPE, 

SPE, API, Notification interface, and other external services 
instead of routing them through the ROS RPC manager 732. The 
decision on which embodiment to use is part of the scalabiHty of 
the system; some embodiments are more efiBcient than others 
10 under various trafiBc loads and system configvtrations. Responses 

by the services (and additional service requests they may 
themselves generate) are provided to RPC Manager 550 for 
routing to other service(s) internal or external to SPE 503 (HPE 
655). 

15 

SPE RPC Manager 550 and its integrated service manager 
uses two tables to dispatch remote procedure calls: an RPC 
services table, and an optional RPC dispatch table. The RPC 
services table describes where requests for specific services are to 
20 be routed for processing. In the preferred embodiment, this table 

is constructed in SPU RAM 534a or NVRAM 534b, and lists each 
RPC service "registered" within SPU 500. Each row of the RPC 
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services table contains a service ID, its location and address, and 
a control byte. La simple implementations, the control byte 
indicates only that the service is provided internally or 
externally. In more complex implementations, the control byte 
5 can indicate an instance of the service (e.g., each service may 

have multiple "instances'" in a multi-tasking environment). ROS 
RPC manager 732 and SPE 503 may have symmetric copies of 
the RPC services table in the preferred embodiment. If an RPC 
service is not found in the RPC services table, SPE 503 may 
10 either reject it or pass it to ROS RPC manager 732 for service. 



The SPE RPC manager 550 accepts the request from the 
RPC service table and processes that request in accordance with 
the internal priorities associated with the specific service. In 

15 SPE 503, the RPC service table is extended by an RPC dispatch 

table. The preferred embodiment RPC dispatch table is 
organized as a list of Load Module references for each RPC 
service supported intemaUy by SPE 503. Each row in the table 
contains a load module ID that services the call, a control byte 

20 that indicates whether the call can be made from an external 

caller, and whether the load module needed to service the call is 
permanently resident in SPU 500. The RPC dispatch table may 
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be constructed in SPU ROM 532 (or EEPROM) when SPU 
firmware 508 is loaded into the SPU 500. If the RPC dispatch 
table is in EEPROM, it flexibly allows for updates to the services 
without load module location and version control issues. 

5 

In the preferred embodiment, SPE RPC manager 550 first 
references a service request against the RPC service table to 
determine the location of the service manager that may service 
the request. The RPC manager 550 then routes the service 

10 request to the appropriate service manager for action. Service 

requests are handled by the service manager within the SPE 503 
using the RPC dispatch table to dispatch the request. Once the 
RPC manager 550 locates the service reference in the RPC 
dispatch table, the load modtde that services the request is called 

15 and loaded using the load module execution manager 568. The 

load module execution manager 568 passes control to the 
requested load module after performing all required context 
configuration, or if necessary may first issue a request to load it 
firom the external management files 610. 

20 



-361- 



wo 9607155 



PCT/DS9M2303 



SPU Time Base Manager 664 

The ^fTTift base manager 554 supports calls that relate to 
the real time clock rRTC") 528. In the preferred embodiment, 
the time base manager 554 is always loaded and ready to respond 
5 to time based requests. 



The table below lists examples of basic calls that may be 
supported by the time base manager 554: 



Call Name 


Deecziption 1 


Indeoendent requests 1 


Get Time 


Returns the time (local, GMT, or ticks). 


Set time 


Sets the time in the RTC 528. Access to this 
command may be restricted to a VDE 
administrator. 


Adjust time 


Changes the time in the RTC 528. Access to 
this command may be restricted to a VDE 
administrator. 


Set Time 
Parameter 


Set GMT / local time conversion and the 
current and allowable magnitude of user 
adiustments to RTC 528 time. 


Channel Services Manager Requests 


Bind Time 


Bind timer services to a channel as an event 

source. 


Unbind 
Time 


Unbind timer services from a channel as an 
event source. 1 
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Call Name 


DeBcriptbn 


Set Alarm 


Sets an alarm notification for a specific time. 
The user will be notified by an alarm event at 
the time of the alaruL Parameters to this | 
request determine the event, fi^equency, and 
requested processincr for the alarm. 


1 Clear Alarm 


Cancels a requested alarm notification. 



5 SPU Encryptioii/Deeiyption Manager 556 

The Enoyption/Decryption Manager 556 supports calls to 
the various encryption/decryption techniques supported by SPE 
503/HPE 655. It may be supported by a hardware-based 
encryption/decryption engine 522 within SPU 500. Those 

10 encryption/decryption technologies not supported by SPU 

encrypt/decrypt engine 522 may be provided by encrypt/decrypt 
manager 556 in software. The primary btilk 
encryption/decryption load modules preferably are loaded at all 
times, and the load modules necessary for other algorithms are 

15 preferably paged in as needed. Thtjs, if the primary bulk 

encryption/decryption algorithm is DES, only the DES load 
modules need be permanently resident in the RAM 534a of SPE 
503/HPE 655. 
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The following are examples of RFC calls supported by 
Encxypt/Decrypt Manager 556 in the preferred embodiment: 



Call Name 


Description 


PK EncrvDt 


Encrypt a block using a PK (public key) 
algorithm. 


PK Decrypt 


Decrypt a block using a PK algorithm. 


DES 
Encrypt 


isncrypt a diock usiTig i/riO. 


DES 
Decrypt 


Decrypt a block using DES. 


RC^ 
Encrypt 


Encrypt a block using the RC-4 (or other bulk 
encryption) algorithm. 


RC^ 
Decrypt 


Decrypt a block usmg the RC-4 (or other bulk 
encryption) algorithm. 


iniufiuize 

DES 

Instance 


TnifinliTP nVl}? instance to be used 


Initialize 

RC-4 

Instance 


Initialize RC-4 instance to be used. 


Initialize 

MD5 

Instance 


Initialize MD5 instance to be used. 


Process MD5 
Block 


Process MD5 block. 
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The call parameters passed may include the key to be used; 
mode (encryption or decryption); any needed Initialization 
Vectors; the desired cryptographic operating (e.g., type of 
feedback); the identification of the cryptographic instance to be 
5 used; and the start address, destination address, and length of 

the block to be encrypted or decrypted. 



SPU Key and Tag Manager 658 

The SPU Key and Tag Manager 558 supports calls for key 
10 storage, key and management file tag look up, key convolution, 

and the generation of random keys, tags, and traiusaction 
numbers. 



The following table shows an example of a list of SPE/HPE 
15 key and tag manager service 558 caUs: 



1 Call Name 


Description 




Kev Reouests 




GetKev 


Retrieve the requested key. 




Set Kev 


Set (store) the specified key. 




Generate Key 


Generate a key (pair) for a specified algorithm 




Generate Convoluted 
Kev 


Generate a key using a specified convolution a 
and abrorithm parameter block. 


gorith 


1 Get Convolution 
i Algorithm 


Return the currently set (default) convolution 
parameters for a specific convolution al^orithr 
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Set Convolution 
Algorithm 



Sets the convolution parameters for a specific 
convolution algorithm (calling routine must pipvide 
tag to read returned contents). 



Tag Requests 



Get Tag 



Set Tag 



Get the validation (or other) tag for a specific ^ 
ED. 



DEIt 



Set the validation (or other) tag for a specific N|DE It 
ID to a known value. 



Calculate Hash Blocl 
Ntunber 



Calculate the Tiash block number" for a specif c VDE 
Item ID._ ^ 

Force 



Set Hash Parameter^ Set the hash parameters and hash algorithm. 

resynchronization of the hash table> 



Get Hash Parameter ; Retrieve the current hash parameters/algoritt: m 



Sjmchronize 
Management Files 



Synchronize the management files and rebuilc the h 
block tables based on information found in thejitables 
Reserved for VDE administrator. 



Keys and tags may be securely generated within SPE 503 
15 (HPE 655) in the preferred embodiment. The key generation 

algorithm is typically specific to each type of encryption 
supported. The generated keys may be checked for cryptographic 
weakness before they are used. A request for Key and Tag 
Manager 558 to generate a key, tag and/or transaction number 
20 preferably takes a length as its input parameter. It generates a 

random number (or other appropriate key value) of the requested 
length as its output. 

The key and tag manager 558 may support calls to retrieve 
specific keys fi-om the key storage areas in SPU 500 and any keys 
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Stored eztexnal to the SPU. The basic foxmat of the calls is to 
request keys by key type and key number. Many of the keys are 
periodically updated through contact with the VDE 
administrator, and are kept within SPU 500 in NVRAM 534b or 
5 EEPROM because these memories are secure, updatable and 

non-volatile. 

SPE 503/HPE 655 may support both I>ublic Key type keys 
and Bulk Encryption type keys. The public key (PK) encryption 

10 type keys stored by SPU 500 and managed by key and tag 

manager 558 may include, for example, a device public key, a 
device private key, a PK certificate, and a public key for the 
certificate. Generally, public keys and certificates can be stored 
externally in non-secured memory if desired, but the device 

15 private key and the public key for the certificate shoiild only be 
stored internally in an SPU 500 EEPROM or NVRAM 534b. 
Some of the types of bulk encryption keys used by the SPU 500 
may indude, for example, general-purpose bulk encryption keys, 
administrative object private header keys, stationary object 

20 private header keys, traveling object private header keys, 

download/initialization keys, backup keys, trail keys, and 
. management file keys. 
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As discussed above, preferred embodiment Key and Tag 
Manager 558 supports requests to ai^ust or convolute keys to 
make new keys that are produced in a deterministic way 
dependent on site and/or time, for example. Key convolution is 

5 an algorithmic process that acts on a key and some set of input 

parameter(s) to yield a new key. It can be used, for example, to 
increase the number of keys available for use without incurring 
additional key storage space. It may also be used, for example, as 
a process to "age" keys by incorporating the value of real-time 

10 RTC 528 as parameters. It can be \ised to make keys site specific 

by incorporating aspects of the site ID as parameters. 

Key and Tag Manager 558 also provides services relating 
to tag generation and management In the preferred 

15 embodiment, transaction and access tags are preferably stored by 

SPE 503 (HPE 655) in protected memory (e.g., within the 
NVRAM 534b of SPU 500). These tags may be generated by key 
and tag manager 558. They are used to, for example, check 
access rights to, validate and correlate data elements. For 

20 example, they may be used to ensure components of the secured 

data structures are not tampered with outside of the SPU 500. 
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Key and tag mcmager 558 may also support a trail transaction 
tag and a communications transaction tag. 

SPU Summary Services Manager 660 

SPE 503 maintains an audit trail in reprogrammable non- 
volatile memory within the SPU 500 and/or in secure database 
610. This audit trail may coxLsist of an audit summary of budget 
activity for financial purposes, and a security sxmmiary of SPU 
use. When a request is made to the SPU, it logs the request as 
having occurred and then notes whether the request succeeded or 
failed. AU successful requests may be simuned and stored by 
type in the SPU 500. Failure information, including the elements 
listed below, may be saved along with details of the failure: 



Control Infonnation Retained in an 
SPE on Access Failures 

Object ID 

User ID 

Type of failure 

Time of failure 



This information may be analyzed to detect cracking attempts or 
to determine patterns of usage outside expected (and budgeted) 
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norms. The audit trail histories in the SPU 500 may be retained 
until the audit is reported to the appropriate parties. This will 
allow both legitimate failure analysis and attempts to 
cryptoanalyze the SPU to be noted. 

Summary services manager 560 may store and maintain 
this internal sxunmary audit information. This audit information 
can be Tised to check for security breaches or other aspects of the 
operation of SPE 503. The event summaries may be maintained, 
analyzed and used by SPE 503 (HPE 655) or a VDE 
administrator to determine and potentially limit abuse of 
electronic appUance 600. In the preferred embodiment, such 
parameters may be stored in secure memory (e.g., within the 
NVRAM 534b of SPU 500). 

There are two basic structures for which summary services 
are used in the preferred embodiment. One (the "event summary 
data structure") is VDE administrator specific and keeps track of 
events. The event summary structure may be maintained and 
audited during periodic contact with VDE administrators. The 
other is used by VDE administrators and/or distributors for 
overall budget. A VDE administrator may register for event 
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summaries and an overall budget summary at the time an 
electronic appliance 600 is initialized. The overall budget 
summary may be reported to and used by a VDE administrator 
in determining distribution of consumed budget (for example) in 

5 the case of corruption of secure management files 610. 

Participants that receive appropriate permissions can register 
their processes (e.g., specific budgets) with summary services 
manager 560, which may then reserve protected memory space 
(e.g., within NVRAM 534b) and keep desired use and/or access 

10 parameters. Access to and modification of each summary can be 

controlled by its own access tag. 

The following table shows an example of a list of PPE 
stuxmiary service manager 560 service calls: 

15 



Call Name 


Description 


Create simunary 
info 


Create a summary service if the user 
has a "ticket" that permits her to 
request this service. 


Get value 


Return the current value of the 
summary service. The caller m\ist 
present an appropriate tag (and/or 
"ticket") to use this request. 


1 Set value 


Set the value of a summarv service. 



-371- 



PCT/DS9M)2303 



Increment 


Increment the specified summary 
Bervice(e.g.» a scalar meter summary 
data area). The caller must present 
an appropriate tag (and/or ''ticket'') to 
use this request. 


Destroy 


Destroy the specified summaiy service 
if the user has a tag and/or '^ticket" 
that permits them to request this 
service. 



5 In the preferred embodiment, the event summary data 

structure uses a fixed event number to index into a look up table. 
The look up table contains a value that can be configured as a 
counter or a cotmter plus limit. Coimter mode may be used by 
VDE administrators to determine device usage. The limit mode 

10 may be used to limit tampering and attempts to misuse the 

electronic appUance 600. Exceeding a limit will result in SPE 
503 (HPE 655) refusing to service user requests until it is reset 
by a VDE administrator. Calls to the system wide event 
summary process may preferably be built into all load modules 

15 that process the events that are of interest. 

The folloMong table shows examples of events that may be 
separately metered by the preferred embodiment event summary 
data structure: 
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Event Type 




Successful 


Tnitifllization completed successfully. 


Events 


User authentication accepted. 


CoTnTnimications established. 


Channel loads set for specified values. 


DeciTPtion completed. 


Key information updated. 


New budget created or existing budget 
updated. 


New billing information generated or 
existing billing updated. 


New meter set up or existing meter 
updated. 


New PERC created or existing PERC 
ixpdated. 


New objects registered. 


Administrative objects successfully 
processed. 


Audit processed successfully. 


All other events. 


Failed Events 


Imtialization failed. 


Authentication failed. 


CoTnmiinication attempt failed. 


Request to load a channel failed. 


V»Hdation attempt unsuccessful. 


T.inlc to subsidiary item failed correlation 
tasL match. 
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Authorization attempt failed. 




Decryptioii attempt failed. 




Available budget insuBBcient to complete 
requested procedure. 




Audit did not occtir. 




Administrative object did not process 
correctlv. 




Other failed events. 



Another, ''overall currency budget" summary data 
structure maintained by the preferred embodiment summary 
5 services manager 560 allows registration of VDE electronic 

appliance 600. The first entry is used for an overall currency 
budget consumed value, and is registered by the VDE 
administrator that first initializes SPE 503 (HPE 655). Certain 
currency consuming load modules and audit load modules that 
10 complete the auditing process for consimied currency budget may 

call the summary services manager 560 to update the currency 
consumed value. Special authorized load modules may have 
access to the overall currency summary, while additional 
simunaries can be registered for by individual providers. 

15 
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SPE Anthenticatum Manager/Service Gomnnudcations 
Manager 664 

The Authentication Manager/Service Communications 
5 Manager 564 supports calls for user password validation and 

"ticket" generation and validation. It may also support secure 
communications between SPE 503 and an external node or device 
(e.g., a VDE administrator or distributor). It may support the 
following examples of authentication-related service requests in 
10 the preferred embodiment: 



" 1 
Call Name 


Descrivtion 


Uaer ServicfiB 


Create User 


Creates a new user and stores Name Services 
Records (NSRs) for use by the Name Services 
Manager 752. 


Authenticate 
User 


Authenticates a user for use of the system. This 
request lets the caller authenticate as a specific 
user ID. Group membership is also authenticated 
by this request. The authentication returns a 
''ticket*' for the user. 


Delete User 


Deletes a user's NSR and related records. 


Tickfit Services J 


Generate Ticket 


Generates a ''ticket" for use of one or more 
services. 


- 

Authenticate 
Ticket 


Authenticates a "ticket."* 
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Not included in the table above are calls to the secure 
communications service. The secure communications service 
5 provided by manager 564 may provide (e.g., in conjunction with 

low-level services manager 582 if desired) secure commimications 
based on a public key (or others) challenge-response protocol 
This protocol is discussed in further detail elsewhere in this 
document. Tickets identify users with respect to the electronic 
10 appUance 600 in the case where the appliance may be used by 

multiple users. Tickets may be requested by and returned to 
VDE software apphcations through a ticket-granting protocol 
(e.g., Kerberos). VDE components may require tickets to be 
presented in order to authorize particular services. 

15 

SPE Secure Database Manager 566 

Secure database manager 566 retrieves, maintains and 
stores secure database records within secure database 610 on 
memory external to SPE 503. Many of these secure database 
20 files 610 are in encrypted form. All secure information retrieved 

by seciire database man£iger 566 therefore must be decrypted by 
encrypt/decrypt manager 556 before use. Secure information 
(e.g., records of use) produced by SPE 503 (HPE 655) which must 
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be stored external to the secure execution enviromnent are also 
encrypted by encrypt/decrypt manager 556 before they are stored 
via secure database manager 566 in a secure database file 610. 

5 For each VDE item loaded into SPE 503, Secure Database 

manager 566 in the preferred embodiment may search a master 
list for the VDE item ID, and then check the corresponding 
transaction tag against the one in the item to ensure that the 
item provided is the current item. Secure Database Manager 566 

10 may maintain Ust of VDE item ID and transaction tags in a "hash 

structure" that can be paged into SPE 503 to quickly locate the 
appropriate VDE item ID. In smaller systems, a look up table 
approach may be used. In either case, the list should be 
structured as a pagable structure that allows VDE item ID to be 

15 located quickly. 

The "hash based" approach may be used to sort the list into 
"hash buckets" that may then be accessed to provide more rapid 
and efficient location of items in the list. In the "hash based" 
20 approach, the VDE item IDs are "hashed" through a subset of the 

full item ID and organized as pages of the "hashed" table. Each 
"hashed" page may contain the rest of the VDE item ID and 
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current transaction tag for each item associated with that page. 
The "hash" table page number may be derived firom the 
components of the VDE item ID, such as distribution ID, item ID, 
site ID, user ID, transaction tag, creator ID, type and/or version. 
The hashing algorithm (both the algorithm itsdf and the 
parameters to be hashed) may be configurable by a VDE 
administrator on a site by site basis to provide optimum hash 
page xase. An example of a hash page structure appears below: 



10 



15 



20 



Field 



Hash Page Headar 



Distributor ID 



Item ID 



Site ID 



User ID 



Transaction Tag 



Hash Page Entry 



Creator ID 



Item ID 



Type 



Version 



Transaction Tag 



25 
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In this example, each hash page may contaiix all of the 
VDE item IDs and trazisaction tags for items that have identical 
distributor ID, item ID, and user ID fields (site ID will be fixed for 

a given electronic appliance 600). These four pieces of 
5 information may thus be used as hash algorithm parameters. 

The Tiash" pages may themselves be frequently updated, 
and should carry transaction tags that are checked each time a 
"hash" page is loaded. The transaction tag may also be updated 
10 each time a Tiash" page is written out. 

As an alternative to the hash-based approach, if the 
number of updatable items is kept small (such as in a dedicated 
consumer electronic appEance 600), then assigning each 

15 updatable item a iinique sequential site record number as part of 

its VDE item ID may allow a look up table approach to be used. 
Only a small number of bytes of transaction tag are needed per 
item, and a table transaction tag for all frequently updatable 
items can be kept in protected memory such as SPU NVRAM 

20 534b. 
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Random Value Generator Manager 566 

Random Value Generator Manager 565 may generate 
random values. If a hardware-based SPU random value 
generator 542 is present, the Random Value Generator Manager 
5 565 may use it to assist in generating random values. 

Other SPE EPC Serviees 592 

Other authorized KPC services may be included in SPU 
500 by having them ''register" themselves in the RPC Services 

10 Table and adding their entries to the RPC Dispatch Table. For 

example, one or more component assemblies 690 may be used to 
provide additional services as an integral part of SPE 503 and its 
associated operating system. Requests to services not registered 
in these tables will be passed out of SPE 503 (HPE 655) for 

15 external servicing. 



SPE 503 Performance Considerations 

Performance of SPE 503 (HPE 655) is a function of: 
C complexity of the component assembUes used 
20 C number of simultaneous component assembly operations 

C amoimt of internal SPU memory available 
C speed of algorithm for block encryption/decryption 
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The complexity of component assembly processes along 
with the number of simtiltaneous component assembly processes 
is perhaps the primaiy factor in determining performance. These 
factors combine to determine the amount of code and data and 
5 must be resident in SPU 500 at any one time (the miTiimnm 

device size) and thus the number of device size "chimks'' the 
processes must be broken down into. Segmentation inherently 
increases run time size over simpler models. Of course, feature 
limited versions of SPU 500 may be implemented using 

10 significantly smaller amounts of RAM 534. "Aggregate" load 

modules as described above may remove flexibility in configuring 
VDE structures and also further limit the ability of participants 
to individually update otherwise separated elements, but may 
result in a smaller mtTiiTWMm device size. A very simple metering 

15 version of SPU 500 can be constructed to operate with minimal 

device resources. 

The amoimt of RAM 534 internal to SPU 500 has more 
impact on the performance of the SPE 503 than perhaps any 
20 other aspect of the SPU. The flexible nature of VDE processes 

allows use of a large number of load modules, methods and user 
data elements. It is impractical to store more than a small 
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number of these items in ROM 532 within SPU 500. Most of the 
code and data structures needed to support a specific VDE 
process will need to be dynamically loaded into the SPU 500 for 
the specific VDE process when the process is invoked. The 

5 operating ^stem within SPU 500 then may page in the 

necessary VDE items to perform the process. The amount of 
RAM 534 within SPU 500 will directly determine how large any 
single VDE load module plus its required data can be, as well as 
the number of page swaps that will be necessary to run a VDE 

10 process. The SPU I/O speed, encryption/decryption speed, and 

the amount of internal memory 532, 534 will directly affect the 
number of page swaps required in the device. Insecure external 
memory may reduce the wait time for swapped pages to be loaded 
into SPU 500, but will still incur substantial 

15 encryption/decryption penalty for each page. 

In order to maintain security, SPE 503 must encrypt and 
cryptographically seal each block being swapped out to a storage 
device external to a supporting SPU 500, and must similarly 
20 decrypt, verify the cryptographic seal for, and vaHdate each block 

as it is swapped into SPU 500. Thus, the data movement and 
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encryption/decryption overhead for each swap block has a very 
large impact on SPE performance. 

The performance of an SPU microprocessor 520 may not 
5 significantly impact the performance of the SPE 503 it supports if 

the processor is not responsible for moving data through the 

encrypt/decrypt engine 522. 

VDE Secure Database 610 

10 VDE 100 stores separately deliverable VDE elements in a 

secure (e.g., encrypted) database 610 distributed to each VDE 
electronic appliance 610. The database 610 in the preferred 
embodiment may store and/or manage three basic classes of VDE 
items: 

15 VDE objects, 

VDE process elements, and 
VDE data structures. 

The following table lists examples of some of the VDE 
20 items stored in or managed by information stored in secure 

database 610: 
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CIabb 


Brief Description 


Objects 


Content Obiects 


rTOViGie a contamer lor content. 


i\aniiniSvrau.ve 
Objects 


Provide a container for information 
used to keep VDE 100 operatin^r. 


iTaveiing UDjeccs 


Provide a container for content and 
control information. 


Smart Objects 


Provide a container for (user- 
specified) processes and data. 


Process 
1 Elements 


Method Cores 


Provide a mechanism to relate events 
to control mechanisms and 
permissions. 


Load Modules 

("LMs«) 


Secure (tamper-resistant) executable 
code. 


Method Data 

Elements 

("MDEs") 


Independently deliverable data 
structures used to control/customize 
methods. 


Data 

Structures 


Permissions 
Records (TERCs") 


Permissions to use objects; 
1>lueprints'' to build component 
assemblies. 


User Data 
Elements fUDEs") 


Basic data structure for storing 
information used in conjimction with 
load modules. 


Administrative 
Data Structures 


Used by VDE node to maintain 
administrative information. 
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Each electronic appliance 600 may have an instance of a 
secure database 610 that securely maintains the VDE items. 
Figure 16 shows one example of a secvire database 610. The 
secure database 610 ahovm in this example includes the following 
5 VDE-protected items: 

C one or more PERCs 808: 

C methods 1000 (including static and dynamic method 

"cores" 1000, and MDEs 1202); 
C Static UDEs 1200a and Dynamic UDEs 1200b; and 
10 C load modules 1100. 

Secure database 610 may also include the following 
additional data structures used and maintained for 
administrative purposes: 
15 C an "object registry* 450 that references an object 

storage 728 containing one or more VDE objects; 
C name service records 452; and 
C configuration records 454 (including site 

configuration records 456 and user configuration 
20 records 458). 
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Secure database 610 in the preferred embodiment does not 
include VDE objects 300, but rather references VDE objects 
stored, for example, on file system 687 and/or in a separate object 
repository 728. Nevertheless, an appropriate '^starting point*' for 
5 understanding VDE-protected information may be a discussion of 

VDE objects 300. 



VDE Objects 300 

VDE 100 provides a media independent container model 
10 for encapsulating content. Figure 17 shows an example of a 

logical" structure or format 800 for an object 300 provided by the 
preferred embodiment. 



The generalized logical object" structure 800 shown in 
15 Figure 17 used by the preferred embodiment supports digital 

content delivery over any currently used media. TjOgical object" 
in the preferred embodiment may refer collectively to: content; 
computer software and/or methods used to manipulate, record, 
and/or otherwise control use of said content; and permissions, 
20 limitations, administrative control information and/or 

requirements appUcable to said content, and/or said computer 
software and/or methods. Logical objects may or may not be 
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stored, and may or may not be present in, or accessible to, any 
given electronic appliance 600. The content portion of a logical 
object may be organized as information contained in, not 
contained in, or partially contained in one or more objects. 

Briefly, the Figure 17 "logical object" structure 800 in the 
preferred embodiment includes a public header 802, private 
header 804, a "private body" 806 containing one or more methods 
1000, permissions record(s) (PERC) 808 (which may include one 
or more key blocks 810), and one or more data blocks or areas 
812. These elements may be "packaged" within a "container" 
302. This generalized, logical object structure 800 is used in the 
preferred embodiment for different types of VDE objects 300 
categorized by the type and location of their content. 

The "container" concept is a convenient metaphor \ised to 
give a name to the coHection of elements required to make use of 
content or to perform an administrative-type activity. Container 
302 typically includes identifying information, control structures 
and content (e.g., a property or administrative data). The term 
"container^ is often (e.g., Bento/OpenDoc and OLE) used to 
describe a collection of information stored on a computer system's 
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secondary storage system(8) or accessible to a computer system 
over a commmiicatioiis network on a "server's" secondary storage 
system. The "container" 302 provided by the preferred 
embodiment is not so Hmited or restricted. In VDE 100, there is 
no requirement that this infonnation is stored together, received 
at the same time, updated at tbs same time, used for only a 
single object, or be owned by the same entity. Rather, in VDE 
100 the container concept is extended and generalized to include 
real-time content and/or online interactive content passed to an 
electronic appliance over a cable, by broadcast, or conunvmicated 
by other electronic communication means. 

Thus, the "complete" VDE container 302 or logical object 
structure 800 may not exist at the user's location (or any other 
location, for that matter) at any one time. The logical object" 
may exist over a particular period of time (or periods of time), 
rather than all at once. This concept includes the notion of a 
"virtual container" where important container elements may 
exist either as a plurality of locations and/or over a sequence of 
time periods (which may or may not overlap). Of course, VDE 
100 containers can also be stored with all required control 
structures and content together. This represents a continuum: 



-388- 



W09M71SS 



PCTAIS96/02303 



from all content and control structures present in a single 
container, to no locally accessible content or container specific 
control structures. 

5 Although at least some of the data representing the object 

is typicaUy encrypted and thus its structure is not discernible, 
within a PPE 650 the object may be viewed logically as a 
"container" 302 because its structure and components are 
automatically and transparently decrypted. 

10 

A container model merges well with the event-driven 
processes and ROS 602 provided by the preferred embodiment. 
Under this model, content is easily subdivided into small, easily 
manageable pieces, but is stored so that it maintains the 
15 structural richness inherent in unencrypted content. An object 

oriented container model (such as Bento/OpenDoc or OLE) also 
provides many of the necessary "hooks" for inserting the 
necessary operating system integration components, and for 
defining the various content specific methods. 

20 

In more detail, the logical object structure 800 provided by 
the preferred embodiment includes a public (or imencrypted) 
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header 802 that identifies the object and may also identify one or 
more owners of rights in the object and/or one or more 
distributors of the object. Private (or enciypted) header 804 may 
include a part or all of the information in the public header and 
5 further, in the preferred embodiment, will include additional data 

for validating and identifying the object 300 when a user 
attempts to register as a user of the object with a service 
clearinghouse, VDE administrator, or an SPU 500. 
Alternatively, information identifying one or more rights owners 
10 and/or distributors of the object may be located in encrypted form 

within encrypted header 804, along with any of said additional 
validating and identifying data. 

Each logical object structure 800 may also include a 
15 "private body" 806 containing or referencing a set of methods 

1000 (i.e,, programs or procedures) that control use and 
distribution of the object 300. The abiHty to optionally 
incorporate different methods 1000 with each object is important 
to making VDE 100 highly configurable. Methods 1000 perform 
20 the basic function of defining what users (including, where 

appropriate, distributors, client administrators, etc.), can and 
cannot do with an object 300. Thus, one object 300 may come 
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with relatively simple methods, such as allowixig unlimited 
viewing within a fixed period of time for a fixed fee (such as the 
newsstand price of a newspaper for viewing the newspaper for a 
period of one week after the paper's publication), while other 
objects may be controlled by much more complicated (e.g., billing 
and usage limitation) methods. 

Logical object structure 800 shown in Figure 17 may also 
include one or more PERCs 808. PERCs 808 govern the use of an 
object 300, specifying methods or combinations of methods that 
must be used to access or otherwise use the object or its contents. 
The permission records 808 for an object may include key block(s) 
810, which may store decryption keys for accessing the content of 
the encrypted content stored within the object 300. 

The content portion of the object is typically divided into 
portions called data blocks 812. Data blocks 812 may contain any 
sort of electronic information, such as, "content,'' including 
computer programs. Images, sound, VDE administrative 
information, etc. The size and number of data blocks 812 may be 
selected by the creator of the property. Data blocks 812 need not 
aU be the same size (size may be influenced by content usage, 
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database format, operating system, security and/or other 
considerations). Security will be enhanced by using at least one 
key block 810 for each data block 812 in the object, although this 
is not required. Key blocks 810 may abo span portions of a 
plurality of data blocks 812 in a consistent or pseudo-random 
manner. The spanning may provide additional security by 
applying one or more keys to fragmented or seemingly random 
pieces of content contained in an object 300, database, or other 
information entity. 

Many objects 300 that are distributed by physical media 
and/or by "out of channel" means (e.g., redistributed after receipt 
by a customer to another customer) mi^t not include key blocks 
810 in the same object 300 that is used to transport the content 
protected by the key blocks. This is because VDE objects may 
contain data that can be electronically copied outside the confines 
of a VDE node. If the content is encrypted, the copies will also be 
encrypted and the copier cannot gain access to the content unless 
she has the appropriate decryption key(s). For objects in which 
maintaining security is particvdarly important, the permission 
records 808 and key blocks 810 will frequently be distributed 
electronically, using secure communications techniques 
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(discussed below) that are controlled by the VDE nodes of the 
sender and receiver. As a result, permission records 808 and key 
blocks 810 wiU frequently, in the preferred embodiment, be 
stored onty on electronic appliances 600 of registered users (and 
may themselves be delivered to the user as part of a 
registration^tialization process). In this instance, permission 
records 808 and key blocks 810 for each property can be 
encrypted with a private DES key that is stored only in the 
secure memory of an SPU 500, making the key blocks vmusable 
on any other user's VDE node. Alternately, the key blocks 810 
can be exiciypted with the end usei's public key, making those 
key blocks usable only to the SPU 500 that stores the 
correspondijQg private key (or other, acceptably secure, 
encryption/security techniques can be employed). 

In the preferred embodiment, the one or more keys used to 
encrypt each permission record 808 or other management 
information record will be changed every time the record is 
updated (or after a certain one or more events). In this event, the 
updated record is re-encrypted with new one or more keys. 
Alternately, one or more of the keys used to encrypt and decrypt 
management information may be "time aged" keys that 
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automatically become invalid after a period of time. 
Combinations of time aged and other event triggered keys may 
also be desirable; for example keys may change after a certain 
number of accesses, and/or after a certain duration of time or 

5 absolute point in time* The techniques may also be used together 

for any given key or combination of keys. The preferred 
embodiment procedure for constructing time aged keys is a 
one-way convolution algorithm with input parameters including 
user and site information as well as a specified portion of the real 

10 time value provided by the SPU RTC 528. Other techniques for 

time aging may also be used, including for example techniques 
that use only user or site information, absolute points in time, 
and/or duration of time related to a subset of activities related to 
using or decrypting VDE secured content or the use of the VDE 

15 system. 

VDE 100 supports many diflferent types of '^objects" 300 
having the logical object structure 800 shown in Figure 17. 
Objects may be classified in one sense based on whether the 
20 protection information is bound together with the protected 

information. For example, a container that is bound by its 
control(s) to a specific VDE node is called a "stationary object** 
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(see Figure 18). A container that is not bound by its control 
information to a specific VDE node but rather carries sufBdent 
control and permissions to permit its use, in whole or in part, at 
any of several sites is called a "Traveling Object" (see Figure 19). 

Objects may be classified in another sense based on the 
nature of the information they contain. A container with 
information content is called a "Content Object" (see Figure 20). 
A container that contains transaction information, audit trails, 
VDE structures, and/or other VDE control/administrative 
information is called an "Administrative Object" (see Figure 21). 
Some containers that contain executable code operating under 
VDE control (as opposed to being VDE control information) are 
called "Smart Objects." Smart Objects support user agents and 
provide control for their execution at remote sites. There are 
other categories of objects based upon the location, type and 
access mechanism associated with their content, that can include 
combinations of the types mentioned above. Some of these 
objects supported by VDE 100 are described below. Some or all of 
the data blocks 812 shown in Figure 17 may include "embedded" 
content, administrative, stationary, traveling and/or other 
. objects. 
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1. Stationary Objects 

Figure 18 shows an example of a "Stationary Objecf" 
structure 850 provided by the preferred embodiment. 
''Stationary Objecf" structure 850 is intended to be used only at 
5 specific VDE electronic appliance^nstallations that have received 

explicit permissions to use one or more portions of the stationary 
object. Therefore, stationary object structure 850 does not 
contain a permissions record (PERC) 808; rather, this 
permissions record is supplied and/or delivered separately (e.g., 
10 at a different time, over a different path, and/or by a different 

party) to the appliance/installation 600. A common PERC 808 
may be used with many different stationary objects. 



As shown in Figure 18, public header 802 is preferably 
15 "plaintext" (i.e., xmencrypted). Private header 804 is preferably 

encxypted using at least one of many '"private header keys.*" 
Private header 804 preferably also includes a copy of 
identification elements fi*om public header 802, so that if the 
identification information in the plaintext pubUc header is 
20 tampered with, the system can determine precisely what the 

tamperer attempted to alter. Methods 1000 may be contained in 
a section called the "private body" 806 in the form of object local 
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methods, load modules, and/or user data elements. This private 
body (method) section 806 is preferably enciypted using one or 
more private body keys contained in the separate permissions 
record 808. The data blodcs 812 contain content (information or 
5 administrative) that may be encrypted using one or more content 

keys also provided in permissions record 808. 

2. Traveling Objects 

Figure 19 shows an example of a "traveling object" 
10 structure 860 provided by the preferred embodiment. Traveling 

objects are objects that carry with them sufficient information to 
enable at least some use of at least a portion of their content 
when they arrive at a VDE node. 



15 Traveling object structure 860 may be the same as 

stationary object structure 850 shown in Figure 18 except that 
the traveling object structure includes a permissions record 
(PERC) 808 within private header 804. The inclusion of PERC 
808 within traveling object structure 860 permits the traveling 

20 object to be used at any VDE electronic appliance/participant 600 

(in accordance with the methods 1000 and the contained PERC 
808). 



-397- 



wo 96/27155 



PCrAISM/02303 



"Traveling" objects are a class of VDE objects 300 that can 
specifically support "out of channel" distribution. Therefore, they 
include key block(s) 810 and are transportable from one 
electronic appliance 600 to another. Traveling objects may come 

5 with a quite lixnited usage related budget so that a user may use, 

in whole or part, content (such as a computer program, game, or 
database) and evaluate whether to acquire a license or further 
license or purchase object content. Alternatively, traveling object 
PERCs 808 may contain or reference budget records with, for 

10 example: 
(a) 



15 

(b) 



20 (0 
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budget(s) reflecting previously ptirchased ri^ts or 
credit for future licensing or purchasing and 
enflMing at least one or more types of object content 
usage, and/or 

budget(s) that employ (and may debit) available 
credit(s) stored on and managed by the local VDE 
node in order to enable object content tise, and/or 

budget(s) reflecting one or more maximvun usage 
criteria brfore a report to a local VDE node (and, 
optionally, also a report to a clearinghouse) is 
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required and which may be followed by a reset 
allowing further usage, and/or modification of one or 
more of the original one or more budget(s). 

5 As with standard VDE objects 300, a user may be required 

to contact a deaiinghouse service to acquire additional budgets if 
the user wishes to continue to use the traveling object after the 
exhaustion of an available budget(s) or if the traveling object (or 
a copy thereof) is moved to a different electronic appliance and 

10 the new appliance does not have a available credit budget(s) that 

corresponds to the requirements stipulated by permissions record 
808. 

For example, a traveling object PERC 808 may include a 
15 reference to a required budget VDE 1200 or budget options that 

may be found and/or are expected to be available. For example, 
the budget VDE may reference a consumer's VISA, MC, AMEX, 
or other "generic" budget that may be olqect independent and 
may be applied towards the use of a certain or classes of traveling 
20 object content (for example any movie object from a class of 

traveling objects that might be Blockbuster Video rentals). The 
budget VDE itself may stipulate one or more classes of objects it 
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may be used with, while an object may specifically reference a 
certain one or more generic budgets. Under such circumstances, 
VDE providers will typically make information available in such 
a manner as to allow correct referencing and to enable billing 
hft pf^^^T>£^ and resulting pa3rments. 

Traveling objects can be used at a receiving VDE node 
electronic appliance 600 so long as either the appliance carries 
the correct budget or budget type (e.g. suf&cient credit available 
from a clearinghouse such as a VISA budget) either in general or 
for specific one or more users or user classes, or so long as the 
traveling object itself carries with it sufficient budget allowance 
or an appropriate authorization (e.g., a stipulation that the 
traveling object may be used on certain one or more installations 
or installation classes or users or user classes where classes 
correspond to a specific subset of installations or users who are 
represented by a predefined class identifiers stored in a secure 
database 610). Afl;er receiving a traveling object, if the user 
(and/or installation) doesn't have the appropriate budget(s) 
and/or authorizations, then the user could be informed by the 
electronic appliance 600 (using information stored in the 
traveling object) as to which one or more parties the user could 
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contact. The party or parties might constitute a hst of alternative 
clearinghouse providers for the traveling object from which the 
user selects his desired contact). 

5 As mentioned above, traveling objects enable objects 300 to 

be distributed "Out-Of-Channel;" that is, the object may be 
distributed by an unauthorized or not eiqplidtly authorized 
individual to another individual "Out of channel" includes paths 
of distribution that allow, for example, a user to directly 

10 redistribute an object to another individual. For example, an 

object provider might allow users to redistribute copies of an 
object to their friends and associates (for example by physical 
delivery of storage media or by dehvery over a computer network) 
such that if a friend or associate satisfies any certain criteria 

15 required for use of said object, he may do so. 

For example, if a software program was distributed as a 
traveling object, a user of the program who wished to supply it or 
a usable copy of it to a friend would normally be free to do so. 
20 Traveling Objects have great potential commercial significance, 

since usefiil content could be primarily distributed by users and 
through bulletin boards, which wotdd require little or no 
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distribution overiiead apart from registration with the "original" 
content provider and/or dearinghouse. 

The "out of channer distribution may also allow the 
5 provider to receive payment for usage and/or elsewise maintain 

at least a degree ofcontrol oyer the redistributed object. Such 
certain criteria might involve, for example, the registered 
presence at a user^s VDE node of an authorized third party 
fiTianciftl relationship, such as a credit card, along with sufficient 
10 available credit for said usage. 

Thus, if the user had a VDE node, the user might be able to 
use the travehng object if he had an appropriate, available 
budget available on his VDE node (and if necessary, allocated to 
15 him), and/or if he or his VDE node belonged to a specially 

authorized group of users or installations and/or if the traveling 
object carried its own budget(s). 

Since the content of the traveling object is encrypted, it can 
20 be used only imder authorized circiunstances unless the traveling 

object private header key used with the object is broken — a 
potentially easier task with a traveling object as compared to, for 
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example, permissioiis and/or budget iofozmatioii since many 
objects may share the same key, giving a ayptoanalyst both more 
infonnation in cyphertext to analyze and a greater incentive to 
peifonn cryptoanalysis. 

In the case of a "traveling object," content owners may 
distribute information with some or all of the key blocks 810 
included in the object 300 in which the content is encapsiilated. 
Putting keys in distributed objects 300 increases the exposure to 
attempts to defeat security medianisms by breaking or 
cryptoanalyzing the encryption algorithm with which the private 
header is protected (e.g., by determining the key for the header's 
encryption). Thisbreakingofsecurity would normally require 
considerable skill and time, but if broken, the algorithm and key 
could be pubUshed so as to allow large numbers of individuals 
who possess objects that are protected with the same key(s) and 
algorithm(s) to illegally use protected information. As a resiilt, 
placing keys in distributed objects 300 may be limited to content 
that is either "time sensitive" (has reduced value after the 
passage of a certain period of time), or which is somewhat limited 
in value, or where the commercial value of placing keys in objects 
(for example convenience to end-users, lower cost of eliminating 
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the telecommunication or other means for delivering keys and/or 
permissions information and/or the ability to supporting objects 
going ''out-of-channer) exceeds the cost of vuhierabiUty to 
sophisticated hackers. As mentioned elsewhere, the security of 
5 keys may be improved by employing convolution techniques to 

avoid storing "true"' keys in 6 traveling object, although in most 
cases using a shared secret provided to most or all VDE nodes by 
a VDE administrator as an input rather than site ID and/or time 
in order to allow objects to remain independent of these values. 

10 

As shown in Figure 19 and discussed above, a traveling 
object contains a permissions record 808 that preferably provides 
at least some budget (one, the other, or both, in a general case). 
Permission records 808 can, as discussed above, contain a key 

15 block(s) 810 storing important key information. PERC 808 may 

also contain or refer to budgets containing potentially valuable 
quantities/values. Such budgets may be stored within a traveling 
object itself, or they may be delivered separately and protected by 
highly secure communications keys and administrative object 

20 keys and management database techniques. 



.404- 



W09C071S5 



FCT/US9CW2303 



The methods 1000 contained by a traveling object will 
typically include an installation procedure for "self registering" 
the object using the permission records 808 in the object (e.g., a 
REGISTER method). This may be espedaUy useful for objects 

5 that have time limited value, objects (or properties) for which the 
end user is either not charged or is charged only a nominal fee 
(e.g., objects for which advertisers and/or information publishers 
are charged based on the number of end users who actually 
access published information), and objects that require widely 

10 available budgets and may particularly benefit from 

out-of-channel distribution (e.g., credit card derived budgets for 
objects containing properties such as movies, software programs, 
games, etc.). Such traveling objects may be supplied with or 
without contained budget UDEs. 

15 

One use of traveling objects is the publishing of software, 
where the contained permission record(s) may allow potential 
customers to use the software in a demonstration mode, and 
possibly to use the ftill prc^ram features for a limited time before 
20 having to pay a license fee, or before having to pay more than an 

initial trial fee. For example, using a time based billing method 
and budget records with a small pre-installed time budget to 
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allow full use of the program for a short period of time. Various 
control methods may be used to avoid misuse of object contents. 
For example, by setting the TniniTnuTn registration interval for 
the traveling object to an appropriately large period of time (e.g., 
5 a month, or six months or a year), users are prevented from 

re-using the budget records in the same traveling object. 

Another method for controlling the use of traveling objects 
is to include time-aged keys in the permission records that are 

10 incorporated in the traveling object. This is useful generally for 

traveling objects to ensure that they will not be used beyond a 
certain date without re-registration, and is particularly tiseful for 
traveling objects that are electronically distributed by broadcast, 
network, or telecommunications (including both one and two way 

15 cable), since the date and time of delivery of such traveling 

objects aging keys can be set to accurately correspond to the time 
the user came into possession of the object. 

Traveling objects can also be used to facilitate ''moving'' an 
20 object from one electronic apphance 600 to another. A user could 

move a traveling object, with its incorporated one or more 
permission records 808 from a desktop computer, for example, to 
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his notebook computer. A traveling object might register its user 
within itself and thereafter only be useable by that one user. A 
traveling object might maintain separate budget information, one 
for the basic distribution budget record, and another for the 
5 "active" distribution budget record of the registered user. In this 
way, the object could be copied and passed to another potential 
iiser, and then could be a portable object for that user. 

Travehng objects can come in a container which contains 
10 other objects. For example, a traveling object container can 

include one or more content objects and one or more 
administrative objects for registering the content object(s) in an 
end user's object registry and/or for providing mechanisms for 
enforcing permissions and/or other security functions. Contained 
15 administrative object(s) may be used to install necessary 

permission records and/or budget information in the end user's 
electronic appliance. 

Content Objects 

20 Figure 20 shows an example of a VDE content object 

structure 880. Generally, content objects 880 include or provide 
information content. This "content" may be any sort of electronic 
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information. For example, content may indnde: computer 
software, movies, books, music, information databases, 
multimedia information, virtual reality information, machine 
instructions, computer data files, communications messages 
and/ot signals, and other information, at least a portion of which 
is used and/or manipulated by one or more electronic appliances. 
VDE 100 can also be configured for authenticating, controlling, 
and/or auditing electronic commercial transactioi^ and 
communications such as inter-bank transactions, electronic 
purchasing commvmications, and the transmission of, auditing of, 
and secure commercial archiving of, electronically signed 
contracts and other legal documents; the information used for 
these transactions may also be termed "content.'' As mentioned 
above, the content need not be physically stored within the object 
container but may instead be provided separately at a different 
time (e.g., a real time feed over a cable). 

Content object structure 880 in the particular example 
shown in Figure 20 is a type of stationary object because it does 
not include a PERC 808. In this example, content object 
structure 880 includes, as at least part of its content 812, at least 
one embedded content object 882 as shown in Figure 5A. 
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Content object structure 880 may also include an administrative 
object 870. Thus, objects provided by the preferred embodiment 
may include one or more "embedded" objects. 

Administratiye Objects 

Figure 21 shows an example of an adlnimstrative object 
structure 870 provided by the preferred embodiment. An 
"administrative object" generally contains permissions, 
administrative control information, computer software and/or 
methods associated with the operation of VDE 100. 
Administrative objects may also or altematively contain records 
of use, and/or other information used in, or related to, the 
operation of VDE 100. An administrative object may be 
distinguished from a content object by the absence of VDE 
protected "content" for release to an end user for example. Since 
objects may contain other objects, it is possible for a single object 
to contain one or mor« content containing objects and one or more 
administrative objects. Administrative objects may be used to 
transmit information between electronic appUances for update, 
usage reporting, billing and/or control purposes. They contain 
information that helps to administer VDE 100 and keep it 
operating properly. Administrative objects generally are sent 
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between two VDE nodes, for example, a VDE clearinghouse 
service, distribtitor, or client administrator and an end user^s 
electronic appliance 600. 

Administrative object structure 870 in this example 
includes a public header 802, private header 804 (including a 
TERC" 808) and a ''private body** 806 containing methods 1000. 
Administrative object structure 870 in this particular example 
shown in Figure 20 is a type of traveling object because it 
contains a PERC 808, but the administrative object could exclude 
the PERC 808 and be a stationary object. Rather than storing 
information content, administrative object structure 870 stores * 
"administrative information content** 872. Administrative 
information content 872 may, for example, comprise a number of 
records 872a, 872b, . . . 872n each corresponding to a different 
"event** Each record 872a, 872b, , . . 872n may include an "event** 
field 874, and may optionaUy include a parameter field 876 
and/or a data field 878. These administrative content records 
872 may be used by VDE 100 to define events that may be 
processed during the course of transactions, e.g., an event 
designed to add a record to a secure database might include 
parameters 896 indicating how and where the record shoxild be 
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Stored and data field 878 containing the record to be added. In 
another example, a collection of events may describe a financial 
transaction between the creator(s) of an administrative object 
and the recipient(s), such as a purchase, a purchase order, or an 

5 invoice. Each event record 872 may be a set of instructions to be 

executed by the end user's electronic appliance 600 to make an 
addition or modification to the end user's secure database 610, for 
example. Events can perform many basic management 
functions, for example: add an object to the object registry, 

10 including providing the associated mer/group record(s), rights 

records, permission record and/or method records; delete audit 
records (by "rolling up" the audit trail information into, for 
example, a more condensed, e.g. summary form, or by actual 
deletion); add or update permissions records 808 for previously 

15 registered objects; add or update budget records; add or update 

user ri^ts records; and add or update load modules. 

In the preferred embodiment, an administrative object may 
be sent, for example, by a distributor, cUent administrator, or, 
20 perhaps, a clearinghouse or other financial service provider, to an 

end user, or, alternatively, for example, by an object creator to a 
distributor or service clearinghouse. Administrative objects, for 
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example, may increase or otherwise adjust budgets and/or 
permissions of the receiving VDE node to which the 
administrative object is being sent. Similarly, administrative 
objects containing audit information in the data area 878 of an 
event record 872 can be sent from end users to distributors, 
and/or clearinghouses and/or dient administrators, who might 
themselves further transmit to object creators or to other 
participants in the object's chain of handling. 

Methods 

Methods 1000 in the preferred embodiment support many 

ft 

of the operations that a user encotmters in using objects and 
communicating with a distributor. They may also specify what 
method fields are displayable to a user (e.g., use events, user 
request events, user response events, and user display events). 
Additionally, if distribution capabilities are supported in the 
method, then the method may support distribution activities, 
distributor communications with a user about a method, method 
modification, what method fields are displayable to a distributor, 
and any distribution database checks and record keeping (e.g., 
distribution events, distributor request events, and distributor 
response events). 
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(Hven the generality of the existing method structure, and 
the diverse array of possibilities for assembling methods, a 
generalized structure may be used for establishing relationships 
between methods. Since methods 1000 may be independent of an 

5 object lhat requires them during any given session, it is not 

possible to define the relationships within the methods 
themselves. "Control methods- are used in the preferred 
embodiment to define relationships between methods. Control 
methods may be object specific, and may accommodate an 

10 individual objedf s requirements during each session. 



A control method of an object establishes relationships 
between other methods. These relationships are parameterized 
with explicit method identifiers when a record set refiecting 
desired method options for each required method is constructed 
during a registration process. 



15 



20 



An "aggregate method" in the preferred embodiment 
represents a collection of methods that may be treated as a single 
unit. A collection of methods that are related to a specific 
property, for example, may be stored in an aggregate method. 
This type of aggregation is useful from an implementation point 
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of view because it may reduce bookkeeping overhead and may 
improve overall database efficiency. In other cases, methods may 
be aggregated because they are logically coupled. For example, 
two budgets may be linked together because one of the budgets 
represents an overall limitation, and a second budget represents 
the current limitation available for use. This would arise if, for 
example, a large budget is released in small amounts over time. 

For example, an aggregate method that includes meter, 
billing and budget processes can be used instead of three 
separate methods. Such an aggregate method may reference a 

ft 

single load module'' 1100 that performs all of the functions of the 
three separate load modules and use only one user data element 
that contains meter, billing and budget data. Using an aggregate 
method instead of three separate methods may minimize overall 
memory requirements, database searches, decryptions, and the 
number of user data element writes back to a secure database 
610. The disadvantage of using an aggregate method instead of 
three separate methods can be a loss of some flexibihty on the 
part of a provider and user in that various functions may no 
longer be independently replaceable. 
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Figure 16 shows methods 1000 as being part of secure 
database 610. 

A "method** 1000 provided by the preferred embodiment is 
5 a collection of basic instructions and information related to the 

basic instructions, that provides context, data, requirements 
and/or relationships for use in performing, and/or preparing to 
perform, the basic instructions in relation to the operation of one 
or more electronic appHances 600. As shown in Figure 16, 
10 methods 1000 in the preferred embodiment are represented in 

secure database 610 by: 

C method "cores** lOOON; 
C Method Data Elements (MDEs) 1202; 
C User Data Elements (UDEs) 1200; and 
15 C Data Description Elements (DTDs). 



Method "core** lOOON in the preferred embodiment may 
contain or reference one or more data elements such as MDEs 
1202 and UDEs 1200. In the preferred embodiment, MDEs 1202 
20 and UDEs 1200 may have the same general characteristics, the 

main difference between these two types of data elements being 
that a UDE is preferably tied to a particular method as well as a 
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particular user or group of users, whereas an MDE may be tied to 
a particular method but may be user independent. These MDE 
and UDE data structures 1200, 1202 are used in the preferred 
embodiment to provide input data to methods 1000, to receive 

5 data outputted by methods, or both. MDEs 1202 and UDEs 1200 

may be deUvered independently of method cores lOOON that 
reference them, or the data structures may be delivered as part of 
the method cores. For example, the method core lOOON in the 
preferred embodiment may contain one or more MDEs 1202 

10 and/or UDEs 1200 (or portions thereof). Method core lOOON may, 

alternately or in addition, reference one or more MDE and/or 
UDE data structures that are delivered independently of method 
core(s) that reference them. 

15 Method cores lOOON in the preferred embodiment also 

reference one or more ^oad modules" 1100. Load modules 1100 
in the preferred embodiment comprise executable code, and may 
also include or reference one or more data structures called "data 
descriptor" (TDTD") information. This "data descriptor" 

20 information may, for example, provide data input information to 

the DTD interpreter 590. DTDs may enable load modules 1100 
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to access (e.g., read firom and/or write to) the MDE and/or UDE 
data elements 1202, 1200. 

Method cores 1000' may also reference one or more DTD 
and/or MDE data structures that contain a textual description of 
their operations suitable for inclusion as part of an electronic 
contract. The references to the DTD and MDE data structures 
may occur in the private header of the method core 1000', or may 
be specified as part of the event table described below. 

Figure 22 shows an example of a format for a method core 
lOOON provided by the preferred embodiment. A method core 
lOOON in the preferred embodiment contains a method event table 
1006 and a method local data area 1008. Method event table 
1006 lists '^events.** These "events** each reference "load modules'* 
1100 and/or PERCs 808 that control processing of an event. 
Associated with each event in the list is any static data necessary 
to parameterize the load module 1000 or permissions record 808, 
and reference(s) into method user data area 1008 that are needed 
to support that event. The data that parameterizes the load 
module 1100 can be thought of, in part, as a specific function call 
, to the load module, and the data elements corresponding to it 
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may be thought of as the input and/or output data for that 
specific function call. 

Method cores lOOON can be specific to a single user, or they 
5 may be shared across a number of users (e.g., depending upon the 

uniqueness of the method core and/or the specific tiser data 
element). Specifically, each user/group may have its own UDE 
1200 and use a shared method core lOOON. This structure allows 
for lower database overhead than when associating an entire 
10 method core lOOON with a user/group. To enable a user to use a 

method, the user may be sent a method core lOOON specifying a 
UDE 1200. If that method core lOOON already exists in the site's 
secure database 610, only the UDE 1200 may need to be added. 
Alternately, the method may create any required UDE 1200 at 
15 registration time. 

The Figure 22 example of a format for a method core lOOON 
provided by the preferred embodiment includes a pubhc 
(unencrypted) header 802, a private (enarypted) header 804, 
20 method event table 1006, and a method local data area 1008. 
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An example of a possible field layout for method core lOOON 
public header 802 is shown in the following table: 



Field Type 


DeBcription 


Method ID 


Creator ID 


Site ID of creator of this method. 


Distributor ID 


Lnstnoutor of this method (e.g., last 
change). 


Type ID 


Constant, indicates method "tvpe." 


Method ID 


Unique sequence niunber for this 
method 

mmm^ MIA . 


Version ED 


Version number of this method. 


Other 

classification 
information 


Class ID 


ID to support different method 
"classes.'' 


Type ID 


ID to support method type 
compatible searching. 


Descriptive 
Information 


Description(s) 


Textual description^ s ) of the 
method. 


Event Summary 


Siunmary of event classes (e.g., 
USE) that this method supports. 



An example of a possible field layout for private header 804 
is sho^^n below: 
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Field' 

Copy of Public Header 802 Method ID 
and "Other Classification 
Information" 



Descriptive 
Information 



Access and 
Reference Tags 



# of Events 



Access tag 



Validation tag 



Correlalion tag 



Data Structure Reference 



Check Value 



Check Value for Public Header 



Description 

Method ID from Public Header 



# of events supported in this 
method. 



Tags used to determine if this 
method is the correct method 
under management by the SPU; 
ensure that the method core lOOON 
is used only under appropriate 
circumstances. 



Optional Reference to DTIXs) 
and/or MDE(s) 



Check value for Private Header 
and method event table. 



Check Value for Public Header 



Referring once again to Figure 22, method event table 1006 
15 may in the preferred embodiment include from 1 to N method 

event records 1012. Each of these method event records 1012 
corresponds to a different event the method 1000 represented by 
method core lOOON may respond to. Methods 1000 in the 
preferred embodiment may have completely different behavior 
20 depending upon the event they respond to. For example, an 
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AUDIT method may store information in an audit trail UDE 
1200 in response to an event corresponding to a user's use of an 
object or other resource. This same AUDIT method may report 
the stored audit trail to a VDE administrator or other participant 
in response to an administrative event such as, for example, a 
timer expiring within a VDE node or a request from another VDE 
participant to report the audit trail In the preferred 
embodiment, each of these different events may be represented 
by an ''event code.*" This "event code** may be passed as a 
parameter to a method when the method is called, and used to 
look up"" the appropriate method event record 1012 within 
method event table 1006. The selected method event record 
1012, in turn, specifies the appropriate information (e.g., load 
module(s) 1100, data element UDE(s) and MDE(s) 1200, 1202, 
and/or PERC(s) 808) used to construct a component assembly 690 
for execution in response to the event that has occurred. 

Thus, in the preferred embodiment, each method event 
record 1012 may include an event field 1014, a LM/PERC 
reference field 1016, and any niunber of data reference fields 
1018. Event fields 1014 in the preferred embodiment may 
contain a "event code'* or other information identifyizig the 
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corresponding event. The LM/PERC reference field 1016 may 
provide a reference into the secure database 610 (or other 
"pointer" information) identifying a load module 1100 and/or a 
PERC 808 providing (or referencing) executable code to be baded 
and executed to prarfonn the method in response to the event. 
Data reference fields 1018 may include information referencing a 
UDE 1200 or a MDE 1202. These data structures may be 
contained in the method local data area 1008 of the method core 
lOOON, or they xnay be stored within the secure database 610 as 
independent deliverables. 



The following table is an example of a possible more 
detailed field layout for a method event record 1012: 



Field Type 


Description 


Event Field 1014 


Identifies corresponding event. 


Access tag 


Secret tag to grant access to this row 
of the method event record. 


LM/PERC 
Reference 
Field 1016 


DB ID or offset/size 


Database reference (or local pointer). 


Correlation tag 


Correlation tag to assert when 
referencing this element. 
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Field T7P0 


Deacxiption 


# of Data Element Reference Fields 


Count of data reference fields in the 
method event record. 


Data 
Reference 
Field 1 


UDEroor 
o£Gset/size 


Database 610 reference (or local 
pointer). 


Correlation tag 


Correlation tag to assert when 
referencing this element. 


! 


Data 

Reference 
Field n 


UDEIDor 
ofifset/size 


Database 610 reference (or local 
pointer). 


Correlation tag 


Correlation tag to assert when 
referencing this element. 



10 

Load Modules 

Figure 23 is an example of a load module 1100 provided by 
the preferred embodiment. In general, load modules 1100 
represent a collection of basic functions that are used for control 
15 operations. 

Load module 1100 contains code and static data (that is 
functionally the equivalent of code), and is used to perform the 
basic operations of VDE 100. Load modtiles 1100 will generally 
20 be shared by all the control structures for all objects in the 
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system, though proprietaiy load modules are also pennitted. 
Load modules 1100 may be passed between VDE participants in 
administrative object structures 870, and are usually stored in 
secure database 610. They are always encrypted and 
authenticated in both of these cases. When a method core lOOON 
references a load module 1100, a load module is loaded into the 
SPE 503, decrypted, and then either passed to the electronic 
appliance microprocessor for executing in an HPE 655 (if that is 
where it executes), or kept in the SPE (if that is where it 
executes). If no SPE 503 is present, the load module may be 
decrypted by the HPE 655 prior to its execution. 

Load module creation by parties is preferably controlled by 
a certification process or a ring based SPU architecture. Thus, 
the process of creating new load modules 1100 is itself a 
controlled process, as is the process of replacing, updating or 
deleting load modules already stored in a secured database 610. 

A load module 1100 is able to perform its function only 
when executed in the protected environment of an SPE 503 or an 
HPE 655 because only then can it gain access to the protected 
elements (e.g., UDEs 1200, other load modules 1100) on which it 
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operates. Initiation of load module execution in this environment 
is strictly controlled by a combination of access tags, validation 
tags, encryption keys, digital signatures and/or correlation tags. 
Thus, a load module 1100 may only be referenced if the caller 
knows its ID and asserts the shared secret correlation tag specific 
to that load module. The decrypting SFU may match the 
identification token and local access tag of a load module afl;er 
decryption. These techniques make the physical replacement of 
any load module 1100 detectable at the next physical access of 
the load module. Furthermore, load modules 1100 may be made 
"read only** in the preferred embodiment. The read-only nature 
of load modules 1100 prevents the write-back of load modtdes 
that have been tampered with in non-secure space. 

Load modules are not necessarily directly governed by 
PERCs 808 that control them, nor must they contain any 
time/date information or expiration dates. The only control 
consideration in the preferred embodiment is that one or more 
methods 1000 reference them using a correlation tag (the value of 
a protected object created by the load module's owner, distributed 
to authorized parties for inclusion in their methods, and to which 
access and use is controlled by one or more PERCs 808). If a 
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method core lOOON references a load module 1100 and asserts the 
proper correlation tag (and the load module satisfies the internal 
tamper checks for the SPE 503), then that load module can be 
loaded and executed, or it can be acquired from, shipped to, 
updated, or deleted by, other systems. 

As shown in Figure 23, load modules 1100 in the preferred 
embodiment may be constructed of a pubUc (unencrypted) header 
802, a private (encrypted) header 804, a private body 1106 
containing the encrypted executable code, and one or more data 
description elements (DTDs") 1108. The DTDs 1108 may be 
stored within a load module 1100, or they may be references to 
static data elements stored in secure database 610. 



The following is an example of a possible field layout for 
load module public header 802: 





Description 


LMID 




VDE ID of Load Module. 


Creator ID 


Site ID of creator of this load module. 




TvnelD 


Constant indicates load module tvpe. 
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5 



Field Type 


Description 




LMID 


Unique sequence number for this load 
module, which uniquely identifies the 
load module in a sequence of load 
modules created by an authorized VDE 
paitidpant. 


Version ID 


Version number of this load modiile. 


Other 

classification 
information 


Class ID 


ID to support different load module 
classes. 


Type ID 


ID to support method type compatible 
searching. 


Descriptive 
Information 


Description 


Textual description of the load module. 


Execution space 
code 


Value that describes what execution 
space (e.g.» SPE or HPE) this load 
modtile. 



Many load modules 1100 contain code that executes in an 
SPE 503. Some load modules 1100 contain code that executes in 

10 an HPE 655. This allows methods 1000 to execute in whichever 

environment is appropriate. For example, an INFORMATION 
method 1000 can be built to execute only in SPE 503 secure space 
for government classes of security, or in an HPE 655 for 
commercial appUcations. As described above, the load module 

15 ptiblic header 802 may contain an ''execution space code"* field 
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that indicates where the load modtde 1100 needs to execute. This 
innctionaHty also allows for different SPE instruction sets as well 
as different user platforms* and allows methods to be constructed 
without dependencies on the underlying load module instruction 
5 set. 

Load modules 1100 operate on three major data areas: the 
stack* load module parameters, and data structures. The stack 
and execution memory size required to execute the load module 

10 1100 are preferably described in private header 804, as are the 

data descriptions from the stack image on load module call, 
return, and any return data areas. The stack and dynamic areas 
are described using the same DTD mechanism. The followmg is 
an example of a possible layout for a load module private header 

15 1104: 
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Field Type 


Description 


Copy of some or 
public header 8 


all of information 

}2 


oxi)bject ID from Public Header. 


Other 

dasBifieation 
information 


Check Value 


Check Value for Public Header. 


DeseriptiTe 
Infiyrmation 


LMSize 




LM Exec Size 


Executable code eize for the load modul 


LM Exec Stack 


Stack size required for the load module 


Ezecntion space ci 


»d£ode that describes the execution spac 
load module. 


AcceBB and 
reference tags 


Access tag 


Tags used to determine if the load mod 
correct LM requested by the SPE. 


Validation taff 


Correlation tag 


Tag used to determine if the caller of th 
the right to execute this I^. 


Digital Signature 


Used to determine if the LM executable 
IS mxact ana was createa oy a trusteci s 
with a correct certificate for creating L 


Data record 

descriptor 

information 


DTD count 


Number of DTDs that follow the code bl 


DTD 1 reference 


If locally defined, the phsrsical size and 
bytes of the first DTD defined for this L 

If publicly referenced DTD, this is the 
and the correlation tag to permit access 
record. 


««« 
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DTD N reference 


If locally defined, the physical size and 
bytes of the Nth DTD defined for this L 

If publicly referenced DTD, this is the 
and the correlation tag to permit access 
record. 




Check Value for entire LM. 



Each load module 1100 also may use DTD 1108 
mformation to provide the information necessary to support 
building methods from a load module. This DTD information 
contains the definition expressed in a language such as SGML for 
the names and data types of all of the method data fields that the 
load module supports, and the acceptable ranges of values that 
can be placed in the fields. Other DTDs may describe the 
function of the load module 1100 in English for inclusion in an 
electronic contract, for example. 

The next section of load module 1100 is an encrypted 
executable body 1106 that contains one or more blocks of 
encrypted code. Load modules 1100 are preferably coded in the 
"native" instruction set of their execution environment for 
efficiency and compactness. SPU 500 and platform providers 
may provide versions of the standard load modules 1100 in order 
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to make their products cooperate with the content in distribution 
mechanisms contemplated by VDE 100. The preferred 
embodiment creates and uses native mode load modules 1100 in 
Ueu of an interpreted or "p-code" solution to optimize the 
5 performance of a limited resource SPU. However, when sufficient 

SPE (or HPE) resources exist and/or platforms have sufBcient 
resources, these other implementation approaches may improve 
the cross platform utility of load module code. 
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The following is an example of a field layout for a load 
module DTD 1108: 



PiaW Tvna 


Description 


DTD ID 




Ubob Obiect ID from Private Header. 




Creator ID 


Site ID of creator of this DTD. 




TvDelD 


Constant. 




DTD ID 


Unique sequence number for this DTD. 




Version ID 


Version number of this DTD. 


Descnpuye 
Information 


DTD Sire 


Size of DTD block. 


AcceBB and 


AeeesBtaff 


Tags used to determine if the DTD is the 


reference tags 


Validation taff 


DTD requested by the SPE. 




Correlation tag 


Tag used to determine if the caller of this 
the riirht to use the DTD. 


DTD Body 


DTD Data Definition 1 


DTD Data Definition 2 




1 

» 




DTD Data Definition N 




Check Value 


Check Value for entire DTD record. 



Some examples of how load modules 1100 may use DTDs 
1108 include: 
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C Increment data element (defined by name in DTDS) 
value in data area DTD4 by value in DTDl 

C Set data element (defined by name in DTD3) value 
in data area DTD4 to value in DTDS 

C Compute atomic element fi-om event in DTDl firom 
table in DTDS and return in DTD2 

C Compute atomic element firom event in DTDl firom 
equation in DTDS and return in DTD2 

C Create load module Srom load module creation 
template referenced in DTDS 

C Modify load module in DTDS using content in DTD4 

C Destroy load module named in DTDS 

Commonly used load modules 1100 may be built into a 
SPU 500 as space permits. VDE processes that use built-in load 
modiiles 1100 will have significantly better performance than 
processes that have to find, load and decrypt external load 
modules. The most usefiil load modules 1 100 to build into a SPU 
might include scaler meters, fixed price billing, budgets and load 
modules for aggregate methods that perform these three 
processes. 
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User Data Elements (UDEs) 1200 and Method Data Elements 
(MDEs) 1202 

User Data Elements (UDEs) 1200 and Method Data 
Elements (MDEs) 1202 in the preferred embodiment store data. 
There are many types of UDEs 1200 and MDEs 1202 provided by 
the preferred embodiment. In the preferred embodiment, each of 
these different types of data structures shares a common overaU 
format including a common header definition and naming 
scheme. Other UDEs 1200 that share this common structure 
include local name services records" (to be explained shortly) 
and account information for connecting to other VDE 
participants. These elements are not necessarily associated with 
an individual user, and may therefore be considered MDEs 1202. 
All UDEs 1200 and all MDEs 1202 provided by the preferred 
embodiment may, if desired, (as shown in Figure 16) be stored in 
a conunon physical table within secure database 610, and 
database access processes may commonly be used to access all of 
these different types of data structures. 

In the preferred embodiment, PERCs 808 and user rights 
table records are types of UDE 1200. There are many other types 
of UDEs 1200/MDEs 1202, including for example, meters, meter 
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trails, budgets, budget trails, and audit trails. Different fonnats 
for these different lypes of UDEs/MDEs are defined, as described 
above, by SGML definitions contained within DTDs 1108. 
Methods 1000 use these DTDs to appropriately access 
5 UDEs/MDEs 1200, 1202. 

Secure database 610 stores two types of items: static and 
dynamic. Static data structures and other items are used for 
information that is essentially static information. This includes 
load modules 1100, PERCs 808, and many components of 
methods. These items are not updated fi^equently and contain 
expiration dates that can be used to prevent ''old'' copies of the 
information firom being substituted for newly received items. 
These items may be encrypted with a site specific secure 
database file key when they are stored in the secure database 
610, and then decrypted using that key when they are loaded into 
the SPE. 

Dynamic items are used to support secure items that must 
20 be updated fi-equently. The UDEs 1200 of many methods must 

be updated and written out of the SPE 503 after each use. 
Meters and budgets are common examples of this. Expiration 
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dates cannot be used eflfectively to prevent substitution of the 
previous copy of a budget UDE 1200. To secure these frequently 
updated items, a transaction tag is generated and inchided in the 
encrypted item each time that item is updated. A list of all VDE 
5 item IDs and the current transaction tag for each item is 

maintained as part of the secure database 610. 

Figure 24 shows an example of a user data element 
("UDE") 1200 provided by the preferred embodiment. As shown 
in Figure 24, UDE 1200 in the preferred embodiment includes a 
public header 802, a private header 804, and a data area 1206. 
The layout for each of these user data elements 1200 is generally 
defined by an SGML data definition contained within a DTD 
1108 associated with one or more load modules 1100 that operate 
on the UDE 1200. 

UDEs 1200 are preferably encrypted using a site specific 
key once they are loaded into a site. This site-specific key masks 
a validation tag that may be derived from a cryptographically 
20 strong pseudo-random sequence by the SPE 503 and updated 

each time the record is written back to the secure database 610. 
This technique provides reasonable assurance that the UDE 1200 
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has not been tampered with nor substituted when it is requested 
by the system for the next use. 

Meters and budgets are perhaps among the most common 
5 data structures in VDE 100. They are used to count and record 

events, and also to limit events. The data structures for each 
meter and budget are determined by the content provider or a 
distributor/redistributor authorized to change the information. 
Meters and budgets, however, generally have conunon 
10 information stored in a common header format (e.g., user ED, site 

ID and related identification information). 



The content provider or distributor/redistributor may 
specify data structures for each meter and budget UDE. 
15 Although these data structures vary depending upon the 

particular application, some are more common than others. The 
following table lists some of the more commonly occurring data 
structures for METER and BUDGET methods: 



20 
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Form'^t 


TvnicalUse 


Description or Use 


Ascending Use 
Counter 


byte, short, lonf , 
or unsigned 
versions of the 

flflmA widthfl 


, Meter/Budget 


Ascending count of use 


1 Descending Use 
Counter 


byte, short, lon( 

Ux ttli pip 11^1* 

versions of the 
same mdths 


, Bndget 


Descending count of 
permitted use; eg., 
remaining budget. 


Connter/irfUnix 


integer split int 
two related byti 
or words 


Metex/Bndcet 

S 


usage limits since a sp 
time; generally used in 
compound me%er aaw 
structures. 


• 

Bitmap 


Array bytes 


Meter/Budget 


Bit indicator of use or 
ownership. 


Wide bitmap 


Array of bytes 


Meter/Budget 


Indicator of use or 
ownership that may ag 
with time. 


Last Use Date 


time t 


Meter/BudRet 


Date of last use. 


Start Date 


time_t 


Budget 


Date of first allowable 


Expiration Date 


time_t 


Meter/BudiEet 


Expiration Date. 


Last Audit Date 


time t 


Meter/Budffet 


Date of last audit. 


Next Audit Date 


time t 


Meter/Budi?et 


Date of next required a 


Auditor 


VDEID 


Meter/Budget 


VDE ID of authorized 
auditor. 



The information in the table above is not complete or 
comprehensive, but rather is intended to show some examples of 
types of information that may be stored in meter and budget 



• 438- 



wo 96^7155 



PCr/US96/Q2303 



related data structures. The actual structure of particular 
meters and budgets is determined by one or more DTDs 1108 
associated with the load modules 1100 that create and 
maniptdate the data structure. Alist of data types permitted by 
5 the DTD interpreter 590 in VDE 100 is extensible by properly 

authorized parties. 
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Figure 25 Bho\»« an example of one particularly 
advantageous kind of UDE 1200 data area 1206. This data area 
1206 defines a "map" that may be used to record usage 
information. For example, a meter method 1000 may maintain 
one or more "usage map" data areas 1206. The usage map may 
be a "usage bit map" in the sense that it stores one or more bits of 
information (i.e., a single or multi-dimensional bit image) 
corresponding to each of several types or categories of usage. 
Usage maps are an efficient means for referencing prior usage. 
For example, a usage map data area may be used by a meter 
method 1000 to record all applicable portions of information 
content that the user has paid to use, thus supporting a very 
efBcient and flexible means for allowing subsequent user usage of 
the same portions of the information content. This may enable 
certain VDE related security functions such as "contiguousness," 
logical relatedness," randomization of usage, and other usage 
types. Usage maps may be analyzed for other usage patterns 
(e.g., quantity discounting, or for enabling a user to reaccess 
information content for which the user previously paid for 
unlimited usage). 

The "usage map" concept provided by the preferred 
embodiment may be tied to the concept of "atomic elements." In 
the preferred embodiment, usage of an object 300 may be 
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metered in terms of "atomic elements.*" In the preferred 
embodiment, an "atomic element" in the metering context defines 
a unit of \isage that is "sufficiently significant*" to be recorded in a 
meter. The definition of what constitutes an "atomic element"* is 
determined by the creator of an object 300. For instance, a '^yte" 
of information content contained in an object 300 could be defined 
as an "atomic element," or a record of a database could be defined 
as an "atomic element," or each chapter of an electronically 
published book could be defined as an "atomic element." 

An object 300 can have multiple sets of overlapping atomic 
elements. For example, an access to any database in a plurahty 
of databases may be defined as an "atomic element." 
Simultaneously, an access to any record, field of records, sectors 
of informations, and/or bjrtes contained in any of the plurahty of 
databases might also be defined as an "atomic element." In an 
electronically published newspaper, each htmdred words of an 
article could be defined as an "atomic element," while articles of 
more than a certain length could be defined as another set of 
"atomic elements." Some portions of a newspaper (e.g., 
advertisements, the classified section, etc.* might not be mapped 
into an atomic element. 

The preferred embodiment provides an essentially 
unbounded abiHty for the object creator to define atomic element 
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types. Such atomic element definitions may be very flexible to 
accommodate a wide variety of diflferent content usage. Some 
examples of atomic element types supported by the preferred 
embodiment include bytes, records, files, sectors, objects, a 
quantity of bytes, contiguous or relatively contiguous bytes (or 
other predefined unit types), logically related bytes containing 
content that has some logical relationship by topic, location or 
other user specifiable logic of relationship, etc. Content creators 
preferably may fiexibly define other types of atomic elements. 

The preferred embodiment of the present invention 
provides EVENT methods to provide a mapping between usage 
events and atomic elements. Generally, there may be an EVENT 
method for each different set of atomic elements defined for an 
object 300. In many cases, an object 300 will have at least one 
type of atomic element for metering relating to billing, and at 
least one other atomic element type for non-bilhng related 
metering (e.g., used to. for example, detect firaud, bill advertisers, 
and/or collect data on end user usage activities). 

In the preferred embodiment, each EVENT method in a 
usage related context performs two functions: ( 1) it maps an 
accessed event into a set of zero or more atomic elements, and (2) 
it provides information to one or more METER methods for 
metering object usage. The definition used to define this 
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mapping between access events and atomic elements may be in 
the form of a mathematical definition, a table, a load modide, etc. 
When an EVENT method maps an access request into '^zero" 
atomic elements, a user accessed event is not mapped into any 
atomic element based on the particular atomic element definition 
that apphes. This can be, for example, the object owner is not 
interested in metering usage based on such accesses (e.g., 
because the object owner deems such accesses to be insignificant 
from a metering standpoint). 

A "usage map" may employ a T)it map image" for storage of 
usage history information in a hi^ily efficient manner. 
Indi\ddual storage elements in a usage map may correspond to 
atomic elements. Difierent elements within a \isage map may 
correspond to difierent atomic elements (e.g., one map element 
may correspond to number of b3rtes read, another map element 
may correspond to whether or not a particular chapter was 
opened, and yet another map element may correspond to some 
other \isage event). 

One of the characteristics of a usage map provided by the 
preferred embodiment of the present invention is that the 
significance of a map element is specified, at least in part, by the 
position of the element within the usage map. Thus, in a usage 
map pro\aded by the preferred embodiment, the information 
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indicated or encoded by a map element is a function of its position 
(either physicaDy or logically) within the map structure. As one 
simple example, a usage map for a twelve-chapter novel could 
consist of twelve elements, one for each chapter of the novel. 
When the laser opens the first chapter, one or more bits within 
the element corresponding to the first chapter could be changed 
in value (e.g., set to "one"). In this simple example where the 
owner of the content object containing the novel was interested 
only in metering which chapters had been opened by the user, 
tlie usage map element corresponding to a chapter could be set to 
"one" the first time the user opened that corresponding chapter, 
and could remain "one" no matter how many additional times the 
user opened the chapter. The object owner or other interested 
VDE participant would be able to rapidly and efficiently tell 
which chapters) had been opened by the user simply by 
examining the compact usage map to determine which elements 

were set to "one." 

Suppose that the content object owner wanted to know how 
many times the user had opened each chapter of the novel. In 
this case, the usage map might comprise, for a twelve-chapter 
novel, twelve elements each of which has a one-to-one 
correspondence with a different one of the twelve chapters of the 
novel. Each time a user opens a particular chapter, the 
corresponding METER method njight increment the value 
contained in the corresponding usage map element. In this way, 
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an account cotild be readily maintained for each of the chapters of 
the novel 

The position of elements within a usage map may encode a 
multi-variable function. For example, the elements within a 
usage map may be arranged in a two-dimensional array as shown 
in Figure 25B. Different array coordinates could correspond to 
independent variables such as, for example, atomic elements and 
time. Suppose, as an example, that a content object owner 
distributes an object containing a collection of audio recordings. 
Assume further that the content object owner wants to track the 
nxmiber of times the user listens to each recording within the 
collection, and also wants to track usage based on month of the 
year. Thus, assume that the content object owner wishes to know 
how many times the user during the month of January listened 
to each of the recordings on a recording-by-recording basis, 
similarly wants to know this same information for the month of 
February, March, etc. In this case, the usage map (see Figure 
25B) might be defined as a two-dimensional array of elements. 
One dimension of the array might encode audio recording 
nimiber. The other dimension of the array might encode month 
of the year. During the month of January, the corresponding 
METER method would increment elements in the array in the 
January" column of the array, selecting which element to 
increment as a function of recording number. When January 
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comes to an end, the METER method might cease writing into 
the array elements in the January cokmm, and instead write 
values into a further set of February array elements— once again 
selecting the particular array element in this column as a 
function of recording number. This concept may be extended.to N 
dimensions encoding N different variables. 

Usage map meters are thus an efiBcient means for 
referencing prior usage. They may be used to enable certain 
VDE related security functions such as testing for contiguousness 
(including relative contiguooisness), logical relatedness (including 
relative logical relatedness), usage randoxnization, and other 
usage patterns. For example, the degree or character of the 
"randomness" of content \isage by a user might serve as a 
potential indicator of attempts to circumvent VDE content budget 
limitations. A user or groups of users might employ multiple 
sessions to extract content in a manner which does not violate 
contiguousness, logical relatedness or quantity limitations, but 
which nevertheless enables reconstruction of a material portion 
or all of a given, valuable unit of content. Usage maps can be 
analyzed to determine other patterns of usage for pricing such as, 
for example, quantity discounting after usage of a certain 
quantity of any or certain atomic units, or for enabling a user to 
reaccess an object for which the user previously paid for 
unlimited accesses (or unlimited accesses over a certain time 
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duration). Other useful analyses might include discounting for a 
given atomic unit for a plurality of uses. 

A further example of a map meter includes storing a record 
of all applicable atomic elements that the user has paid to use (or 
alternatively, has been metered as having used, though payment 
may not yet have been required or made). Such a usage map 
would support a very efficient and flexible way to allow 
subsequent user usage of the same atomic elements. 

A further usage map could be maintained to detect 
fraudulent usage of the same object. For example, the object 
might be stored in such a way that sequential access of long 
blocks should never occur. A METER method could then record 
all applicable atomic elements accesses during, for example, any 
specified increment of time, such as ten minutes, an hour, a day, 
a month, a year, or other time duration). The usage map could be 
anal}rzed at the end of the specified time increment to check for 
an excessively long contiguous set of accessed blocks, and/or could 
be analjrzed at the initiation of each access to applicable atomic 
elements. After each time duration based analysis, if no 
fraudulent use is detected, the usage map cotdd be cleared (or 
partially cleared) and the mapping process could begin in whole 
or in part anew. If a fraudulent use pattern is suspected or 
detected, that information might be recorded and the use of the 
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object could be halted. For example, the user might be required 
to contact a content provider who might then further analyze the 
usage information to determine whether or not further access 
should be permitted. 

Figure 25c shows a particular type of "wide bit map" usage 
record 1206 wherein each entry in the usage record corresponds 
to usage during a particular time period (e.g., current month 
usage, last month's usage, usage in the month before last, etc.). 
The usage record shown thus comprises an array of "flags" or 
fields 1206, each element in the array being used to indicate 
usage in a different time period in this particular example. When 
a time period ends, all elements 1206 in the array may be shifted 
one position, and thus usage information (or the purchase of user 
access rights) over a series of time periods can be reflected by a 
series of successive array elements. In the specific example 
shown in Figure 25c, the entire wide array 1206 is shifl;ed by one 
array position each month, with the oldest array element being 
deleted and the new array element being "turned" in a new array 
map corresponding to the current time period. In this example, 
record 1302 tracks usage access rights and/or other usage related 
activities during the present calendar month as well for the five 
immediately prior calendar months. Corresponding biUing 
and/or billing method 406 may inspect the map, determine usage 
as related to biUing and/or security monitoring for current usage 
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based on a formula that employs the usage data stored in the 
record, and updates the wide record to indicate the applicable 
array elements for which usage occurred or the like. A wide bit 
map may also be used for many other purposes such as 
maintaining an element by element count of usage, or the 
contiguousness, relatedness. etc. function described above, or 
some combination of functionality. 

Audit trail maps may be generated at any frequency 
determined by control, meter, budget and billing methods and 
load modules associated with those methods. Audit trails have a 
similar structure to meters and budgets and they may contain 
user specific information in addition to information about the 
usage event that caused them to be created. Like meters and 
budgets, audit trails have a d3mamic format that is defined by the 
content provider or their authorized designee, and share the 
basic element types for meters and budgets shown in the table 
above. In addition to these types, the following table lists some 
examples of other significant data fields that may be found in 
audit trails: 



Field type 


Format 


Typical Use 


Description of Use 


Use Event ID 


unsigned long 


Meter/Budget/ 


Event ID that started a processing 






Baling 


sequence. . 


Internal 


unsigned long 


Meter/Budget/ 


Transaction number to help detect 


Sequence 




Billing 


audits that have been tampered 








with. 
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Field type 


Format 


Typical Use 


Desoiptioii of Use 


Atomic 
Elements 6) 
& OhWct ID 


Unsigned 
integexts) of 
appropriate 


Meter/BOling 


Atomic elementts) and ID of object 
that was used. 


Personal User 
Information 


Character or 
other 

information 


Budget/Billing 


Personal infonnation about user. 


Use Date/Time 


time^t 


Meter^udget/ 
Billing? 


Date/time of use. 


Site ID/User 
ID 


VDEID 


Meter/Budget/ 
Billmy 


VDEID of user. 



Audit trail records may be automatically combined into 
single records to conserve header space. The combination process 
may, for example, occur tmder control of a load module that 
creates individual audit trail records. 



Permissions Record Overview 

Figure 16 also shows that PERCs 808 may be stored as 
part of secure database 610. Permissions records (TERCs") 808 
are at the highest level of the data driven control hierarchy 
provided by the preferred embodiment of VDE 100. Basically, 
there is at least one PERC 808 that corresponds to each 
information and/or transactional content distributed by VDE 100. 
Thus, at least one PERC 808 exists for each VDE object 300 in 
the preferred embodiment. Some objects may have multiple 
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corresponding PERCs 808. PERC 808 controls how access and/or 
maniptilation permissions are distributed and/or how content 
and/or other information may otherwise be used. PERC 808 also 
specifies the "rights'' of each VDE participant in and to the 
content and/or other information. 

In the preferred embodiment, no end user may use or 
access a VDE object tmless a permissions record 808 has been 
delivered to the end user. As discussed above, a PERC 808 may 
be dehvered as part of a traveling object 860 or it may be 
delivered separately (for example, within an administrative 
object). An electronic appUance 600 may not access an object 
unless a corresponding PERC 808 is present, and may only use 
the object and related information as permitted by the control 
structures contained within the PERC. 

Briefly, the PERC 808 stores information concerning the 
methods, method options, decryption keys and rights with respect 
to a corresponding VDE object 300. 

PERC 808 includes control structures that define high 
level categories or classifications of operations. These high level 
categories are referred to as "rights." The "right" control 
structures, in turn, provide internal control structures that 
reference "methods" 1000. The internal structure of preferred 
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embodiment PERC 808 organizes the "methods" that are 
required to perform each allowable operation on an object or 
associated control structure (including operations performed on 
the PERC itself). For example, PERC 808 contains decryption 
keys for the object, and usage of the keys is controUed by the 
methods that are required by the PERC for performing 
operations associated with the exercise of a "right." 

PERC 808 for an object is typically created when the object 
is created, and future substantive modifications of a PERC, if 
allowed, are controUed by methods associated with operations 
using the distribution rightts) defined by the same (or different) 
PERC. 

Figure 22 shows the internal structures present in an 
example of a PERC 808 provided by the preferred embodiment. 
All of the structures shown represent (or reference) collections of 
methods required to process a corresponding object in some 
specific way. PERCs 808 are organized as a hierarchical 
structure, and the basic elements of the hierarchy are as follows: 
"rights" records 906 

"control sets" 914 

"required method" records 920 and 
"required method options" 924. 
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There are other elements that may be included in a PERC 
808 hierarchy Hiat describe rides and the rule options to support 
the negotiation of rule sets and control information for smart 
objects and for the protection of a user's personal information by 
a privacy filter. These alternate elements may include: 

optional ri^ts records 

optional control sets 

optional method records 

permitted rights records 

permitted rights control sets 

permitted method records 

required DTD descriptions 

optional DTD descriptions 

permitted DTD descriptions 
These alternate fields can control other processes that may, in 
part, base negotiations or decisions regarding their operation on 
the contents of these fields. Rights negotiation, smart object 
control information, and related processes can use these fields for 
more precise control of their operation. 

The PERC 808 shown in Figure 26 includes a PERC 
header 900, a CSO ("control set 0") 902, private body keys 904, 
and one or more rights sub-records 906. Control set 0 902 in the 
preferred embodiment contains information that is common to 
one or more '^rights'' associated with an object 300. For example. 
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a particular "event" method or methods might be the same for 
usage ri^ts. extraction rights and/or otherrights. In that case, 
"control set 0" 902 may reference this event that is common 
across multiple "rights." The provision of "control set 0" 902 is 
actually an optimization, since it would be possible to store 
different instances of a conmionly-used event within each of 
plural "rights" records 906 of a PERC 808. 

Each ri^ts record 906 defines a different "right" 
corresponding to an object. A "right" record 906 is the highest 
level of organization present in PERC 808. There can be several 
different rights in a PERC 808. A "right" represents a major 
functional partitioning desired by a participant of the basic 
architecture of VDE 100. For example, tiie right to use an object 
and the ri^t to distribute rights to use an object are major 
functional groupings within VDE 100. Some examples of possible 
rights include access to content, permission to distribute rights to 
access content, the abihty to read and process audit trails related 
to content and/or control structures, the right to perform 
transactions that may or may not be related to content and/or 
related control structures (such as banking transactions, catalog 
purchases, the collection of taxes, EDI transactions, and such), 
and the abihty to change some or all of the internal structure of 
PERCs created for distribution to other users. PERC 808 
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contains a rights record 906 for each type of right to object 
accessAise the PERC grants. 

Normally, for VDE end users, the most frequently granted 
ri^t is a \isage right. Other t^pes of ri^ts include the 
"extraction right/ the "audit right" for accessing audit trail 
information of end users, and a "distribution right** to distribute 
an object. Each of these different types of rights may be 
embodied in a different rights record 906 (or alternatively, 
different PERCs 808 corresponding to an object may be used to 
grant different rights). 

Each rights record 906 includes a rights record header 908, 
a CSR ("control set for right") 910, one or more "right keys" 912, 
and one or more "control sets" 914. Each "rights" record 906 
contains one or more control sets 914 that are either required or 
selectable options to control an object in the exercise of that 
"right." Thus, at the next level, inside of a "right" 906, are control 
sets 914. Control sets 914, in turn, each includes a control set 
header 916, a control method 918, and one or more required 
methods records 920. Required methods records 920, in turn, 
each includes a required method header 922 and one or more 
required method options 924. 
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Control sets 914 exist in two types in VDE 100: common 
required control sets which are given designations "control set 0" 
or "control set for right," and a set of control set options. "Control 
set 0" 902 contains a list of required methods that are common to 
all control set options, so that the common required methods do 
not have to be duplicated in each control set option. A "control 
set for right" ("CSR") 910 contains a similar list for control sets 
within a given right. "Control set 0" and any "control sets for 
rights" are thus, as mentioned above, optimizations; the same 
fimctionaHty for the control sets can be accompUshed by listing 
all the common required methods in each control set option and 
omitting "control set 0" and any "control sets for rights." 

One of the control set options, "control set 0" and the 
appropriate "control set for right" together form a complete 
control set necessary to exercise a ri^t. 

Each control set option contains a list of required methods 
1000 and represents a different way the right may be exercised. 
Only one of the possible complete control sets 914 is used at any 
one time to exercise a right in the preferred embodiment. 

Each control set 914 contains as many required methods 
records 920 as necessary to satisfy all of the requirements of the 
creators and/or distributors for the exercise of a right. Multiple 
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ways a right may be exercised, or multiple control sets that 
govern how a given right is exercised, are both supported. As an 
example, a single control set 914 mi^t require multiple meter 
and budget methods for reading the object's content, and also 
require different meter and budget methods for printing an 
object's content. Both reading and printing an object's content 
can be controlled in a single control set 914. 

Alternatively, two different control set options could 
support reading an object's content by using one control set 
option to support metering and budgeting the number of b3rtes 
read, and the other control set option to support metering and 
budgeting the number of paragraphs read. One or the other of 
these options would be active at a time. 

Tjrpically, each control set 914 will reference a set of 
related methods, and thus different control sets can offer a 
different set of method options. For example, one control set 914 
may represent one distinct kind of metering methodology, and 
another control set may represent another, entirely different 
distinct metering methodology. 

At the next level inside a control set 914 are the reqviired 
methods records 920. Methods records 920 contain or reference 
methods 1000 in the preferred embodiment. Methods 1000 are a 
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coDection of "events," references to load modules associated with 
these events, static data, and references to a secure database 610 
for automatic retrieval of any other separately deUverable data 
elements that may be required for processing events (e.g., UDEs). 
A control set 914 contains a list of required methods that must be 
used to exercise a specific right (i.e., process events associated 
with a right). A required method record 920 listed in a control set 
914 indicates that a method must exist to exercise the right that 
the control set supports. The required methods may reference 
"load modules" 1100 to be discussed below. Briefly, load modules 
1100 are pieces of executable code that may be used to carry out 
req\3ired methods. 

Each control set 914 may have a control method record 918 
as one of its required methods. The referenced control method 
may define the relationships between some or all of the various 
methods 1000 defined by a control set 906. For example, a 
control method may indicate which required methods are 
functionally grouped together to process particular events, and 
the order for processing the required methods. Thus, a control 
method may specify that required method referenced by record 
920(a)(l){i) is the first to be called and then its output is to go to 
required method referenced by record 920(a)(lKii) and so on. In 
this way, a meter method may be tied to one or more billing 
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methods and then the billing methods may be individually tied to 
different budget methods, etc. 

Required method records 920 specify one or more reqiiired 
method options 924. Required method options are the lowest 
level of control structure in a preferred embodiment PERC 808. 
By parameterizing the required methods and specifying the 
required method options 924 independently of the required 
methods, it becomes possible to reuse required methods in many 
different circumstances. 

For example, a required method record 920 may indicate 
that an actual budget method ID must be chosen from the list of 
budget method IDs in the required method option list for that 
required method. Required method record 920 in this case does 
not contain any method IDs for information about the type of 
method required, it only indicates that a method is required. 
Required method option 924 contains the method ID of the 
method to be used if this required method option is selected. As a 
further optimization, an actual method ID may be stored if only 
one option exists for a specific required method. This allows the 
size of this data structxire to be decreased. 

PERC 808 also contains the fundamental decryption keys 
for an object 300, and any other keys used with "rights** (for 
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encoding and/or decoding audit trails, for example). It may 
contain the keys for the object content or keys to decrypt portions 
of the object that contain other keys that then can be used to 
decrypt the content of the object Usage of the keys is controlled 
by the control sets 914 in the same "right" 906 within PERC 808. 

In more detail, Figure 26 shows PERC 808 as including 
private body keys 904, and right keys 912. Private body keys 904 
are used to decrypt information contained within a private body 
806 of a corresponding VDE object 300. Sudi information may 
include, for example, methods 1000, load modules 1100 and/or 
UDEs 1200, for example. Right keys 912 are keys used to 
exercise a right in the preferred embodiment. Such right keys 
912 may include, for example, decryption keys that enable a 
method specified by PERC 808 to decrypt content for release by a 
VDE node to an end user. These right keys 912 are, in the 
preferred embodiment, unique to an object 300. Their usage is 
preferably controlled by budgets in the preferred embodiment. 

Detailed Example of a PERC 808 

Figures 26A and 26B show one example of a preferred 
embodiment PERC 808. In this example, PERC header 900 
includes: 

a site record number 926, 
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a field 928 specifying the length of the private body 
key block, 

a field 930 specifying the length of the PERC, 
an expiration date/time field 932 specifying the 

expiration date and/or time for the PERC, 
a last modification date/time field 934 specifying the 

last date and/or time the PERC 808 was 

modified, 

the original distributor ID field 936 that specifies 
who originally distributed the PERC and/or 
corresponding object, 

a last distributor field 938 that specifies who was the 
last distributor of the PERC and/or the object, 

an object ID field 940 identifying the corresponding 
VDE object 300, 

a field 942 that specifies the class and/or type of 
PERC and/or the instance ID for the record 
class to differentiate the PERCs of the same 
tjrpe that may differ in their particulars, 

a field 944 specifying the number of "rights" sub- 
records 906 within the PERC, and 

a validation tag 948. 
The PERC 808 shown in Figures 26a, 26b also has private body 
keys stored in a private body key block 950. 
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This PERC 808 includes a control set 0 sub-record 914 (0) 
that may be used commonly by all of ri^ts 906 within the PERC. 
This control set 0 record 914(0) may include the following fields: 
a length field 952 spedfying the length of the control 
set 0 record 

a field 954 specifying the number of required method 

records 920 within the control set 
an access tag field 956 specifying an access tag to 

control modification of the record and 
one or more required method records 920. 
Each required method record 920, in turn may include: 

a length field 958 specifying the length of the 

required method record 
a field 960 specifying the number of method option 

records within the required method record 920 
an access tag field 962 specifying an access tag to 

control modification of the record and 
one or more method option records 924. 
Each method option sub-record 924 may include: 

a length field 964 specifying the length of the method 

option record 
a length field 966 specifying the length of the data 
area (if any) corresponding to the method 
option record 
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a method ID field 968 specifying a method ID (e.g.» 

t]i>e/owner/clasa^xistance) 
a correlation tag field 970 specifying a correlation 

tag for correlating with the method specified in 

field 968 

an access tag field 972 specifying an access tag to 

control modification of this record 
a method-specific attributes field 974 
a data area 976 and 

a check value field 978 for validation purposes 



In this example of PERC 808 also includes one or more 
rights records 906, and an overall check value field 980. Figure 
23b is an example of one of right records 906 shown in Figure 
16a. In this particular example, rights record 906a includes a 
rights record header 908 comprising: 

a length field 982 specifying the length of the rights 

key block 912 
a length field 984 specifying the length of the rights 
record 908 

an expiration date/time field 986 specifying the 
expiration date and/or time for the rights 
record 

a right ID field 988 identifying a right 
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a number field 990 specifying the nvimber of control 
sets 914 within the rights record 906, and 

an access tag field 992 specifying an access tag to 
control modification of the right record. 

This example of rights record 906 includes: 
a control set for this ri^t (CSR) 910 
a rights key block 912 
one or more control sets 914, and 
a dieck value field 994. 

Object Registry 

Referring once again to Figure 16, secure database 610 
provides data structures that support a "lookup" mechanism for 
"registered" objects. This "lookup" mechanism permits electronic 
appUance 600 to associate, in a secure way, VDE objects 300 with 
PERCs 808, methods 1000 and load modules 1100. In the 
preferred embodiment, this lookup mechanism is based in part on 
data structures contained within object registry 450. 

In one embodiment, object registry 450 includes the 

following tables: 

• an object registration table 460; 

• a subject table 462; 

a User Rights Table f"URT") 464; 
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• an Administrative Event Log 442; 

• a shipping table 444; and 
« a receiving table 446. 

Object registry 460 in the example embodiment is a 
database of information concerning registered VDE objects 300 
and the rights of users and user groups with regard to those 
objects. When electronic appliance 600 receives an object 300 
containing a new budget or load module 1100, the electronic 
appliance usually needs to add the information contained by the 
object to secure database 610, Moreover, when any new VDE 
object 300 arrives at an electronic appliance 600, the electronic 
appUance must "register"* the object within object registry 450 so 
that it can be accessed. The hsts and records for a new object 300 
are built in the preferred embodiment when the object is 
''registered" by the electronic appUance 600. The information for 
the object may be obtained from the object's encrypted private 
header, object body, and encrypted name services record. This 
information may be extracted or derived from the object 300 by 
SPE 503, and then stored within secure database 610 as 
encrypted records. 

In one embodiment, object registration table 460 includes 
ixibrmation identifying objects within object storage (repository) 
728. These VDE objects 300 stored within object storage 728 are 
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not, in the example embodiment, necessarily part of secure 
database 610 since the objects typically incorporate their own 
security (as necessary and required) and are maintained \ising 
different mechanisms than the ones used to maintain the secure 
database. Even though VDE objects 300 may not strictly be part 
of secure database 610, object registry 450 (and in particular, 
object registration table 460) refers to the objects and thus 
-incorporates them by reference" into the secure database. In the 
preferred embodiment, an electronic appUance 600 may be 
disabled from using any VDE object 300 that has not been 
appropriately registered with a corresponding registration record 
stored within object registration table 460. 

Subject table 462 in the example embodiment establishes 
correspondence between objects referred to by objert registration 
table 460 and users (or groups of users) of electronic appliance 
600. Subject table 462 provides many of the attributes of an 
access control list ("ACL"), as will be explained below. 

User rights table 464 in the example embodiment provides 
permissioning and other information specific to particular users 
or groups of users and object combinations set forth in subject 
table 462. In the example embodiment, permissions records 808 
( also shown in Figure 16 and being stored within secure database 
610) may provide a universe of permissioning for a particular 
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object-user combination. Records within user rights table 464 
may specify a sub-set of this pemdssioning vmiverse based on, for 
example, choices made by users during interaction at time of 
object registration. 

Administrative event log 442, shipping table 444, and 
receiving table 446 provide information about receipts and 
deliveries of VDE objects 300. These data structures keep track 
of administrative objects sent or received by electronic appliance 
600 including, for example, the purpose and actions of the 
administrative objects in simmiary and detailed form. Briefly, 
shipping table 444 incudes a shipping record for each 
administrative object sent (or scheduled to be sent) by electronic 
appliance 600 to another VDE participant. Receiving table 446 
in the preferred embodiment includes a receiving record for each 
administrative object received (or scheduled to be received) by 
electronic appHance 600. Administrative event log 442 includes 
an event log record for each shipped and each received 
admioistrative object, and may include details concerning each 
distinct event specified by received administrative objects. 

Administrative Object Shipping and Receiving 

Figure 27 is an example of a detailed format for a shipping 
table 444. In the preferred embodiment, shipping table 444 
includes a header 444A and any number of shipping records 445. 
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Header 444A includes ioformatioix used to maintain shipping 
table 444. Each shipping record 445 within shipping table 444 
provides details concerning a shipping event (i.e., either a 
completed shipment of an administrative object to another VDE 
participant, or a scheduled shipment of an administrative object). 

In the example embodiment of the secure database 610, 
shipping table header 444A may include a site record number 
444A(1), a user ior group) ID 444A(2), a series of reference fields 
444A(3)-444A(6), validation tags 444A(7)-444A(8). and a check 
value field 444A(9). The fields 444A(3)-444A(6) reference certain 
recent IDs that designate lists of shipping records 445 within 
shipping table 444. For example, field 444A(3) may reference to a 
"first" shipping record representing a completed outgoing 
shipment of an administrative object, and field 444A(4) may 
reference to a "last" shipping record representing a completed 
outgoing shipment of an administrative object. In this example, 
"first" and "last" may, if desired, refer to time or order of 
shipment as one example. Similarly, fields 444A(5) and 444A(6) 
may reference to "first" and last" shipping records for scheduled 
outgoing shipments. Validation tag 444A(7) may provide 
validation fit>m a name services record within name services 
record table 452 associated with the user (group) ID in the 
header. This permits access from the shipping record back to the 
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name services record that describes the sender of the object 
described by the shipping records. Validation tag 444A(8) 
provides vaUdation for a '"first" outgoing shipping record 
referenced by one or more of pointers 444A(3)-444A(6). Other 
validation tags may be provided for validation of scheduled 
shipping record(s). 

Shipping record 444(1) shown includes a site record 
number 445(1XA). It also includes first and last scheduled 
shipment date/times 445(1KB), 445(1X0 providing a window of 
time used for scheduling administrative object shipments. Field 
445(1)(D) may specify an actual date/time of a completed 
shipment of an administrative object. Field 445(1)(E) provides an 
ID of an administrative object shipped or to be shipped, and thus 
identifies which administrative object within object storage 728 
pertains to this partictQar shipping record. A reference field 
445(1MG) references a name services record within name services 
record table 452 specifying the actual or intended recipient of the 
administrative object shipped or to be shipped. This information 
within name services record table 452 may. for example, provide 
routing information sufficient to permit outgoing administrative 
objects manager 754 shown in Figure 12 to inform object switch 
734 to ship the administrative object to the intended recipient. A 
field 445( 1)(H) may specify (e.g., using a series of bit flags ) the 
purpose of the administrative object shipment, and a field 
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445(1)(I) may specify the status of the shipment. Reference fields 
445(1)(J), 445(1)(K) may reference ''previous'* and "next" shipping 
records 445 in a linked list (in the preferred embodiment, there 
may be two linked lists, one for completed shipping records and 
the other for scheduled shipping records). Fields 445(1)(L) - 
445(1)(P) may provide validation tags respectively from header 
444A, to a record within administrative event log 442 pointed to 
by pointer 445(1)(F); to the name services record referenced by 
field 445(1XG); from the previous record referenced by 445(1)(J); 
and to the next record referenced by field 445(1)(K). A check 
value field 445(1 KQ) may be used for vahdating shipping record 
445. 

Figure 28 shows an example of one possible detailed format 
for a receiving table 446. In one embodiment, receiving table 446 
has a structure that is similar to the structure of the shipping 
table 444 shown in Figure 27. Thus, for example, receiving table 
446 may include a header 446a and a plurality of receiving 
records 447, each receiving record includiug details about a 
particular reception or scheduled reception of an administrative 
object. Receiving table 446 may include two linked lists, one for 
completed receptions and another for schedule receptions. 
Receiving table records 447 may each reference an entry within 
name services record table 452 specifying an administrative 
object sender, and may each point to an entry within 
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administrative event log 442. Receiving records 447 may also 
include additional details about scheduled and/or completed 
reception (e.g., scheduled or actual date/time of reception, 
purpose of reception and status of reception), and they may each 
include validation tags for validating references to other secure 
database records. 

Figure 29 shows an example of a detailed format for an 
administrative event log 442. In the preferred embodiment, 
administrative event log 442 includes an event log record 
442(1) . . . 442(N) for each shipped administrative object and for 
each received administrative object. Each administrative event 
log record may include a header 443a and from 1 to N sub*records 
442(J)(1) . . . 442(J)(N). In the preferred embodiment, header 
443a may include a site record ntmiber field 443A(1), a record 
length field 443A(2), an administrative object ID field 443Af3), a 
field 443A(4) specifying a niunber of events, a validation tag 
443A(5) from shipping table 444 or receiving table 446, and a 
check sum field 443A(6). The number of events specified in field 
443A(4) corresponds to the niunber of sub-records 442(J)(1) . . . 
442( J)(N ) within the administrative event log record 442( J ). 
Each of these sub-records specifies information about a particular 
'^event'* affected or corresponding to the administrative object 
specified within field 443(A)(3 ). Administrative events are 
retained in the administrative event log 442 to permit the 
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reconstroctioB (and preparation for construction or processing) of 
the administrative objects that have been sent from or received 
by the system. This permits lost administrative objects to be 
reconstructed at a later time. 

Each sub-record may include a sub-record length field 
442(J)(l)(a). a data area length field 442(J)(lXb), an event ED 
field 442( JXlKc), a record type field 442(JXlKd), a record ID field 
442(J)(l)(e), a data area field 442(J)(l)(f>, and a check value field 
442( J)(l)(g). The data area 442(J)(l)(f) may be used to indicate 
which information within secure database 610 is affected by the 
event specified in the event ID field 442(J)(l)(c), or what new 
secure database item(s) were added, and may also specify the 
outcome of the event. 

The object registration table 460 in the preferred 
embodiment includes a record corresponding to each VDE object 
300 within object storage (repository) 728. When a new object 
arrives or is detected (e.g.. by redirector 684), a preferred 
embodiment electronic apphance 600 "registers" the object by 
creating an appropriate object registration record and storing it 
in the object registration table 460. In the preferred embodiment, 
the object registration table stores information that is user- 
independent, and depends only on the objects that are registered 
at a given VDE electronic apphance 600. Registration activities 
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are typically managed by a REGISTER method associated with 
an object. 

In the example, subject table 462 associates users (or 
groups of users) with registered objects. The example subject 
table 462 performs the function of an access control list by 
specifying which users are authorized to access which registered 
VDE objects 300. 

As described above, secure database 610 stores at least one 
PERC 808 corresponding to each registered VDE object 300. 
PERCS 808 specify a set of rights that may be exercised to use or 
access the corresponding VDE object 300. The preferred 
embodiment allows user to "customize" their access rights by 
selecting a subset of rights authorized by a corresponding PERC 
808 and/or by specifying parameters or choices that correspond to 
some or all of the rights granted by PERC 808. These user 
choices are set forth in a user rights table 464 in the preferred 
embodiment. User rights table fURT) 464 includes URT records, 
each of which corresponds to a user (or group of users). Each of 
these URT records specifies user choices for a corresponding VDE 
object 300. These user choices may, either independently or in 
combination with a PERC 808, reference one or more methods 
1000 for exercising the rights granted to the user by the PERC 
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808 in a way specified by the choices contained within the URT 
record. 

Figure 30 shows an example of how these various tables 
may interact with one another to provide a secure database 
lookup mechanism. Figure 30 shows object registration table 460 
as having a pluraUty of object registration records 460(1), 460(2), 
These records correspond to VDE objects 300(1), 300(2), . . . 
stored within object repository 728. Figure 31 shows an example 
format for an object registration record 460 provided by the 
preferred embodiment. Object registration record 460(N) may 
include the following fields: 

site record number field 466( 1 ) 

object type field 466(2) 

creator ID field 466(3) 

object ID field 466(4) 

a reference field 466(5) that references subject 

table 462 
an attribute field 466(6) 
a Tw^witmim registration interval field 466(7) 
a tag 466(8) to a subject table record, and 
a check value field 466(9). 

The site record ntimber field 466(1) specifies the site record 
niomber for this object registration record 460(N). In one 
embodiment of secure database 610, each record stored within 
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the secure database is identified by a site record number. This 
site record number may be used as part of a database lookup 
process in order to keep track of all of the records within the 
secure database 610. 

Object type field 466(2) may spediy the type of registered 
VDE object 300 (e.g., a content object, an administrative object, 
etc.). 

Creator ID field 466(3) in the example may identify the 
creator of the corresponding VDE object 300. 

Object ID field 466(4) in the example imiquely identifies 
the registered VDE object 300. 

Reference field 466(5) in the preferred embodiment 
identifies a record within the subject table 462. Through use of 
this reference, electronic appliance 600 may determine all users 
(or user groups) listed in subject table 462 authorized to access 
the corresponding VDE object 300. Tag 466(8) is vised to validate 
that the subject table records accessed using field 466(5) is the 
proper record to be used with the object registration record 
460(N). 
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Attribute field 466(6) may store one or more attributes or 
attribute flags coiresponding to VDE object 300. 

Minimum registration interval field 466(7) may specify 
how often the end user may re-register as a user of the VDE 
object 300 with a clearinghouse service, VDE administrator, or 
VDE provider. One reason to prevent fi«quent re-registration is 
to foreclose users ftt)m reusing budget quantities in taraveling 
objects imtil a specified amount of time has elapsed. The 
minimum registration interval field 466(7) may be left unused 
when the object owner does not wish to restrict re-registration. 

Check value field 466(9) contains validation information 
iised for detecting corruption or modification of record 460(N) to 
ensure security and integrity of the record. In the preferred 
embodiment, many or all of the fields within record 460(N) (as 
with other records within the secure database 610) may be fully 
or partially encrypted and/or contain fields that are stored 
redundantly in each record (once in unencrypted form and once 
in encrypted form). Encrypted and unencrypted versions of the 
same fields may be cross checked at various times to detect 
corruption or modification of the records. 

As mentioned above, reference field 466(5) references 
subject table 462. and in particvdax, references one or more 
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user/object records 460(M) within the subject table^ Figure 32 
shows an example of a format for a iiser/object record 462(M) 
provided by the example. Record 462(M) may include a header 
468 and a subject record portion 470. Header 468 may include a 
field 468(6) referencing a "first"" subject record 470 contained 
within the subject registration table 462. This '^first" subject 
record470(l) may, in turn, include a reference field 470(5) that 
references a ''next" subject record 470(2) within the subject 
registration table 462, and so on. This linked list" structure 
permits a single object registration record 460rN) to reference to 
from one to N subject records 470. 

Subject registration table header 468 in the example 
includes a site record number field 468(1) that may uniquely 
identify the header as a record within secure database 610. 
Header 468 may also include a creator ID field 468(2) that may 
be a copy of the content of the object registration table creator ID 
field 466(3). Similarly, subject registration table header 468 may 
include an object ID field 468(5) that may be a copy of object ID 
field 466(4 ) within object registration table 460. These fields 
468(2), 468(5> make user/object registration records explicitly 
correspond to particular VDE objects 300. 

Header 468 may also include a tag 468(7) that permits 
validation. In one example arrangement, the tag 468(7) within 
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the user/object registration header 468 may be the same as the 
tag 466(8) within the object registration record 460(N) that points 
to the user/object registration header. Correspondence between 
these tags 468(7) and 466(8) permits validation that the object 
registration record and user/object registration header match up. 

User/object header 468 also includes an original distributor 
ID field 468(3) indicating the original distributor of the 
corresponding VDE object 300, and the last distributor ID field 
468(4) that indicates the last distributor within the chain of 
handhng of the object prior to its receipt by electronic appUance 
600. 

Header 468 also includes a tag 468(8) allowing validation 
between the header and the "first" subject record 470(1) which 
field 468(6) references 

Subject record 470(1) includes a site record number 472( 1 ). 
a user (or user group) ID field 472(2), a user (or user group) 
attributes field 472(3), a field 472(4) referencing user rights table 
464, a field 472(5) that references to the 'next* subject record 
470(2) (if there is one), a tag 472(6) tised to vaKdate with the 
header tag 468(8), a tag 472(7) used to vahdate with a 
corresponding tag in the user rights table record referenced by 
field 472(4), a tag 472(9) used to validate with a tag in the "next" 
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subject record referenced to by field 472(5) and a check value field 
472(9). 

User or user group ID 472(2) identifies a user or a user 
group authorized to use the object identified in field 468(5). 
Thus, the fields 468(5) and 472(2) together form the heart of the 
access control list provided by subject table 462. User attributes 
field 472(3) may specify attributes pertaining to use/access to 
object 300 by the user or user group specified in fields 472(2). 
Any number of different users or user groups may be added to 
the access control list (each with a different set of attributes 
472(3)) by providing additional subject records 470 in the 'linked 
list** structure. 

Subject record reference field 472(4) references one or more 
records within user rights table 464, Figure 33 shows an 
example of a preferred format for a user rights table record 
464(k). User rights record 464(k) may include a URT header 474, 
a record rights header 476, and a set of user choice records 478. 
URT header 474 may include a site record number field, a field 
474(2) specifying the number of rights records within the URT 
record 464(k), a field 474(3) referenciog a ''first" rights record 
(i.e., to ri^ts record header 476), a tag 474(4) used to vaUdate 
. the lookup from the subject table 462, a tag 474(5) used to 
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validate the lookup to the zi^ts record header 476, and a check 
value field 474(6). 

Ri^ts record header 476 in the preferred embodiment may 
include site record number field 476(1), a right ID field 476(2), a 
field 476(3) referencing the "next" rights record 476(2), a field 
476(4) referencing a first set of user choice records 478(1), a tag 
476(5) to allow validation with URT header tag 474(5), a tag 
476(6) to allow validation with a user choice record tag 478(6), 
and a check value field 476(7). Right ID field 476(2) may, for 
example, specify the type of right conveyed by the rights record 
476(e.g., right to use, right to distribute, right to read, right to 
audit, etc.). 

The one or more user choice records 478 referenced by 
rights record header 476 sets forth the user choices 
corresponding to access and/or use of the corresponding VDE 
object 300. There will typicaUy be a rights record 476 for each 
right authorized to the corresponding user or user group. These 
rights govern use of the VDE object 300 by that user or user 
group. For instance, the user may have an "access" right, and an 
"extraction" right, but not a "copy" right. Other rights controlled 
by rights record 476 (which is derived from PERC 808 using a 
REGISTER method in the preferred embodiment) include 
distribution ri^ts. audit rights, and pricing rights. When an 
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object 300 is registered with the electronic appliance 600 and is 
registered with a particular user or user group, the user may be 
permitted to select among various usage methods set forth in 
PERC 808. For instance, a VDE object 300 might have two 
required meter methodologies: one for billing purposes, and one 
for accumulating data concerning the promotional materials used 
by the user. The user mi^t be given the choice of a variety of 
meter/billing methods, such as: payment by VISA or 
MasterCard; choosing between billing based upon the quantity of 
material retrieved from an information database, based on the 
time of use, and/or both. The user might be ofifered a discoxmt on 
time and/or quantity billing if he is willing to allow certain details 
concerning his retrieval of content to be provided to third parties 
(e.g., for demographic purposes). At the time of registration of an 
object and/or user for the object, the user would be asked to select 
a particular meter methodology as the ''active metering method" 
for the iirst acquired meter. A VDE distributor might narrow the 
universe of available choices for the user to a subset of the 
original selection array stipulated by PERC 808. These user 
selection and configuration settings are stored within user choice 
records 480(1), 480(2), 480(N). The user choice records need not 
be explicitly set forth within user rights table 464; instead, it is 
possible for user choice records 480 to refer (e.g., by site reference 
number) to particular VDE methods and/or information 
parameterizing those methods. Such reference by user choice 
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records 480 to method 1000 should be vaUdated by vaUdation 
tags contained within the user choice records. Thus, user choice 
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records 480 in Ihe preferred embodiment may select one or : 
methods 1000 for use with the corresponding VDE object 300 (as 
is shown in Figure 27). These user choice records 480 may 
themselves fully define the methods 1000 and other information 
used to build appropriate components assembUes 690 for 
implementing the methods. Alternatively, the user/object record 
462 used to reference the user rights record 464 may also 
reference the PERC 808 corresponding to VDE object 300 to 
provide additional information needed to build the component 
assembly 690 and/or otherwise access the VDE object 300. For 
example, PERC 808 may be accessed to obtain MDEs 1202 
pertaining to the selected methods, private body and/or rights 
keys for decrypting and/or encrypting object contents, and may 
also be used to provide a checking capabiKty ensuring that the 
user rights record conveys only those rights authorized by a 
current authorization embodied within a PERC. 

In one embodiment provided by the present invention, a 
conventional database engine may be used to store and organize 
secure database 610. and the encryption layers discussed above 
may be "on top of" the conventional database structure. 
However, if such a conventional database engine is unable to 
organize the records in secure database 610 and support the 
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security considerations outlined above, then electronic appliance 
600 may maintain separate indexing structures in enoypted 
form. These separate indexing structures can be maintained by 
SPE 503, This embodiment would require SPE 503 to decrypt 
the index and search decrypted index blocks to find appropriate 
"site record IDs** or other pointers. SPE 503 might then request 
the indicated record from the conventional database engine. If 
the record ID cannot be checked against a record list, SPE 503 
might be required to ask for the data file itself so it can retrieve 
the desired record. SPE 503 would then perform appropriate 
authentication to ensture that the file has not been tampered with 
and that the proper block is returned. SPE 503 should not 
simply pass the index to the conventional database engine 
(unless the database engine is itself secure) since this would 
allow an incorrect record to be swapped for the requested one. 

Figure 34 is an example of how the site record niimbers 
described above may be used to access the various data 
structures within secure database 610. In this example, secure 
database 610 further includes a site record table 482 that stores a 
plurality of site record niunbers. Site record table 482 may store 
what is in effect a ''master list** of all records within secure 
database 610. These site record numbers stored by site record 
table 482 permit any record within secure database 610 to be 
accessed. Thus, some of the site records within site record table 
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482 may index records with an object registration table 460, 
other site record numbers within the site record table may index 
records within the user/object table 462, still other site record 
numbers within the site record table may access records within 
URT 464, and still other site record numbers within the site 
record table may access PERCs 808. In addition, each of method 
cores 1000' may also include a site record number so they may be 
accessed by site record table 482. 

Figure 34A shows an example of a site record 482(j) within 
site record table 482. Site record 482(j) may include a field 484(1) 
indicating the type of record, a field 484(2) indicating the owner 
or creator of the record, a "class « field 484(3) and an "instance" 
field 484(4) providing additional information about the record to 
which the site record 482(j) points; a specific descriptor field 
484(5) indicating some specific descriptor (e.g., object ID) 
associated with the record; an identification 484(6) of the table or 
other data structure which the site record references; a reference 
and/or ofifoet within that data structure indicating where the 
record begins; a validation tag 484(8) for validating the record 
being looked up, and a check value field 484(9). Fields 484(6) and 
484(7) together may provide the mechanism by which the record 
referenced to by the site record 484(j) is actuaUy physically 
located within the secure database 610. 
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Updating Secim Database 610 

Figure 35 show an example of a process 1150 which can be 
used by a clearinghouse, VDE administrator or other VDE 
participant to update the secure database 610 maintained by an 
end user^s electronic appliance 600. For example, the process 
1500 shown in Figure 35 might be used to collect "audit trail" 
records within secure database 610 and/or provide new budgets 
and permissions (e.g., PERCs 808) in response to an end user^s 
request. 

IVpically, the end user^s electronic apphance 600 may 
initiate communications with a clearinghouse (Block 1152). This 
contact may, for example, be established automatically or in 
response to a user command. It may be initiated across the 
electronic highway 108, or across other communications networks 
such as a LAN, WAN, two-way cable or using portable media 
exchange between electronic appUances. The process of 
exdianging administrative information need not occur in a single 
"on line" session, but could instead occur over time based on a 
number of different one-way and/or two*way communications 
over the same or different communications means. However, the 
process 1150 shown in Figure 35 is a specific example where the 
end user s electronic apphance 600 and the other VDE 
participant (e.g., a clearinghouse) establish a two-way real-time 
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interactive communicatioiis exchange across a telephone line, 
network, electronic highway 108, etc. 

The end user's electronic appliance 600 generally contacts 
a particular VDE administrator or clearinghouse. The identity of 
the particular clearin^ouse is based on the VDE object 300 the 
user wishes to access or has already accessed. For example, 
suppose the user has already accessed a particular VDE object 
300 and has run out of budget for further access. The user could 
issue a request which will cause her electronic appliance 600 to 
automatically contact the VDE administrator, distributor and/or 
financial clearinghouse that has responsibUity for that particular 
object. The identity of the appropriate VDE participants to 
contact is provided in the example by information within UDEs 
1200, MDEs 1202, the Object Registration Table 460 and/or 
Subject Table 462, for example. Electronic apphance 600 may 
have to contact multiple VDE participants (e.g., to distribute 
audit records to one participant, obtain additional budgets or 
other permissions from another participant, etc.). The contact 
1152 may in one example be sdieduled in accordance with the 
Figure 27 Shipping Table 444 and the Figure 29 Administrative 
Event Log 442. 

Once contact is established, the end user's electronic 
apphance and the clearinghouse typically authenticate one 
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another and agree on a session key to use for the real-time 
information exchange (Block 1154). Once a secure connection is 
established; the end user's electronic appliance may determine 
(e.g., based on Shipping Table 444) whether it has any 
administrative object(s) containing audit information that it is 
supposed to send to the clearinghouse (decision Block 1156). 
Audit information pertaining to several VD£ objects 300 may be 
placed within the same administrative object for transmission, or 
different administrative objects may contain audit information 
about different objects. Assuming the end user's electronic 
appliance has at least one such administrative object to send to 
this particular clearinghouse ("yes" exit to decision Block 1156), 
the electronic appliance sends that administrative object to the 
clearinghouse via the now-established secure real-time 
communications (Block 1158). In one specific example, a single 
administrative object may be sent an administrative object 
containing audit information pertaining to multiple VDE objects, 
with the audit information for each different object compromising 
a separate ''event'' within the administrative object. 

The clearinghouse may receive the administrative object 
and process its contents to determine whether the contents are 
"valid"" and legitimate."" For example, the clearinghouse may 
analyze the contained audit information to determine whether it 
indicates misuse of the applicable VDE object 300. The 
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dearinghouse may, as a resuk of this analysis, may generate one 
or more responsive administrative objects that it then sends to 
the end usei's electronic appUance 600 (Block 1160). The end 
user's electronic appKance 600 may process events that update 
its secure database 610 and/or SPU 500 contents based on the 
administrative object received (Block 1162). For example, if the 
audit information received by the dearinghouse is legitimate, 
then the dearinghouse may send an administrative object to the 
end user's electronic appUance 600 requesting the electronic 
appUance to delete and/or compress the audit information that 
has been transferred. Alternatively or in addition, the 
dearinghouse may request additional information from the end- 
user electronic appUance 600 at this stage (e.g.. retransmission of 
certain information that was corrupted during the initial 
transmission, transmission of additional information not earUer 
transmitted, etc.). If the dearinghouse detects misuse based on 
the received audit information, it may transmit an 
administrative object that revokes or otherwise modifies the end 
user's right to further access the assodated VDE objects 300. 

The clearinghouse may, in addition or alternatively, send 
an administrative object to the end user's dectronic appUance 
600 that instructs the electronic appUance to display one or more 
messages to the user. These messages may inform the user 
about certain conditions and/or they may request additional 



488 



infnrmatinn from the user. For example, the message may 
instruct the end user to contact the clearinghouse directly by 
telephone or otherwise to resolve an indicated problem, enter a 
PIN, or it may instruct the user to contact a new service company 
to re-register the associated VDE object. Alternatively, the 
message may teU the end user that she needs to acquire new 
usage permissions for the object, and may inform the user of cost, 
status and other associated information. 

During the same or different conmiimications exchange, 
the same or different clearinghouse may handle the end user's 
request for additional budget and/or permission pertaining to 
VDE object 300. For example, the end user^s electronic appliance 
600 may (e.g., in response to a user input request to access a 
particular VDE object 300) send an administrative object to the 
clearinghouse requesting budgets and/or other permissions 
allowing access (Block 1164). As mentioned above, such requests 
may be transmitted in the form of one or more administrative 
objects, such as, for example, a single administrative object 
having multiple "events'" associated with multiple requested 
budgets and/or other pennissions for the same or different VDE 
objects 300. The clearinghouse may upon receipt of such a 
request, check the end user's credit, financial records, business 
agreements and/or audit histories to determine whether the 
requested budgets and/or permissions should be given. The 
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clearinghouse may, baaed on this analysis, send one or more 
responsive administrative objects which cause the end usei's 
electronic appliance 600 to update its secure database in 
response (Block 1166, 1168). This updating might, for example, 
comprise replacing an expired PERC 808 with a fresh one, 
modifying a PERC to provide additional (or lesser) rights, etc. 
Steps 1164-1168 may be repeated multiple times in the same or 
different communications session to provide further updates to 
the end user's secure database 610. 

Figure 36 shows an example of how a new record or 
element may be inserted into secure database 610. The load 
process 1070 shown in Figure 35 checks each data element or 
item as it is loaded to ensure that it has not been tampered with, 
replaced or substituted. In the process 1070 shown in Figure 35, 
the first step that is performed is to check to see if the current 
user of electronic apphance 600 is authorized to insert the item 
into secure database 610 (block 1072). This test may involve, in 
the preferred embodiment, loading (or using akeady loaded) 
appropriate methods 1000 and other data structures such as 
UDEs 1200 into an SPE 503, which then authenticates user 
authorization to make the change to secure database 610 (block 
1074). If the user is approved as being authorized to make the 
change to secure database 610, then SPE 503 may check the 
integrity of the element to be added to the secure database by 
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decrypting it (block 1076) and determining whether it has become 
damaged or corrupted (block 1078). The element is checked to 
ensure that it decrypts properly using a predetermined 
management file key, and the check value may be validated. In 
addition, the pubUc and private header ID tags (if present) may 
be compared to ensure that the proper element has been provided 
and had not been substituted, and the unique element tag ID 
compared against the predetermined element tag. If any of these 
tests fail, the element may be automatically rejected, error 
corrected, etc. Assuming the element is foimd to have integrity, 
SPE 503 may re-encrypt the information (block 1080) using a 
new key for example (see Figure 37 discussion below). In the 
same process step an appropriate tag is preferably provided so 
that the information becomes encrypted within a security 
wrapper having appropriate tags contained therein (block 1082). 
SPE 503 may retain appropriate tag information so that it can 
later validate or otherwise authenticate the item when it is again 
read from secure database 610 (block 1084). The now-secure 
element within its security wrapper may then be stored within 
secure database 610. 

Figure 37 shows an example of a process 1050 used in the 
preferred embodiment database to securely access an item stored 
in secure database 610. In the preferred embodiment, SPE 503 
first accesses and reads in the item from secure database 610 
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records. SPE 503 reads this information from secure database 
610 in encrypted form, and may "unwrap" it (block 1052) by 
decrypting it (block 1053) based on access keys internally stored 
within the protected memory of an SPU 500. In the preferred 
embodiment, this "unwrap" process 1052 involves sending blocks 
of information to encrypt/decrypt engine 522 along with a 
management ffle key and other necessary information needed to 
deaypt. Decrypt engine 522 may return "plaintext" information 
that SPE 503 then checks to ensure that the security of the object 
has not been breached and that the object is the proper object to 
be used (block 1054). SPE 503 may then check all correlation 
and access tags to ensure that the read-in element has not been 
substituted and to guard against other security threats (block 
1054). Part of this "checking" process involves checking the tags 
obtained from the secure database 610 with tags contained 
within the secure memory or an SPU 500 (block 1056). These 
tags stored within SPU 500 may be accessed from SPU protected 
memory (block 1056) and used to check further the now- 
unwrapped object. Assuming this "checking" process 1054 does 
not reveal any improprieties (and block 1052 also indicates that 
the object has not become corrupted or otherwise damaged), SPE 
503 may then access or otherwise use the item (block 1058). 
Once use of the item is completed, SPE 503 may need to store the 
item back into secure database 610 if it has changed. If the item 
has changed. SPE 503 will send the item in its changed form to 
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encxTpt/decrypt engine 522 for encryption (block 1060), providing 
the appropziate necessazy information to the encrypt/deciypt 
engine (e.g., the appropriate same or different management file 
key and data) so that the object is appropriately encrypted. A 
unique, new tag and/or encryption key may be used at this stage 
to uniquely tag and/or encrypt the item security wrapper (block 
1062; see also detailed Figure 37 discussion below). SPE 503 
may retain a copy of the key and/or tag within a protected 
memory of SPU 500 (block 1064) so that the SPE can decrypt and 
validate the object when it is again read from secure database 
610. 

The keys to decrypt secure database 610 records are, in the 
preferred embodiment, maintained solely within the protected 
memory of an SPU 500. Each index or record update that leaves 
the SPU 500 may be time stamped, and then encrypted with a 
imique key that is determined by the SPE 503. For example, a 
key identification number may be placed "in plain view'' at the 
front of the records of secure database 610 so the SPE 503 can 
determine which key to use the next time the record is retrieved. 
SPE 503 can maintain the site ID of the record or index, the key 
identification number associated with it, and the actual keys in 
the list internal to the SPE. At some point, this internal hst may 
fill up. At this point, SPE 503 may call a maintenance routine 
that re-encrypts items within secure database 610 containing 
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changed information. Some or all of the items within the data 
structure containing changed information may be read in, 
decrypted, and then re-«icrypted with the same key. These 
items may then be issued the same key identification niimber. 
The items may then be written out of SPE 503 back into secure 
database 610. SPE 503 may then clear the internal list of item 
IDs and corresponding key identification numbers. It may then 
begin again the process of assigning a different key and a new 
key identification number to each new or changed item. By using 
this process, SPE 503 can protect the data structures (including 
the indexes) of secure database 610 against substitution of old 
items and against substitution of indexes for current items. This 
process also allows SPE 503 to validate retrieved item IDs 
against the encrypted list of eiqpected IDs. 

Figure 38 is a flowchart showing this process in more 
detail. Whenever a secure database 610 item is updated or 
modi&ed, a new enciyption key can be generated for the updated 
item. Encryption using a new key is performed to add security 
and to prevent misuse of backup copies of secure database 610 
records. The new encryption key for each updated secure 
database 610 record may be stored in SPU 500 secure memory 
with an indication of the secure database record or record(s) to 
which it applies. 
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SPE 503 may generate a new enciyption/decryption key for 
each new item it is going to store within secure database 610 
(block 1086). SPE 503 may use this new key to enczypt the 
record prior to storing it in the secure database (block 1088). 
SPE 503 make sure that it retains the key so that it can later 
read and decrypt the record. Such decryption keys are, in the 
preferred embodiment, maintained within protected non- volatile 
memory (e.g., NVRAM 534b) within SPU 500. Since this 
protected memory has a limited size, there may not be enough 
room within the protected memory to store a new key. This 
condition is tested for by decision block 1090 in the preferred 
embodiment. If there is not enough room in memory for the new 
key (or some other event such as the number of keys stored in the 
memory exceeding a predetermined number, a timer has expired, 
etc.), then the preferred embodiment handles the situation by re- 
encrypting other records with secure database 610 with the same 
new key in order to reduce the number of (or change) 
encryption/decryption keys in use. Thus, one or more secure 
database 610 items may be read firom the secure database (block 
1092), and decrypted using the old key(s) used to encrypt them 
the last time they were stored. In the preferred embodiment, one 
or more ''old keys'" are selected, and all secure database items 
encrypted using the old key(s) are read and decrypted. These 
records may now be re-encr^pted using the new key that was 
generated at block 1086 for the new record (block 1094V The old 
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key(s) used to decrypt the other record(s) may now be removed 
from the SPU protected memory (block 1096), and the new key 
stored in its place (block 1097). The old key(s) cannot be removed 
from secure memory by bk>ck 1096 unless SPE 503 is assured 
that all records within the secure database 610 that were 
encrypted using the old key(s) have been read by block 1092 and 
re-encrypted by block 1904 using the new key. All records 
encrypted (or re-encrypted) using the new key may now be stored 
in secure database 610 (block 1098). If decision block 1090 
determines there is room within the SPU 500 protected memory 
to store the new key, then the operations of blocks 1092, 1094, 
1096 are not needed and SPE 503 may instead simply store the 
new key within the protected memory (block 1097) and store the 
new encrypted records into secure database 610 (block 1098). 

The security of secure database 610 files may be fiirther 
improved by segmenting the records into "compartments." 
Different encryption/decryption keys may be used to protect 
different "compartments." This strategy can be used to limit the 
amoimt of information within secure database 610 that is 
encrypted with a single key. Another technique for increasing 
security of secure database 610 may be to encrypt different 
portions of the same records with different keys so that more 
than one key may be needed to decrypt those records. 
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Backnp of Secure Database 610 

Secure database 610 in the prderred embodiment is 
backed up at periodic or other time intervals to protect the 
information the secure database contains. This secure database 
information may be of substantial value to many VDE 
participants. Back ups of secure database 610 should occur 
without significant inconvenience to the user, and shoxdd not 
breach any security. 

The need to back up secure database 610 may be checked 
at power on of electronic appliance 600, when SPE 503 is initially 
invoked, at periodic time intervals, and if "audit roll up" value or 
other simimary services information maintained by SPE 503 
exceeds a user set or other threshold, or triggered by criteria 
established by one or more content publishers and/or distributors 
and/or clearinghouse service providers and/or users. The user 
may be prompted to backup if she has failed to do so by or at 
some certain point in time or after a certain duration of time or 
quantity of usage, or the backup may proceed automatically 
without user intervention. 



Referring to Figure 8, backup storage 668 and storage 
media 670 (e.g., magnetic tape) may be used to store backed up 
information. Of course, any non-volatile media (e.g., one or more 
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floppy diskettes, a writable optical diskette, a hard drive, or the 
like) may be used for backup storage 668. 

There are at least two scenarios to backing up secure 
database 610. The first scenario is "site specific'' aad uses the 
security of SPU 500 to support restoration of the backed up 
information. This first method is used in case of damage to 
secure database 610 due for example to failure of secondary 
storage device 652, inadvertent user damage to the files, or other 
occurrences that may damage or corrupt some or all of secure 
database 610. This first, site specific scenario of back up assumes 
that an SPU 500 still functions properly and is available to 
restore backed up information. 

The second back up scenario assumes that the user's SPU 
500 is no longer operational and needs to be, or has been, 
replaced. This second approach permits an authorized VDE 
administrator or other authorized VDE participant to access the 
stored back up information in order to prevent loss of critical data 
and/or assist the user in recovering from the error. 

Both of these scenarios are provided by the example of 
program control steps performed by ROS 602 shown in Figure 39. 
Figure 39 shows an example back up routine 1250 performed by 
an electronic appHance 600 to back up secure database 610 (and 
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other information) onto back up storage 668. Once a back up has 
been initiated, as discussed above, back up routine 1250 
generates one or more back up keys (block 1252). Back up 
routine 1250 then reads all secure database items, decrypts each 
item using the original key used to encxypt them before they were 
stored in secure database 610 (block 1254). Since SPU 500 is 
typically the only place where the keys for decrypting this 
information within an instance of secure database 610 are stored, 
and since one of the scenarios provided by back up routine 1250 
is that SPU 500 completely failed or is destroyed, back up routine 
1250 performs this reading and decrypting step 1254 so that 
recovery from a backup is not dependent on knowledge of these 
keys within the SPU. Instead, back up routine 1250 encrypts 
each secure database 610 item with a newly generated back up 
key(s) (block 1256) and writes the enciypted item to back up store 
668 (block 1258). This process continues xmtil all items within 
secure database 610 have been read, decrj^ted, encrypted with a 
newly generated back up key(s), and written to the back up store 
(as tested for by decision block 1260). 

The preferred embodiment also reads the summary 
services audit information stored within the protected memory of 
SPU 500 by SPE summary services manager 560, encrypts this 
information with the newly generated back up key(s), and writes 
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this summary services information to back up store 668 (block 
1262). 

Finally, back up routine 1250 saves the back up key(s) 
generated by block 1252 and used to encrypt in blocks 1256, 1262 
onto back up store 668. It does this in two secure ways in order 
to cover both ofthe restoration scenarios discussed above. Back 
up routine 1250 may encrypt the back up key(s) (along with other 
information such as the time of back up and other appropriate 
information to identify the back up) with a further key or keys 
such that only SPU 500 can decrypt (block 1264). This encrypted 
information is then written to back up store 668 (block 1264). 
For example, this step may include multiple encryptions using 
one or more public keys with corresponding private keys known 
only to SPU 500. Alternatively, a second back up key generated 
by the SPU 500 and kept only in the SPU may be used for the 
final encryption in place of a pubUc key. Block 1264 preferably 
includes multiple encryption in order to make it more difficult to 
attack the security ofthe back up by "cracking- the encryption 
used to protect the back up keys. Although block 1262 includes 
encrypted summary services information on the back up, it 
preferably does not include SPU device private keys, shared keys, 
SPU code and other internal security information to prevent this 
information from ever becoming available to users even in 
encrypted form. 
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The information stored by block 1264 is sufiicient to allow 
the same SPU 500 that performed (or at least in part performed) 
back up routine 1250 to recover the backed up information. 
However, this information is useless to any device other than 
that same SPU because only Hiat SPU knows the particular keys 
used to protect the back up keys. To cover the other possible 
scenario wherein the SPU 500 fails in a non-recoverable way, 
back up routine 1250 provides an additional step (block 1266) of 
saving the back up key(s) under protection of one or more further 
set of keys that may be read by an authorized VDE 
administrator. For example, block 1266 may enciypt the back up 
keys with an "download authorization key*" received during 
initialization of SPU 500 firom a VDE administrator. This 
encrypted version of back up keys is also written to back up store 
668 (block 1266). It can be used to support restoration of the 
back up files in the event of an SPU 500 failure. More 
specifically, a VDE administrator that knows the download 
authorization (or other) keys(s) used by block 1266 may be able to 
recover the back up key(s) in the back up store 668 and proceed 
to restore the backed up secure database 610 to the same or 
different electronic appliance 600. 

In the preferred embodiment, the information saved by 
.routine 1250 in back up files can be restored only after receiving 
a back up authorization from an authorized VDE administrator. 



501 



W09U7155 



PCT/US96/02303 



In most cases, the restoration process will simply be a restoration 
of secure database 610 with some adjtistments to account for any 
usage since the back up occurred. This may require the user to 
contact additional providers to transmit audit and billing data 
and receive new budgets to reflect activity since the last back up. 
Current summary services information maintained within SPU 
500 may be compared to the summary services information 
stored on the back up to determine or estimate most recent usage 
activity. 

In case of an SPU 500 failure, an authorized VDE 
administrator must be contacted to both initialize the 
replacement SPU 500 and to decrypt the back up files. These 
processes allow for both SPU failures and upgrades to new SPUs. 
In the case of restoration, the back up files are used to restore the 
necessary information to the user's system. In the case of 
upgrades, the back up files may be used to validate the upgrade 
process. 

The back up files may in some instances be used to 
transfer management information between electronic appliances 
600. However, the preferred embodiment may restrict some or 
all information from being transportable between electronic 
.appliances with appropriate authorizations. Some or alj of the 
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back up files may be packaged within an administrative object 
and transmitted for analysis, transportation, or other uses. 

As a more detailed example of a need for restoration firom 
back up files, suppose an electronic appliance 600 suffers a hard 
disk failure or other accident that wipes out or corrupts part or 
all of the secure database 610, but assume that the SPU 500 is 
still functional. SFU 500 may include all of the information (e.g., 
secret keys and the like) it needs to restore the secure database 
610. However, ROS 602 may prevent secure database restoration 
until a restoration authorization is received from a VDE 
administrator. A restoration authorization may comprise, for , 
example, a "secret value' that must match a value e3q>ected by 
SPE 503. A VDE administrator may, if desired, only provide this 
restoration authorization afl:er, for example, summary services 
information stored within SPU 500 is transmitted to the 
administrator in an administrative object for analysis. In some 
circumstances, a VDE administrator may require that a copy 
(partial or complete) of the back up files be transmitted to it 
within an administrative object to check for indications of 
fraudulent activities by the user. The restoration process, once 
authorized, may require adjustment of restored budget records 
and the like to reflect activity since the last back up, as 
mentioned above. 
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Figure 40 is an example of program controlled "restore" 
routine 1268 performed by electronic appliance 600 to restore 
secure database 610 based on the back up provided by the 
routine shown in Figure 38. This restore may be used, for 
example, in the event that an electronic appUance 600 has failed 
but can be recovered or "reinitialized" through contact with a 
VDE administrator for example. Since the preferred embodiment 
does not permit an SPU 500 to restore firom backup unless and 
until authorized by a VDE administrator, restore routine 1268 
begins by establishing a secure communication with a VDE 
administrator that can authorize the restore to occur (block 
1270). Once SPU 500 and the VDE administrator authenticate 
one another (part of block 1270), the VDE administrator may 
extract "work in progress" and summary values from the SPU 
500's internal non-volatile memory (block 1272). The VDE 
administrator may use this extracted information to help 
determine, for example, whether there has been a security 
violationi and also permits a failed SPU 500 to effectively "dump- 
its contents to the VDE administrator to permit the VDE 
administrator to handle the contents. The SPU 500 may encrypt 
this information and provide it to the VDE administrator 
packaged in one or more administrative objects. The VDE 
administrator may then request a copy of some or all of the 
current backup of secure database 610 from the SPU 500 (block 
1274). This information may be packaged by SPU 500 into one or 
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more administrative objects, for example, and sent to the VDE 
administrator Upon receiving the information, the VDE 
administrator may read the summary services audit information 
from the backup volume (i.e., information stored by Figure 38 
block 1262) to determine the summary values and other 
information stored at time of backup. The VDE administrator 
may also determine the time and date the backup was made by 
reading the information stored by Figure 38 block 1264. 

The VDE administrator may at this point restore the 
summary values and other information within SPU 500 based on 
the information obtained by block 1272 and from the backup 
(block 1276). For example, the VDE administrator may reset 
SPU internal stumnary values and counters so that they are 
consistent with the last backup. These values may be adjusted 
by the VDE administrator based on the "work in progress*" 
recovered by block 1272, the amount of time that has passed 
since the backup, etc. The goal may typically be to attempt to 
provide intemal SPU values that are equal to what they would 
have been had the failure not occurred. 

The VDE administrator may then authorize SPU 500 to 
recover its secure database 610 from the backup files (block 
1278). This restoration process replaces all seoire database 610 
records with the records from the backup. The VDE 
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administrator may acUust these records aa needed by passing 
commands to SPU 500 during or after the restoration process. 



The VDE administrator may then compute bills based on 
the recovered values (block 1280), and perform other actions to 
recover from SPU downtime (block 1282). Typically, the goal is to 
bill the user and adjust other VDE 100 values pertaining to the 

failed electronic appUance 600 for usage that occurred 
subsequent to the last backup but prior to the failure. This 
process may involve the VDE administrator obtaining, from other 
VDE participants, reports and other information pertaining to 
usage by the electronic appliance prior to its failure and 
comparing it to the secure database backup to determine which 
Tisage and other events are not yet accounted for. 

In one alternate embodiment, SPU 500 may have sufficient 
internal, non-volatile memory to aUow it to store some or all of 
secure database 610. In this embodiment, the additional memory 
may be provided by additional one or more integrated circuits 
that can be contained within a secure enclosure, such as a 
tamper resistant metal container or some form of a chip pack 
containing multiple integrated circuit components, and which 
impedes and/or evidences tampering attempts, and/or disables a 
portion or all of SPU 500 or associated critical key and/or other 
control information in the event of tampering. The same back up 
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routine 1250 shown in Figure 38 may be used to back up this 
type of information, the only difference being that block 1254 
may read the secure database item firom the SPU internal 
memory and may not need to decrypt it before encrypting it with 
the back up key(s). 

Event-Driven VDE Processes 

As discussed above, processes provided byAmder the 
preferred embodiment rights operating system (ROS) 602 may be 
''event driven." This **event driven" capability facilitates 
integration and extendibihty. 

An ''event" is a happening at a point in time. Some 
examples of "events" are a user striking a key of a keyboard, 
arrival of a message or an object 300, expiration of a timer, or a 
request firom another process. 

In the preferred embodiment, ROS 602 responds to an 
''event" by performing a process in response to the event. ROS 
602 dynamically creates active processes and tasks in response to 
the occurrence of an event. For example, ROS 602 may create 
and begin executing one or more component assemblies 690 for 
performing a process or processes in response to occurrence of an 
*event. The active processes and tasks may terminate once ROS 
602 has responded to the event. This ability to dynamicaUy 
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create (and end) tasks in response to events provides great 
flexibility, and also permits limited execution resources such as 
those provided by an SPU 500 to perform a virtually unlimited 
variety of different processes in different contexts. 

Since an "event" may be any type of happening, there are 
an unlimited number of different events. Thus, any attempt to 
categorize events into different types will necessarily be a 
generalization. Keeping this in mind, it is possible to categorize 
events provided/supported by the preferred embodiment into two 
broad categories: 

• user-initiated events; and 

• system-initiated events. 

Generally, "user-initiated" events are happenings 
attributable to a user (or a user apphcation). A common "user- 
initiated" event is a user's request (e.g., by pushing a keyboard 
button, or transparently using redirector 684) to access an object 
300 or other VDE-protected information. 

"System-initiated" events are generally happenings not 
attributable to a user. Examples of system initiated events 
. include the expiration of a timer indicating that information 
should be backed to non-volatUe memory, receipt of a message 
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from another electronic appliance 600, and a service call 
generated by another process (which may have been started to 
respond to a system-initiated ev^t and/or a user-initiated event). 

ROS 602 provided by the preferred embodiment responds 
to an event by spediying and beginning processes to process the 
event. These processes are, in the preferred embodiment, based 
on methods 1000. Since there are an imlimited number of 
different types of events, the preferred embodiment supports an 
unlimited number of different processes to process events. This 
flexibility is supported by the dynamic creation of component 
assembhes 690 from independently dehverable modules such as 
method cores 1000", load modules 1100, and data structures such 
as UDEs 1200. Even though any categorization of the unlimited 
potential types of processes supported/provided by the preferred 
embodiment will be a generalization, it is possible to generally 
classify processes as falling within two categories: 

• processes relating to use of VDE protected information; 
and 

• processes relating to VDE administration. 

"Use'and 'AdministrativeTroceBBes 

Use" processes relate in some way to use of VDE-protected 
information. Methods 1000 provided by the preferred 



509 



W09fia7155 



PCT/US96A)2303 



embodiment may provide processes for creating and maintaining 
a chain of control for use of VDE-protected information. One 
specific example of a "use" type process is processing to permit a 
user to open a VDE object 300 and access its contents. A method 
1000 may provide detailed use-related processes such as» for 
example, releasing content to the user as requested (if 
permitted), and updating meters, budgets, audit trails, etc. Use- 
related processes are often user-initiated, but some use processes 
may be system-initiated. Events that trigger a VDE use-related 
process may be called "\ise events." 

An "administrative" process helps to keep VDE 100 
working. It provides processing that helps support the 
transaction management "infi-astructure" that keeps VDE 100 
running securely and efficiently. Adnjinistrative processes may, 
for example, provide processing relating to some aspect of 
creating, modifying and/or destroying VDE-protected data 
stiTictures that establish and maintain VDFs chain of handling 
and control. For example, "administrative" processes may store, 
update, modify or destroy information contained within a VDE 
electronic appUance 600 secure database 610. Adminisfa-ative 
processes also may provide commtinications services that 
establish, maintain and support secure conuntmications between 
different VDE electronic appUances 600. Events that trigger 
administrative processes may be called "administrative events." 
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Reciprocal Methods 

Some VDE processes are paired based on the way they 
interact together. One VDE process may "requesf* processing 
services from another VDE process. The process that requests 
processing services may be called a "request process.** The 
"request*" constitutes an "event" because it triggers processing by 
the other VDE process in the pair. The VDE process that 
responds to the "request event** may be called a "response 
process.** The "request process** and "response process** may be 
called "reciprocal processes.** 

The "request event** may comprise^ for example, a message 
issued by one VDE node electronic appliance 600 or process for 
certain information. A corresponding "response process** may 
respond to the "request event" by, for example, sending the 
information requested in the message. This response may itself 
constitute a "request event" if it triggers a further VDE "response 
process." For example, receipt of a message in response to an 
earlier-generated request may trigger a "reply process." This 
"reply process" is a special type of "response process" that is 
triggered in response to a "reply" from another "response 
process." There may be any number of "request" and "response** 
process pairs within a given VDE transaction. 



511 



wo 9607155 



PCT/DS96M>2303 



A "request process" and its paired "response process" may 
be performed on the same VDE electronic appliance 600, or the 
two processes may be performed on different VDE electronic 
appliances. Communication between the two processes in the 
pair may be hy way of a secure (VDE-protected) communication, 
an "out of channel" communication, or a combination of the two. 

Figures 41a-41d are a set of examples that show how the 
chain of handhng and control is enabled using "reciprocal 
methods." A chain of handling and control is constructed, in part, 
ming one or more pairs of "reciprocal events" that cooperate in 
request-response manner. Pairs of reciprocal events may be 
managed in the preferred embodiment in one or more "reciprocal 
methods." As mentioned above, a "reciprocal method" is a 
method 1000 that can respond to one or more "reciprocal events." 
Reciprocal methods contain the two halves of a cooperative 
process that may be securely executed at physically and/or 
temporally distant VDE nodes. The reciprocal processes may 
have a flexibly defined information passing protocols and 
information content structure. The reciprocal methods may, in 
fact, be based on the same or different method core 1000' 
operating in the same or different VDE nodes 600. VDE nodes 
600A and 600B shown in Figure 41a may be the same physical 
• electronic appUance 600 or may be separate electronic appUances. 
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Figure 41a is an example of the operation of a single pair of 
reciprocal events. In VDE node 600A, method 1000a is 
processing an event that has a request that needs to be processed 
at VDE node 600B. The method 1000a (e.g., based on a 
component assembly 690 including its associated load modules 
1 100 and data) that responds to this "request"* event is shown in 
Figure 41a as 1450. The process 1450 creates a request (1452) 
and, optionally, some information or data that will be sent to the 
other VDE node 1000b for processing by a process associated 
with the reciprocal event. The request and other information 
may be ti^nsmitted by any of the transport mechanisms 
described elsewhere in this disclosure. 

Receipt of the request by VDE node 600b comprises a 
response event at that node. Upon receipt of the request, the 
VDE node 600b may perform a "reciprocal'' process 1454 defined 
by the same or dififerent method 1000b to respond to the response 
event. The reciprocal process 1454 may be based on a component 
assembly 690 (e.g., one or more load modxiles 1100, data, and 
optionally other methods present in the VDE node 600B). 

Figizre 41b extends the concepts presented in Figure 41a to 
include a response from VDE node 600B back to VDE node 600A. 
The process starts as described for Figure 41a through the 
receipt and processing of the request event and information 1452 
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by the response process 1454 in VDE node 600B. The response 
process 1454 may. as part of its processing, cooperate with 
another request process (1468) to send a response 1469 back to 
the initiating VDE node 600A. A corresponding reciprocal 
process 1470 provided by method lOOOA may respond to and 
process this request event 1469. In this manner, two or more 
VDE nodes 600A, 600B may cooperate and pass configurable 
information and requests between melhods lOOOA, lOOOB 
executing in the nodes. The first and second request-response 
sequences [(1450, 1452. 1454) and (1468. 1469, 1470)] may be 
separated by temporal and spatial distances. For efficiency, the 
request (1468) and response (1454) processes may be based on 
the same method 1000 or they may be implemented as two 
methods in the same or different method core 1000'. A method 
1000 may be parameterized by an "event code" so it may provide 
different behaviors/results for different events, or different 
methods may be provided for different events. 

Figure 41c shows the extension the control mechanism 
described in Figures 41a-41b to three nodes (600A. 600B, 600C). 
Each request-response pair operates in the manner as described 
for Figure 41b. with several pairs linked together to form a chain 
of control and handling between several VDE nodes 600A, 600B. 
600C. This mechanism may be used to extend the chain of 
handling and control to an arbitrary number of VDE nodes using 
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any configuration of nodes. For example, VDE node GOOC mi^t 
communicate directly to VDE node 600A and communicate 
directly to VDE 600B, which in turn communicates with VDE 
node 600A. Alternately, VDE node 600C might commimicate 
directly with VDE node 600A, VDE node 600A may communicate 
with VDE node 600B, and VDE node 600B may communicate 
with VDE node 600C . 

A method 1000 may be parameterized with sets of events 
that specify related or cooperative functions. Events may be 
logically grouped by function (e.g., use, distribute), or a set of 
reciprocal events that specify processes that may operate in 
conjunction with each other. Figure 41d illustrates a set of 
'^reciprocal events** that support cooperative processing between 
several VDE nodes 102, 106, 112 in a content distribution model 
to support the distribution of budget. The diain of handling and 
control, in this example, is enabled by using a set of ''reciprocal 
events'* specified within a BUDGET method. Figure 4 Id is an 
example of how the reciprocal event behavior within an example 
BUDGET method (1510) work in cooperation to establish a chain 
of handling and control between several VDE nodes. The 
example BUDGET method 1510 responds to a "use** event 1478 
by performing a "use** process 1476 that defines the mechanism 
.by which processes are budgeted. The BUDGET methpd 1510 
might, for example, specify a use process 1476 that compares a 
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meter coirnt to a budget value and fail the operation if the meter 
count exceeds the budget vahie. It might also write an audit trail 
that describes the results ofsaid BUDGET decisions. Budget 
method 1510 may respond to a "distribute" event by performing a 
distribute process 1472 that defines the process and/or control 
information for further distribution of the budget. It may 
respond to a "request" event 1480 by performing a request 
process 1480 that specifies how the user might request use and/or 
distribution ri^ts firom a distributor. It may respond to a 
"response" event 1482 by performing a response process 1484 
that specifies the manner in which a distributor would respond to 
requests from other users to whom they have distributed some 
(or all) of their budget t6. It may respond to a "reply" event 1474 
by performing a reply process 1475 that might speciiy how the 
user should respond to message regranting or denying (more) 
budget. 

Control of event processing, reciprocal events, and their 
associated methods and method components is provided by 
PERCs 808 in the preferred embodiment. These PERCs (808) 
might reference administrative methods that govern the creation, 
modification, and distribution of the data structures and 
administrative methods that permit access, modification, and 
further distribution of these items. In this way, each link in the 
chain of handling and control might, for example, be able to 
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customize audit information, alter the budget requirements for 
using the content, and/or control imther distribution of these 
rights in a manner specified by prior members along the 
distribution chain. 

In the example shown in Figure 41d, a distributor at a 
VDE distributor node (106) might request budget from a content 
creator at another node (102). This request may be made in the 
context of a secure VDE communication or it may be passed in an 
"out-of-channer commimication (e.g. a telephone call or letter). 
The creator 102 may decide to grant budget to the distributor 106 
and processes a distribute event (1452 in BUDGET method 1510 
at VDE node 102). A result of processing the distribute event 
within the BUDGET method might be a secure communication 
(1454) between VDE nodes 102 and 106 by which a budget 
granting use and redistribute rights to the distributor 106 may 
be transferred from the creator 102 to the distributor. The 
distributor's VDE node 106 may respond to the receipt of the 
budget information by processing the communication using the 
reply process 1475B of the BUDGET method 1510. The reply 
event processing 1475B nught, for example, install a budget and 
PERC 808 within the distributor's VDE 106 node to permit the 
distributor to access content or processes for which access is 
control at least in part by the budget and/or PERC. At some 
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point, the distributor 106 may also desire to use the content to 
which she has been granted rights to access. 

After registering to use the content object, the mer 112 
would be required to utilize an array of "use" processes 1476C to, 
for example, open, read, write, and/or dose the content object as 
part of the use process. 

Once the distributor 106 has used some or all of her 
budget, she may desire to obtain additional budget. The 
distributor 106 might then initiate a process using the BUDGET 
method request process (1480B). Request process 1480B might 
initiate a communication (1482AB) with the content creator VDE 
node 102 requesting more budget and perhaps providing details 
of the use activity to date (e.g., audit trails). The content creator 
102 processes the 'get more budget' request event 1482AB using 
the response process (1484A) within the creator's BUDGET 
method 1510A. Response process 1484A mi^t, for example, 
make a determination if the use information indicates proper use 
of the content, and/or if the distributor is credit worthy for more 
budget. The BUDGET method response process 1484A might 
also initiate a financial transaction to transfer funds from the 
distributor to pay for said use, or use the distribute process 
1472A to distribute budget to the distributor 106. A response to 
the distributor 106 granting more budget (or denying more 
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budget) might be sent immediately as a response to the request 
communication 1482AB, or it might be sent at a later time as 
part of a separate communication. The response communication, 
upon being received at the distributor's VDE node 106, might be 
processed using the reply process 1475B within the distributor's 
copy of the BUDGET method 1510B. The reply process 1475B 
might then process the additional budget in the same maimer as 
described above. 

The chain of handling and control may, in addition to 
posting budget information, also pass control information that 
governs the manner in which said budget may be utilized. For 
example, the control information specified in the above example 
may also contain control information describing the process and 
limits that apply to the distributor's redistribution of the right to 
use the creator's content object. Thus, when the distributor 
responds to a budget request from a user (a communication 
between a user at VDE node 112 to the distributor at VDE node 
106 similar in nature to the one described above between VDE 
nodes 106 and 102) using the distribute process 1472B within the 
distributor's copy of the BUDGET method 1510B, a distribution 
and request/response/reply process similar to the one described 
above might be initiated. 
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Thus, in this example a single method can provide multiple 
dynamic behaviors based on different "triggering- events. For 
example, single BUDGET method 1510 might support any or all 
of the events listed below: 





Event 


Process Description 


'Vae" Events 


use budget 


use DUQgei. 




reauest more budget 


Request more monev for budget. 


Request Events 
Processed by User 
Node Request Process 


request audit by auditor #1 


Request that auditor #1 audit the 
budget use. 


1480c 


request budget deletion 


Request that budget be deleted from 
svstem. 




request method updated 


Update method used for auditing. 




request to change auditors 


Change from auditor 1 to auditor 2, or 

vice versa. 




request different audit 
interval 


rH%ov«cM> f iTvto mfjkTVfll h^twM^n audits. 




request ability to provide 
budget copies 


Request ability to provide copies of a 
budget. 




request ability to 
distribute budget 


Request ability to distribute a budget 
to other users. 




request account status 


Request information on current status 
of an account. 




Request New Method 


Request new method. 




Request Method Update 


Request update of method. 




Request Method Deletion 


Request deletion of method. 




receive more budget 


Allocate more monev to budget. 


Response Events 
Processed by User 


receive method update 


Update method. 


Node Request Process 
14B0C 


receive auditor change 


Change from one auditor lo another. 




receive change to audit 
interval — 


Change interval between audits. 
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Svent 


Process Description 




receive bndfret deletion 


Delete budfret. 




pxovide audit to auditor #1 


Forward audit information to auditor 
#1. 




provide audit to auditor #2 


Forward audit infonnation to auditor 
#2. 




receive account status 


Provide account status. 




Receive New 


Receive new bud|?et. 




Receive Method Update 


Receive updated infonnation. 




Receive More 


Receive more for budfret. 




Sent Audit 


Send audit infonnation. 




Perfonn Deleticm 


Delete infonnation. 


1 Difttnbute" Events 


Create New 


Create new bud^ret. 




Provide More 


Provide more for budg^et. 




Audit 


Perfonn audit. 




Delete 


Delete infonnation. 




Reconcile 


Reconcile budffet and auditing. 




Copy 


Copy budfret. 




Distribute 


Distribute bud^t. 




Method Modification 


Modifv method. 




Display Method 


Displav requested method. 


'Hequesf Events 


Delete 


Delete infonnation. 


Processed by 
id^LBirxouxor iModcf 
Request Process 
14S4B 


Get New 


Get new budfret. 


Get More 


Get more for bud^ret. 


Get Updated 


Get undated infomifltion 




Get Audited 


Get audit information. 


Hesponse Events'* 


Provide New to user 


Provide new budget to user. 


Processed by 
Distributor Node 


Pro\-ide More to user 


Provide more budfret to user. 


Request Process 


Pro\-ide Undate to user 


Provided updated budget to user. 


1484B 
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BTentTyp* 




ProMH D«seriptio& 






Audit a specified user. 




Delete users method 


Delete method belonging to user. 



Examples of Reciprocal Method Processes 
A. BUDGET 

Figures 42a, 42b, 42c and 42d, respectively, are flowcharts 
of example process control steps performed by a representative 
example of BUDGET method 2250 provided by the preferred 
embodiment. In the preferred embodiment, BUDGET method 
2250 may operate in any of four different modes : 

• xise (see Figure 42a) 

• administrative request (see Figure 42b) 

• administrative response (see Figure 42c) 

• administrative reply (see Figure 42d). 

In general, the "use" mode of BUDGET method 2250 is invoked 
in response to an event relating to the use of an object or its 
content. The "administrative request" mode of BUDGET method 
2250 is invoked by or on behalf of the user in response to some 
user action that requires contact with a VDE fmancial provider, 
and basically its task is to send an administrative request to the 
VDE financial provider. The "administrative response" mode of 
BUDGET method 2250 is performed at the VDE fmancial 
provider in response to receipt of an administrative request sent 
from a VDE node to the VDE fmancial provider by the 
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"administrative request" invocation of BUDGET method 2250 
shown in Figure 42b. The "administrative response*" invocation 
of BUDGET method 2250 results in the transmission of an 
administrative object firom VDE financial provider to the VDE 
\2ser node. Finally, the "administrative reply" invocation of 
BUDGET method 2250 shown in Figure 42d is performed at the 
user VDE node upon receipt of the administrative object sent by 
the ''administrative response" invocation of the method shown in 
Figure 42c. 

In the preferred embodiment, the same BUDGET method 
2250 performs each of the fotir different step sequences shown in 
Figures 42a-42d. In the preferred embodiment, different event 
codes may be passed to the BUDGET method 2250 to invoke 
these various different modes. Of course, it would be possible to 
use four separate BUDGET methods instead of a single BUDGET 
method with fotir different ''d3mamic personahties," but the 
preferred embodiment obtains certain advantages by using the 
same BUDGET method for each of these four types of 
invocations. 

Looking at Figure 42a, the ''use" invocation of BUDGET 
method 2250 first primes the Budget Audit Trail (blocks 2252, 
2254). It then obtains the DTD for the Budget UDE, which it 
uses to obtain and read the Budget UDE blocks 2256-2262). 
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BUDGET method 2250 in this '^use*' invocation may then 
determine whether a Budget Audit date has expired, and 
terminate if it has ryes** exit to decision block 2264; blocks 2266, 
2268). So long as the Budget Audit date has not expired, the 
method may then update the Budget using the atomic element 
and event coimts (and possibly other information) (blocks 2270, 
2272), and may then save a Budget User Audit record in a 
Budget Audit Trail UDE (blocks 2274, 2276) before terminating 
(at terminate point 2278). 

Looking at Figure 42b, the first six steps (blocks 2280- 
2290) may be performed by the user VDE node in response to 
some user action (e.g., request to access new iziformation, request 
for a new budget, etc.). This '•administrative request" invocation 
of BUDGET method 2250 may prime an audit trail (blocks 2280, 
2282). The method may then place a request for administrative 
processing of an appropriate Budget onto a request queue (blocks 
2284, 2286). Finally, the method may save appropriate audit 
trail information (blocks 2288, 2290). Sometime later, the user 
VDE node may prime a communications audit trail (blocks 2292, 
2294), and may then write a Budget Administrative Request into 
an administrative object (block 2296). This step may obtain 
information from the secure database as needed from such 
sources such as, for example. Budget UDE; Budget Audit Trail 
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UD£(s); and Budget Administrative Request Record(s) (block 
2298). 

Block 2296 may then communicate the administrative 
object to a VDE financial provider, or alternatively, block 2296 
may pass administrative object to a separate communications 
process or method that arranges for such communications to 
occur. If desired, method 2250 may then save a communications 
audit trail (blocks 2300, 2302) before terminating (at termination 
point 2304) 

Figure 42c is a flowchart of an example of process control 
steps performed by the example of BUDGET method 2250 
provided by the preferred embodiment operating in an 
''administrative response'' mode. Steps shown in Figure 42c 
would, for example, be performed by a VDE financial provider 
who has received an administrative object containing a Budget 
administrative request as created (and communicated to a VDE 
administrator for example) by Figure 42b (block 2296). 

Upon receiving the administrative object, BUDGET 
method 2250 at the VDE financial provider site may prime a 
budget coiomunications and response audit trail (blocks 2306, 
* 2308), and may then unpack the administrative object and 
retrieve the budget requestfs), audit trail(s) and record(s) it 
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contains (block 2310). Thifl information retrieved from the 
administrative object may be written by the VDE financial 
provider into its secure database (block 2312). The VDE financial 
provider may then retrieve the budget reque8t(s) and determine 
the response method it needs to execute to process the request 
(blocks 2314, 2316). BUDGET method 2250 may send the 
event(s) contained in the request record(s) to the appropriate 
response method and may generate response records and 
response requests based on the RESPONSE method (block 2318). 
The process performed by block 2318 may satisfy the budget 
request by writing appropriate new response records into the 
VDE financial provider's secure database (block 2320). BUDGET 
method 2250 may then write these Budget administrative 
response records into an administrative object (blocks 2322, 
2324), which it may then communicate back to the user node that 
initiated the budget request. BUDGET method 2250 may then 
save communications and response processing audit trail 
information into appropriate audit trail UDE(s) (blocks 2326, 
2328) before terminating (at termination point 2330). 

Figure 42d is a flowchart of an example of program control 
steps performed by a representative example of BUDGET method 
2250 operating in an "administrative reply" mode. Steps shown 
in Figure 42d might be performed, for example, by a VDE user 
node upon receipt of an administrative object containing budget- 
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related infonnation. BUDGET method 2250 may first prime a 
Budget administrative and communications audit trail (blocks 
2332,2334). BUDGET method 2250 may then extract records 
and requests firom a received administrative object and write the 
reply record to the VDE secure database (blocks 2336, 2338). The 
VDE user node may ihesa save budget administrative and 
commimications audit trail information in an appropriate audit 
trail UDE(s) (blocks 2340, 2341). 

Sometime later, the VDE user node may retrieve the reply 
record from the secure database and determine what method is 
required to process it (blocks 2344, 2346). The VDE user node 
may, optionally, prime an audit trail (blocks 2342, 2343) to record 
the residts of the processing of the reply event. The BUDGET 
method 2250 may then send event(s) contained in the reply 
record(s) to the REPLY method, and may generate/update the 
secure database records as necessaiy to, for example, insert new 
budget records, delete old budget records and/or apply changes to 
budget records (blocks 2348, 2350). BUDGET method 2250 may 
then delete the reply record from the secure data base (blocks 
2352, 2353) before writing the audit trail (if required) (blocks 
2354m 2355) terminating (at terminate point 2356). 
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B. SEOISTBR 

Figures 43a-43d are flowcharts of an example of program 
control steps performed by a representative example of a 
REGISTER method 2400 provided by the prefared-embodiment. 
In this example, the REGISTER method 2400 performs the 
example steps shown in Figure 43a vihen operating in a "use" 
mode, performs the example steps shown in Figure 43b when 
operating in an "administrative request" mode, performs the 
steps shown in Figure 43c vrhea operating in an "adjninistrative 
response" mode, and performs the steps shown in Figure 43d 
when operating in an "administrative reply" mode. 

The steps shown in Figure 43a may be, for example, 
performed at a user VDE node in response to some action by or 
on behalf of the user. For example the user may ask to access an 
object that has not yet been (or is not now) properly registered to 
her. In response to such a user request, the REGISTER method 
2400 may prime a Register Audit Trail UDE (blocks 2402, 2404) 
before determining whether the object being requested has 
already been registered (decision block 2406). If the object has 
akeady been registered ("yes" exit to decision block 2406), the 
REGISTER method may terminate (at termination point 2408). 
If the object is not already registered ("no" exit to decision block 
2406), then REGISTER method 2400 may access the VDE node 
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secure database PERC 808 and/or Register MDE (block 2410). 
REGISTER method 2400 may extract an appropriate Register 
Record Set from this PERC 808 and/or Register MDE (block 
2412), and determine whether all of the required elements are 
present that are needed to register the object (decision block 
2414). If some piece(s) is missing Tno"' exit to decision block 
2414), REGISTER method 2400 may queue a Register request 
record to a commimication manager and then suspend the 
REGISTER method until the queued request is satisfied (blocks 
2416, 2418). Block 2416 may have the eflFect of communicating a 
register request to a VDE distributor, for example. When the 
request is satisfied and the register request record has been 
received (block 2420), then the test of decision block 2414 is 
satisfied Cyes" exit to decision block 2414), and REGISTER 
method 2400 may proceed. At this stage, the REGISTER method 
2400 may allow the user to select Register options from the set of 
method options allowed by PERC 808 accessed at block 2410 
(block 2422). As one simple example, the PERC 808 may permit 
the tiser to pay by VISA or MasterCard but not by American 
Express; block 2422 may display a prompt asking the user to 
select between paying using her VISA card and paying using her 
MasterCard (block 2424). The REGISTER method 2400 
preferably validates the user selected registration options and 
.requires the user to select different options if the initial user 
options were invaUd (block 2426, ''no'' exit to decision block 2428). 
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Once the user has made all required registration option 
selections and those selections have been validated Cyes" exit to 
decision block 2428), the REGISTER method 2400 may write an 
User Registration Table (URT) corresponding to this object and 
this user which embodies the user registration selections made 
by the user along with other registration information required by 
PERC 808 and/or the Register MDE (blocks 2430, 2432). 
REGISTER method 2400 may then write a Register audit record 
into the secure database (blocks 2432, 2434) before tenninating 
(at terminate point 2436). 

Figure 43b shows an example of an "administrative 
request* mode ofREGISTER method 2400. This Administrative 
Request Mode may occur on a VDE user system to generate an 
appropriate administrative object for communication to a VDE 
distributor or other appropriate VDE participant requesting 
registration information. Thus, for example, the steps shown in 
Figure 43b may be performed as part of the "queue register 
request record" block 2416 shown in Figure 43a. To make a 
Register administrative request, REGISTER method 2400 may 
first prime a commtinications audit trail (blocks 2440, 2442), and 
then access the secure database to obtain data about registration 
(block 2444). This secure database access may, for example, 
• allow the owner and/or publisher of the object being registered to 
find out demographic, user or other information about the user. 
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As a specific example, suppose that the object being registered is 
a spreadsheet software program. The distributor of the object 
may want to know what other software the user has registered. 
For example, the distributor may be willing to give preferential 
pricing if the user-registers a "suite" of multiple software 
products distributed by the same distributor. Thus, the sort of 
information solicited by a "user registration'' card enclosed with 
most standard software packages may be solicited and 
automatically obtained by the preferred embodiment at 
registration time. In order to protect the privacy rights of the 
user, REGISTER method 2400 may pass such user-specific data 
through a privacy filter that may be at least in part customized 
by the user so the user can prevent certain information firom 
being revealed to the outside world (block 2446). The REGISTER 
method 2400 may write the resulting information along with 
appropriate Register Request information identifying the object 
and other appropriate parameters into an administrative object 
fblodcs 2448, 2450). REGITTER method 2400 may then pass this 
administrative object to a communications handler. REGISTER 
method 2400 may then save a communications audit trail (blocks 
2452, 2454) before terminating (at terminate point 2456). 

Figure 43c includes REGISTER method 2400 steps that 
may be performed by a VDE distributor node upon receipt of 
Register Administrative object sent by block 2448, Figure 43b. 
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REGISTER method 2400 in this "administrative response" mode 
may prime appropriate audit trails (blocks 2460, 2462), and then 
may ianpack the received administrative object and write the 
associated register reqaest(8) configuration information into the 
secure database (blocks 2464, 2466). REGISTER method 2400 
may then retrieve the administrative request ftom the secure 
database and determine which response method to run to process 
the request (blocks 2468, 2470). If the user fails to provide 
sufficient information to register the object, REGISTER method 
2400 may fail (blocks 2472, 2474). Otherwise, REGISTER 
method 2400 may send event(s) contained in the appropriate 
request record(8) to the appropriate response method, and 
generate and write response records and response requests (e.g., 
PERC(s) and/or UDEs) to the secure database (blocks 2476, 
2478). REGISTER method 2400 may then write the appropriate 
Register administrative response record into an administrative 
object (blocks 2480, 2482). Such mformation may include, for 
example, one or more replacement PERC(s) 808, methods, 
UDE(s), etc. (block 2482). This enables, for example, a 
distributor to distribute limited right permissions giving users 
only enough information to register an object, and then later, 
upon registration, replacing the hmited right permissions with 
wider permissioning scope granting the user more complete 
access to the objects. REGISTER method 2400 may then save 



532 



wo 96/27155 



PCTAJS9M)2303 



the communicatioiis and response processing audit trail (blocks 
2484, 2486), before terminating (at terminate point 2488). 

Figure 43d shows steps that may be performed by the VDE 
user node upon receipt of the administrative object 
generated/transmitted by Figure 43c block 2480. The steps 
shown in Figure 43d are veiy similar to those shown in Figure 
42d for the BUDGET method administrative reply process. 

C. AUDIT 

Figures 44a-44c are flowcharts of examples of program 
control steps performed by a representative example of an 
AUDIT method 2520 provided by the preferred embodiment. As 
in the examples above, the AUDIT method 2520 provides three 
different operational modes in this preferred embodiment 
example: Figure 44a shows the steps performed by the AUDIT 
method in an "administrative request"" mode; Figure 44b shows 
steps performed by the method in the "administrative response*" 
mode; and Figure 44c shows the steps performed by the method 
Id an "administrative reply"" mode. 

The AUDIT method 2520 operating in the "administrative 
request*" mode as shown in Figure 44a is typically performed, for 
example, at a VDE user node based upon some request by or on 
behalf of the user. For example, the user may have requested an 
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audit, or a timer may have expired that initiates comnmnication 
of audit infomation to a VDE content provider or other VDE 
participant. In the preferred embodiment, different audits of the 
same overall process may be performed by different VDE 
participants. A particular "audit" method 2520 invocation may 
be initiated for any one (or aU) of the involved VDE participants. 
Upon mvocation of AUDIT method 2520, the method may prime 
an audit administrative audit trail (thus, in the preferred 
embodiment, the audit processing may itself be audited) (blocks 
2522, 2524). The AXJDIT method 2520 may then queue a request 
for administrative processing (blocks 2526. 2528), and then may 
save the audit administrative audit trail in the secure database 
(blocks 2530, 2532). Sometime later, AUDIT method 2520 may 
prime a communications audit trail (blocks 2534, 2536), and may 
ihen write Audit Administarative Request(s) into one or more 
administrative object(s) based on specific UDE, audit trail 
UDE(s). and/or administarative record(s) stored in the secure 
database (blodts 2538, 2540). The AUDIT method 2520 may 
then save appropriate information into the communications audit 
trail (blocks 2542, 2544) before terminating (at terminate point 
2546). 

Figure 44b shows example steps performed by a VDE 
content provider, financial provider or other auditing VDE node 
upon receipt of the administrative object generated and 
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communicated by Figure 44a block 2538. The AUDIT method 
2520 in this ''administrative response** mode may first prime an 
Audit communications and response audit trail (blocks 2550> 
2552), and may then unpack the received administrative object 
and retrieve its contained Audit request(s) audit traUCs) and 
audit record(8) for storage into the secured database (blod^s 2554, 
2556). AUDIT method 2520 may then retrieve the audit 
request(s) firom the secure database and determine the response 
method to run to process the request (blodcs 2558, 2560). AUDIT 
method 2520 may at this stage send event(s) contained in the 
request record(s) to the appropriate response method, and 
generate response record(s) and requests based on this method 
(blocks 2562, 2564), The processing block 2562 may involve a 
communication to the outside world. 

For example, AUDIT method 2520 at this point could call 
an external process to perform, for example, an electronic funds 
transfer against the user^s bank account or some other bank 
account. The AUDIT administrative response can, if desired, call 
an external process that interfaces VDE to one or more existing 
computer systems. The external process could be passed the 
xiser's account number, PIN, dollar amount, or any other 
information configured in, or associated with, the VDE audit trail 
. being processed. The external process can communicate with 
non-VDE hosts and use the information passed to it as part of 
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these communications. For example, the external process could 
generate automated clearinghouse (ACH) records in a file for 
submittal to a bank. This mechanism would provide the ability 
to automatically credit or debit a bank account in any financial 
institation. The same medianism could be used to c ommunic ate 
with the existing credit card (e.g. VISA) network by submitting 
VDE based charges against the diarge accotmt. 

Once the appropriate Audit response record(s) have been 
generated, AUDIT method 2520 may write an Audit 
administrative record(s) into an administrative object for 
communication back to the VDE user node that generated the 
Audit request (blocks 2566, 2568). The AUDIT method 2520 may 
then save communications and response processing audit 
information in appropriate audit trail(s) (blocks 2570, 2572) 
before terminating (at terminate point 2574). 

Figure 44c shows an ^cample of steps that may be 
performed by the AUDIT method 2520 back at the VDE user 
node upon receipt of the administrative object generated and sent 
by Figure 44b, block 2566. The steps 2580-2599 shown in Figure 
44c are similar to the steps shown in Figure 43d for the 
REGISTER method 2400 in the "administrative reply" mode. 
Briefly, these steps involve receiving and extracting appropriate 
response records from the administrative object (block 2584 j, and 
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then processing the received information appropriately to update 
secure database records and perform any other necessary actions 
(blocks 2595, 2596). 

Examples of ETent-DiiTen Content-Based Methods 

VDE methods 1000 are designed to provide a very flexible 
and highly modular approach to secure processing. A complete 
VDE process to service a "use event"" may typically be constructed 
as a combination of methods 1000. As one example, the typical 
process for reading content or other information firom an object 
300 may involve the following methods: 

• an EVENT method 

• a METER method 

• a BILLING method 

• a BUDGET method. 

Figure 45 is an example of a sequential series of methods 
performed by VDE 100 in response to an event In this example, 
when an event occurs, an EVENT method 402 may "'qualify" the 
event to determine whether it is significant or not. Not all events 
are significant. For example, if the EVENT method 1000 in a 
control process dictates that usage is to be metered based upon 
number of pages read, then user request "events'* for reading less 
than a page of information may be ignored. In another example, 
if a system event represents a request to read a certain ntunber 
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of bytes, and the EVENT method 1000 is part of a control process 
designed to meter paragraphs, then the EVENT method may 
evaluate the read request to determine how many paragraphs 
are represented in the bytes requested. This process may involve 
mapping to "atomic elements" to be discussed in more detail 
below. 

EVENT method 402 filters out events that are not 
significant with regard to the specific control method involved. 
EVENT method 402 may pass on qualified events to a METER 
process 1404, which meters or discards the event based on ite 
own particular criteria. 

In addition, the preferred embodiment provides an 
optimization called "precheck." EVENT method/process 402 may 
perform this "precheck" based on metering, billing and budget 
information to determine whether processing based on an event 
will be allowed. Suppose, for example, that the user has already 
exceeded her budget with respect to accessing certain 
information content so that no fiirther access is permitted. 
Althovigh BUDGET method 408 could make this determination, 
records and processes performed by BUDGET method 404 and/or 
BILLING method 406 mi^t have to be "undone" to, for example, 
prevent the user from being charged for an access that .was 
actually denied. It may be more efficient to perform a "precheck" 
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within EVENT method 402 so that fewer transactioiis have to be 
"undone." 

METER method 404 may store an audit record in a meter 
"trail"* UDE 1200, for example, and may also record information 
related to the event in a meter UDE 1200. For example, METER 
method 404 may increment or decrement a "meter" value within 
a meter UDE 1200 each time content is accessed. The two 
different data structures (meter UDE and meter trail UDE) may 
be maintained to permit record keeping for reporting purposes to 
be maintained separately from record keeping for internal 
operation purposes, for example. 

Once the event is metered by METER method 404, the 
metered event may be processed by a BILLING method 406. 
BILLING method 406 determines how much budget is consumed 
by the event, and keeps records that are useful for reconciliation 
of meters and budgets. Thus, for example, BILLING method 406 
may read budget information from a budget UDE, record billing 
information in a billing UDE, and write one or more audit records 
in a billing trail UDE. While some billing trail infonnation may 
duplicate meter and/or budget trail information, the billing trail 
information is useful, for example, to allow a content creator 102 
to expect a payment of a certain size, and serve as a 
reconciliation check to reconcile meter trail information sent to 
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creator 102 with budget trail information a&at to, for example, an 
independent budget provider. 

BILLING method 406 may then pass the event on to a 
BUDGET method 408. BUDGET method 408 sets limits and 
records transactional information associated with those limits. 
For example, BUDGET method 408 may store budget 
information in a budget UDE, and may store an audit record in a 
budget trail UDE. BUDGET method 408 may result in a 1>udget 
remaining" field in a budget UDE being decremented by an 
amount specified by BILLING method 406. 

The information content may be released, or other action 
taken, once the various methods 402, 404, 406, 408 have 
processed the event. 

As mentioned above, PERCs 808 in the preferred 
embodiment may be provided with "control methods" that in 
efiect "oversee" performance of the other required methods in a 
control process. Figure 46 shows how the required 
methods/processes 402, 404, 406, and 408 of Figure 45 can be 
organized and controlled by a control method 410. Control 
method 410 may call, dispatch events, or otherwise invoke the 
other methods 402, 404, 406, 408 and otherwise supervise the 
processing performed in response to an "event." 
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Control methods operate at the level of control sets 906 
within PERCs 808. They provide structure^ logic, and flow of 
control between disparate acquired methods 1000. This 
mechanism permits the content provider to create any desired 
chain of processing, and also allows the specific chain of 
processing to be modified (within permitted limits) by 
downstream redistributors. This control structure concept 
provides great flexibility. 

Figure 47 shows an example of an "aggregate*" method 412 
which collects METER method 404, BUDGET method 406 and 
BILLING method 408 into an "aggregate" processing flow. 
Aggregate method 412 may, for example, combine various 
elements of metering, budgeting and billing into a single method 
1000. Aggregate method 412 may provide increased efficiency as 
a result of processing METER method 404, BUDGET method 406 
and BILLING method 408 aggregately, but may decrease 
flexibiUty because of decreased modularity. 

Many different methods can be in effect simviltaneously. 
Figure 48 shows an example of preferred embodiment event 
processing using multiple METER methods 404 and multiple 
BUDGET methods 1408. Some events may be subject to many 
different required methods operating independently or 
cumulatively. For example, in the example shown in Figure 48, 
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meter method 404a may maintain meter trail and meter 
information records that are independent from the meter trail 
and meter information records maintained by METER method 
404b. Similarly, BUDGET method 408a may maintain records 
independently of Hiosc records maintained by BUDGET method 
408b. Some events may bypass BILLING method 408 while 
nevertheless being processed by meter method 404a and 
BUDGET method 408a. A variety of different variations are 
possible. 

KEPRESENTATIVB EXAMPLES OP VDB METHODS 

Although methods 1000 can have virtually unlimited 
variety and some may even be user-defined, certain basic "use" 
type methods are preferably used in the preferred embodiment to 
control most of the more fundamental object manipulation and 
other functions provided by VDE 100. For example, the following 
high level methods would typically be provided for object 

manipulation: 

• OPEN method 

• READ method 

• WRITE method 

• CLOSE method. 

An OPEN method is used to control opening a container so 
its contents may be accessed. A READ metiiod is used to control 
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the access to contents in a container. A WRITE method is used to 
control the insertion of contents into a container. A CLOSE 
method is used to close a containo* that has been opened. 

Subsidiary methods are provided to perform some of the 
steps required by the OPEN, READ, WRITE and/or CLOSE 
methods. Such subsidiary methods may include the following: 

• ACCESS method 

• PANIC method 

• ERROR method 
DECRYPT method 
ENCRYPT method 

• DESTROY content method 
INFORMATION method 

• OBSCURE method 
FINGERPRINT method 

• EVENT method. 

• CONTENT method 

• EXTRACT method 

• EMBED method 

• METER method 
BUDGET method 

• REGISTER method 

• BILLING method 

• AUDIT method 
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An ACCESS method may be used to physically access 
content associated with an opened container (the content can be 
anywhere). A PANIC method may be used to disable at least a 
portion of the VDE node if a security violation is detected. An 
ERROR method may be used to handle error conditions. A 
DECRYPT method is used to decrypt enoTpted information. An 
ENCRYPT method is used to encrypt information. A DESTROY 
content method is used to destroy the ability to access specific 
content within a container. An INFORMATION method is used 
to provide pubHc information about the contents of a container. 
An OBSCURE method is used to devalue content read firom an 
opened container (e.g., to write the word "SAMPLE" over a 
displayed image). A FINGERPRINT method is used to mark 
content to show who has released it from the secure container. 
An event method is used to convert events into different events 
for response by other methods. 

Open 

Figure 49 is a flowchart of an example of preferred 
embodiment process control steps for an example of an OPEN 
method 1500. Different OPEN methods provide different 
detailed steps. However, the OPEN method shown in Figure 49 
is a representative example of a relatively full-featured "open- 
method provided by the preferred embodiment. Figure 49 shows 
a macroscopic view of the OPEN method. Figures 49a-49f are 
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together an example of detailed program controlled steps 
performed to implement the method shown in Figure 49. 

The OPEN method process starts with an "open event." 
This open event may be generated by a user application, an 
operating system intercept or various other mechanisms for 
capturing or intercepting control. For example, a user 
appUcation may issue a request for access to a particular content 
stored within the VDE container. As another example, another 
method may issue a command. 

In the example shown, the open event is processed by a 
control method 1502. Control method 1502 may call other 
methods to process the event. For example, control method 1502 
may call an EVENT method 1504, a METER method 1506, a 
BILLING method 1508, and a BUDGET method 1510. Not all 
OPEN control methods necessarily call of these additional 
methods, but the OPEN method 1500 shown in Figure 49 is a 
representative example. 

Control method 1502 passes a description of the open event 
to EVENT method 1504. EVENT method 1504 may determine, 
for example, whether the open event is permitted and whether 
the open event is significant in the sense that it needs to be 
processed by METER method 1506, BILLING method 1508, 



545 



W0 90Z71SS PCI/DS9M»23M 



and/or BUDGET method 1510. EVENT method 1504 may 
maintain audit trail information within an audit trail UDE, and 
may determine permiarions and significance of the event by 
using an Event Method Data Element (MDE). EVENT method 
1504 may also map the open event into an "atomic element" and 
count that may be processed by METER method 1506, BILLING 
method 1508, and/or BUDGET method 1510. 



In OPEN method 1500, once EVENT method 1504 has 
been called and returns successfuHy, control method 1502 then 
may call METER method 1506 and pass the METER method, the 
atomic element and count returned by EVENT method 1504. 
METTER method 1506 may maintain audit trail information in a 
METER method Audit Trail UDE, and may also maintain meter 
information in a METER method UDE. In the preferred 
embodiment, METER method 1506 returns a meter value to 
control method 1502 assuming successful completion. 

In the preferred embodiment, control method 1502 upon 
receiving an indication that METER method 1506 has completed 
successfully, then calls BILLING method 1508. Control method 
1502 may pass to BILLING method 1508 the meter value 
provided by METER method 1506. BILLING method 1508 may 
read and update billing information maintained in a BILLING 
method map MDE, and may also maintain and update audit trail 
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in a BILLING method Audit Trail UDE. BILLING method 1508 
may return a billing amount and a completion code to control 
method 1502. 

Assuming BILLING method 1508 completes successfully, 
control method 1502 may pass the billing value provided by 
BILLING method 1508 to BUDGET method 1510. BUDGET 
method 1510 may read and update budget information within a 
BUDGET method UDE, and may also maintain audit trail 
information in a BUDGET method Audit Trail UDE. BUDGET 
method 1510 may return a budget value to control method 1502, 
and may also return a completion code indicating whether the 
open event exceeds the user^s budget (for this type of event). 

Upon completion of BUDGET method 1510, control method 
1502 may create a channel and establish read/use control 
information in preparation for subsequent calls to the READ 
method. 

Figures 49a-49f are a more detailed description of the 
OPEN method 1500 ea:ample shown in Figure 49. Referring to 
Figure 49a, in response to an open event, control method 1502 
first may determine the identification of the object to be opened 
and the identification of the user that has requested the object to 
be opened (block 1520). Control method 1502 then determines 
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whether the object to be opened is registered for this user 
(decision block 1522). It makes this detennination at least in 
part in the preferred embodiment by reading the PERC 808 and 
the User Rights Table (URT) element associated with the 
particular object and particular user determined by block 1520 
(block 1524). Ifthe user is not registered for this particular 
object fno" exit to decision block 1522), then control method 1502 
may call the REGISTER method for the object and restart the 
OPEN method 1500 once registration is complete (block 1526). 
The REGISTER method block 1526 may be an independent 
process and may be time independent. It may, for example, take 
a relatively long time to complete the REGISTER method (say if 
the VDE distributor or other participant responsible for 
providing registration wants to perform a credit check on the 
xiser before registering the user for this particular object). 

Assuming the proper URT for this user and object is 
present such that the object is registered for this user ("yes" exit 
to decision block 1522), control method 1502 may determine 
whether the object is already open for this user (decision block 
1528). This test may avoid creating a redundant channel for 
opening an object that is ahready open. Assuming the object is 
not already open ("no" exit to decision block 1528), control method 
1502 creates a chaxmel and binds appropriate open control 
elements to it (block 1530). It reads the appropriate open control 
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elements firom the secure database (or the container, such as, for 
example, in the case of a travelling object), and Hbinds" or links'* 
these particular appropriate control elements together in order to 
control opening of the object for this user. Thus, block 1530 
associates an event with one or more appropriate method core(s), 
appropriate load modules, appropriate User Data Elements, and 
appropriate Method Data Elements read from the secure 
database (or the container) (block 1532). At this point, control 
method 1502 specifies the oi>en event (which started the OPEN 
method to begin with), the object ID and user ID (determined by 
block 1520), and the channel ID of the channel created by block 
1530 to subsequent EVENT method 1504, METER method 1506, 
BILLING method 1508 and BUDGET method 1510 to provide a 
secure database '^transaction" (block 1536). Before doing so, 
control method 1502 may prime an audit process (block 1533) 
and write audit information into an audit UDE (block 1534) so a 
record of the transaction exists even if the transaction fails or is 
interfered with. 

The detail steps performed by EVENT method 1504 are set 
forth on Figure 49b. EVENT method 1504 may first prime an 
event audit trail if required (block 1538) which may write to an 
EVENT Method Audit Trail UDE (block 1540). EVENT method 
1504 may then perform the step of mapping the open event to an 
atomic element number and event count using a map MDE (block 
1542). The EVENT method map MDE may be read from the 
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secure database (block 1544). This mappixig process performed 
by block 1542 may, for sample, detennine whether or not the 
open event is meterable, biUable, or budgetable, and may 
transform the open event into some discrete atomic element for 
metering, billing and/or budgeting. As one example, block 1542 
might perform a one-to-one mapping between open events and 
"open" atomic elements, or it may only provide an open atomic 
element for every fifth time that the object is opened. The map 
block 1542 preferably returns the open event, the event count, 
the atomic element number, the object ID, and the user ID. This 
information may be written to the EVENT method Audit Trail 
UDE (block 1546, 1548). In the preferred embodiment, a test 
(decision block 1550) is then performed to determine whether the 
EVENT method failed. Specifically, decision blodt 1550 may 
determine v^ether an atomic elem^t nvunber was generated. If 
no atomic element number was generated (e.g., meaning that the 
open event is not significant for processing by METER method 
1506, BILLING method 1508 and/or BUDGET method 1510), 
then EVENT method 1504 may return a "fail" completion code to 
control method 1502 Tno" exit to decision block 1550). 

Control method 1502 tests the completion code returned by 
EVENT method 1504 to determine whether it failed or was 
. successful (decision block 1552). If the EVENT method failed 
("no" exit to decision block 1552), control method 1502 may "roll 
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back* the secure database transaction (block 1554) and return 
itself with an indication that the OPEN method failed (block 
1556). In this context, ''rolling back" the secure database 
transaction means, for example, ''imdoing^ the changes made to 
audit trail UDE by blocks 1540, 1548. However, this ''roll back* 
performed by block 1554 in the preferred embodiment does not 
"undo'' the changes made to the control method audit UDE by 
blocks 1532, 1534. 

Assuming the EVENT method 1504 completed 
successfully, control method 1502 then calls the METER method 
1506 shown on Figure 49c. In the preferred embodiment, 
METER method 1506 primes the meter audit trail if required 
(block 1558), which typically involves writing to a METER 
method audit trail UDE (block 1560). METER method 1506 may 
then read a METER method UDE from the secure database 
(block 1562), modify the meter UDE by adding an appropriate 
event cotmt to Hie meter value contained in the meter UDE 
(block 1564), and then writiag the modified meter UDE back to 
the secure database (block 1562). In other words, block 1564 may 
read the meter UDE, increment the meter coimt it contains, and 
write the changed meter UDE back to the secure database. In 
the preferred embodiment, METER method 1506 may then write 
meter audit trail information to the METER method audit trail 
UDE if required (blocks 1566, 1568). METER method 1506 
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preferably next performs a test to determine whether the meter 
increment succeeded (decision block 1570). METER method 1506 
returns to control method 1502 with a completion code (e.g., 
succeed or fail) and a meter value determined by block 1564. 

Control method 1502 tests whether the METER method 
succeeded by examining the completion code, for example 
(decision block 1572). If the METER method failed ("no" exit to 
decision block 1572), then control method 1502 "rolls back" a 
secure database transaction (block 1574), and returns with an 
indication that the OPEN method failed (block 1576). Assuming 
the METER meUiod succeeded ("yes" exit to decision blodc 1572), 
control method 1502 calls the BILLING method 1508 and passes 
it the meter value provided by METER method 1506. 

An example of steps performed by BILLING method 1508 
is set forth in Figure 49d. BILLING method 1508 may prime a 
billing audit trail if required (block 1578) by writing to a 
BILLING method Audit Trail UDE within the secure database 
(block 1580). BILLING method 1508 may then map the atomic 
element number, coimt and meter value to a billing amount using 
a BILLING method map MDE read from the secure database 
(blocks 1582, 1584). Providing an independent BILLING method 
map MDE containing, for example, price list information, allows 
separately dehverable pricing for the billing process. The 
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restilting billing amotmt generated by block 1582 may be written 
to the BILLING method Audit Trail UDE (blocks 1586, 1588), 
and may also be returned to control method 1502. In addition, 
BILLING method 1508 may determine whether a billing amount 
was properly selected by block 1582 (decision block 1590). In this 
example, the test performed by block 1590 generally reqiiires 
more than mere examination of the returned billing amoimt, 
since the billing amoimt may be changed in unpredictable ways 
as specified by BILLING method map MDE. Control then 
returns to control method 1502, which tests the completion code 
provided by BILLING method 1508 to determine whether the 
BILLING method succeeded or failed (block 1592). If the 
BILLING method failed fno'' exit to decision block 1592), control 
method 1502 may "roll back*" the secure database transaction 
(block 1594), and return an indication that the OPEN method 
failed (block 1596). Assuming the test performed by decision 
block 1592 indicates that the BILLING method succeeded C'yes'* 
exit to decision block 1592), then control method 1502 may caU 
BUDGET method 1510. 

Other BILLING methods may use site, user and/or usage 
information to establish, for example, pricing information. For 
example, information concerning the presence or absence of an 
object may be used in establishing "suite" purchases, competitive 
discoimts, etc. Usage levels may be factored into a BILLING 



553 



wo 9607155 



PCT/US96rt)2303 



method to establish price breaks for different levels of usage. A 
currency translation feature of a BILLING method may allow 
purchases and/or pricing in many different currencies. Many 
other possibilities exist for determining an amount of budget 
constmied by an event that may be incorporated into BILLING 
methods. 

An example of detailed control steps performed by 
BUDGET method 1510 is set forth in Figure 49e. BUDGET 
method 1510 may prime a budget audit trail if required by 
writing to a budget trail UDE (blocks 1598, 1600). BUDGET 
method 1510 may next perform a billing operation by adding a 
billing amount to a budget vahie (block 1602). This operation 
may be performed, for example, by reading a BUDGET method 
UDE from the secure database, modifying it, and writing it back 
to the secure database (block 1604). BUDGET method 1510 may 
then write the budget audit trail information to the BXJDGET 
method Audit Trail UDE (blocks 1606, 1608). BUDGET method 
1510 may finally, in this example, determine whether the user 
has run out of budget by determining whether the budget value 
calculated by block 1602 is out of range (decision block 1610). If 
the user has run out of budget ("yes" exit to decision block 1610), 
the BUDGET method 1510 may return a "fail completion" code to 
control method 1502. BUDGET method 1510 then returns to 
control method 1502, which tests whether the BUDGET method 
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completion code was successful (decision block 1612). If the 
BUDGET method failed fno" exit to decision block 1612), control 
method 1502 may "roll back" the secure database transaction and 
itself return with an indication that the OPEN method failed 
(blodcs 1614, 1616). Assuming control method 1502 determines 
that the BUDGET method was successful, the control method 
may perform the additional steps shown on Figure 49f For 
example, control method 1502 may write an open audit trail if 
required by writing audit information to the audit UDE that was 
primed at block 1532 (blocks 1618, 1620). Control method 1502 
may then establish a read event processing (block 1622), using 
the User Right Table and the PERC associated with the object 
and user to establish the channel (block 1624). This diannel may 
optionally be shared between users of the VDE node 600, or may 
be used only by a specified user. 

Control method 1502 then, in the preferred embodiment, 
tests whether the read channel was established successfuUy 
(decision block 1626). If the read channel was not successfully 
estabhshed Cno** exit to decision block 1626), control method 
1502 '^rolls back'' the secured database transaction and provides 
an indication that the OPEN method failed (blocks 1628, 1630). 
Assuming the read channel was successfully established ("yes" 
exit to decision block 1626), control method 1502 may "commit" 
the secure database transaction (block 1632). This step of 
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"committing" the secure database transaction in the preferred 
embodiment involves, for example, deleting intermediate values 
associated with the secure transaction that has just been 
performed and, in one example, writing changed XJDEs and 
MDEs to the secure database. It is generally not possible to "roll 
back" a secure transaction once it has been committed by block 
1632. Then, control method 1502 may "tear down" the channel 
for open processing (block 1634) before terminating (block 1636). 
In some arrangements, such as multi-tasking VDE node 
environments, the open channel may be constantly maintained 
and available for use by any OPEN method that starts. In other 
implementations, the channel for open processing may be rebuilt 
and restarted each time an OPEN method starts. 

Read 

Figure 50, 50a-50f show examples of process control steps 
for performing a representative example of a READ method 1650. 
Comparing Figure 50 with Figure 49 reveals that the same 
overall high level processing may typically be performed for 
READ method 1650 as was described in connection with OPEN 
method 1500. Thus, READ method 1650 may call a control 
method 1652 in response to a read event, the control method in 
turn invoking an EVENT method 1654. a METER method 1656, 
a BILLING method 1658 and a BUDGET method 1660. In the 
preferred embodiment, READ control method 1652 may request 
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methods to fingerprint and/or obscure content before releasing 
the decrypted content. 

Figures 50a-50e are similar to Figures 49a-49e. Of course, 
even though the same user data elements may be used for both 
the OPEN method 1500 and the READ method 1650, the method 
data elements for the READ method may be completely dififerent, 
and in addition, the user data elements may provide differmt 
auditing, metering, billing and/or budgeting criteria for read as 
opposed to open processing. 

Referring to Figure 50f, the READ control method 1652 
must determine which key to use to decxypt content if it is going 
to release decrypted content to the user (block 1758). READ 
control method 1652 may make this key determination based, in 
part, upon the PERC 808 for the object (block 1760). READ 
control method 1652 may then call an ACCESS method to 
actually obtain the encrypted content to be decrypted (block 
1762). The content is then decrypted using the key determined 
by block 1758 (block 1764). READ control method 1652 may then 
determine whether a "fingerprint" is desired (decision block 
1766). If fingerprinting of the content is desired ("yes" exit of 
decision block 1766), READ control method 1652 may call the 
FINGERPRINT method (block 1768). Otherwise, READ control 
method 1652 may determine whether it is desired to obscure the 
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decrypted content (decision block 1770). If so, READ control 
method 1652 may call an OBSCURE method to peifonn this 
function (block 1772). Finally, READ control method 1652 may 
commit the secure database transaction (block 1774), optionally 
tear down the read channel (not shown), and terminate (block 
1776). 

Write 

Figures 51, 51a-51f are flowcharts of examples of process 
control steps used to perform a representative example of a 
WRITE method 1780 in the preferred embodiment. WRITE 
method 1780 uses a control method 1782 to call an EVENT 
method 1784, METER method 1786, BILLING method 1788, and 
BUDGET method 1790 in this example. Thus, writing 
information into a container (either by overwriting information 
already stored in the container or adding new information to the 
container) in the preferred embodiment may be metered, billed 
and/or budgeted in a manner similar to the way opening a 
container and reading from a container can be metered, billed 
and budgeted. As shown in Figure 51, the end result of WRITE 
method 1780 is typically to encrypt content, update the container 
table of contents and related information to reflect the new 
content, and write the content to the object. 
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Figure 51a for the VrWTE control loethod 1782 is similar 
to Figure 49a and Figure 50a for the OPEN control method and 
the READ control method, respectively. However, Figure 51b is 
slightly different firom its open and read coimterparts. In 
IMOticular, block 1820 is performed if the WRITE EVENT method 
1784 fails. This block 1820 updates the EVENT method map 
MDE to reflect new data. This is necessary to allow information 
written by block 1810 to be read by Figure 51b READ method 
block 1678 based on the same (but now updated) EVENT method 
map MDE. 

Looking at Figure 51f, once the EVENT, METER, 
BILLING and BUDGET methods have returned successfully to 
WRITE control method 1782, the WRITE control method writes 
audit information to Audit UDE (blocks 1890, 1892), and then 
determines (based on the PERC for the object and user and an 
optional algorithm) which key should be used to encrypt the 
content before it is written to the container (blocks 1894, 1896). 
CONTROL method 1782 then encrypts the content (block 1898) 
possibly by calling an ENCRYPT method, and writes the 
encrypted content to the object (block 1900). CONTROL method 
1782 may then update the table of contents (and related 
information) for the container to reflect the newly written 
information (block 1902), commit the secure database transaction 
(block 1904), and return (block 1906). 
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Close 

Figure 52 is a flowchart of an example of process control 
steps to perform a representative example of a CLOSE method 
1920 in the preferred embodiment. CLOSE method 1920 is used 
to dose an open object. In the preferred embodiment, CLOSE 
method 1920 primes an audit trail and writes audit information 
to an Audit UDE (blocks 1922, 1924). CLOSE method 1920 then 
may destroy the current channeKs) being used to support and/or 
process one or more open objects (block 1926). As discxissed 
above, in some (e.g., multi-user or multi-tasking) installations, 
the step of destroying a channel is not needed because the 
channel may be left operating for processing additional objects for 
the same or different users. CLOSE method 1920 also releases 
appropriate records and resources associated with the object at 
this time (block 1926). The CLOSE method 1920 may then write 
an audit trail (if required) into an Audit UDE (blocks 1928, 1930) 
before completing. 

Event 

Figure 53a is a flowchart of example process control steps 
provided by a more general example of an EVENT method 1940 
provided by the preferred embodiment. Examples of EVENT 
methods are set forth in Figures 49b, 50b and 51b and are 
described above. EVENT method 1940 shown in Figure 53a is 
somewhat more generalized than the examples above. Like the 
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EVENT method examples above, EVENT method 1940 receives 
an identification of the event along with an event comit and event 
parameters. EVENT method 1940 may first prime an EVENT 
audit trail (if required) by writing appropriate information to an 
EVENT method Audit Trail UDE (blocks 1942, 1944). EVENT 
method 1940 may then obtain and load an EVENT method map 
DTD from the secure database (blocks 1946, 1948). This EVENT 
method map DTD describes, in this example, the format of the 
EVENT method map MDE to be read and accessed immediately 
subsequently (by blocks 1950, 1952). In the preferred 
embodiment, MDEs and UDEs may have any of various different 
formats, and their formats may be flexibly specified or changed 
dynamically depending upon the installation, user, etc. The 
DTD, in efiect, describes to the EVENT method 1940 how to read 
from the EVENT method map MDE. DTDs are also used to 
specify how methods should write to MDEs and UDEs, and thus 
may be used to implement privacy filters by, for example, 
preventing certain confidential user information firom being 
written to data structures that will be reported to third parties. 

Block 1950 ("map event to atomic element # and event 
coimt using a Map MDE") is in some sense the Tieart" of EVENT 
method 1940. This step "maps* the event into an "atomic 
element number" to be responded to by subsequently called 
methods. An example of process control steps performed by a 
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somewhat representative example of liiis "mapping" step 1950 is 
shown in Figure 53b, 

The Figure 53b example shows the process of converting a 
READ event that is associated with requesting byte range 1001- 
1500 from a specific piece of content into an appropriate atomic 
element. The example EVENT method mapping process (block 
1950 in Figure 53a) can be detailed as the representative process 
shown in Figure 53b. 

EVENT method mapping process 1950 may first look up 
the event code (READ) in the EVENT method MDE (1952) using 
the EVENT method map DTD (1948) to determine the structure 
and contents of the MDE. A test might then be performed to 
determine if the event code was found in the MDE (1956), and if 
not ("No" branch), the EVENT method mapping process may the 
terminate (1958) without mapping the event to an atomic 
element ntunber and count. If the event was foimd in the MDE 
("Yes" branch), the EVENT method mapping process may then 
compare the event range (e.g., bytes 1001-1500) against the 
atomic element to event range mapping table stored in the MDE 
(block 1960). The comparison might yield one or more atomic 
element numbers or the event range might not be found in the 
.mapping table. The result of the comparison might then be 
tested (block 1962) to determine if any atomic element numbers 
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were found in the table. IfnotfNo'' branch), the EVENT method 
mapping process may terminate without selectixig any atomic 
element ntunbers or counts (1964). If the atomic element 
numbers were found, the process might then calculate the atomic 
element count from the event range (1966). In this example, the 
process might calculate the number of bytes requested by 
subtracting the upper b3rte range firom the lower byte range (e.g., 
1500 - 1001 + 1 = 500). The example EVENT method mapping 
process mi^t then terminate (block 1968) and return the atomic 
element number(s) and coimts. 

EVENT method 1940 may then write an EVENT audit 
trail if required to an EVENT method Audit Trail UDE (block 
1970, 1972). EVENT method 1940 may then prepare to pass the 
atomic element niunber and event count to the calling CONTROL 
method (or other control process) (at exit point 1978). Before 
that, however, EVENT method 1940 may test whether an atomic 
element was selected (dedsion block 1974). If no atomic element 
was selected, then the EVENT method may be failed (block 
1974). This may occur for a nimiber of reasons. For example, the 
EVENT method may fail to map an event into an atomic element 
if the user is not authorized to access the specific areas of content 
that the EVENT method MDE does not describe. This 
mechanism could be used, for example, to distribute customized 
versions of a piece of content and control access to the various 
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versions in the content object by altering the EVENT method 
MDE delivered to the user. A specific use of this technology 
might be to control the distribution of different language (e^., 
English, French, Spanish) versions of a piece of content. 

Billing 

Figure 53c is a flowchart of an example of process control 
steps performed by a BILLING method 1980. Examples of 
BILLING methods are set forth in Figures 49d, 50d, and 51d and 
are described above. BILLING method 1980 shown in Figure 53c 
is somewhat more generalized than the examples above. Like the 
BILLING method examples above, BILLING method 1980 
receives a meter value to determine the amount to bill. BILLING 
method 1980 may first prime a BILLING audit trail (if required) 
by writing appropriate information to the BILLING method 
Audit Trail UDE (blocks 1982, 1984). BILLING method 1980 
may then obtain and load a BILLING method map DTD from the 
secure database (blocks 1985, 1986), which describes the 
BILLING method map MDE (e.g., a price list, table, or 
parameters to the billing amoimt calculation algorithm) that 
should be used by this BILLING method. The BILLING method 
map MDE may be dehvered either as part of the content object or 
as a separately dehverable component that is combined with the 
•control information at registration. 
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The BILLING method map MDE in this example may 
describe the pridng algorithm that should be used in this 
BILLING method (e.g., bill $0,001 per byte of content released). 
Block 1988 C^ap meter value to billing amounfO functions in 
the same manner as block 1950 of the EVENT method; it maps 
the meter value to a billing value. Process step 1988 may also 
interrogate the secure database (as limited by the privacy filter) 
to determine if other objects or information (e.g., user 
information) are present as part of the BILLING method 
algorithm. 

BILLING method 1980 may then write a BILLING audit 
trail if required to a BILLING method Audit Trail UDE (block 
1990, 1992), and may prepare to return the billing amotuit to the 
calling CONTROL method (or other control process). Before that, 
however, BILLING method 1980 may test whether a billing 
amoimt was determined (decision block 1994). If no billing 
amount was determined, then the BILLING method may be 
failed (block 1996). This may occur if the user is not authorized 
to access the specific areas of the pricing table that the BILLING 
method MDE describes (e.g., you may purchase not more than 
$100.00 of information fi^om this content object). 
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AceesB 

Figure 54 is a flowchart of an example of program control 
steps performed by an ACCESS method 2000. As described 
above, an ACCESS method may be used to access content 
embedded in an object 300 so it can be written to, read from, or 
otherwise manipulated or processed. In many cases, the 
ACCESS method may be relatively trivial since the object may, 
for example, be stored in a local storage that is easily accessible. 
However, in the general case, an ACCESS method 2000 must go 
through a more complicated procedure in order to obtain the 
object. For example, some objects (or parts of objects) may only 
be available at remote sites or may be provided in the form of a 
real-time download or feed (e.g., in the case of broadcast 
transmissions). Even if the object is stored locally to the VDE 
node, it may be stored as a secure or protected object so that it is 
not directly accessible to a calling process. ACCESS method 2000 
establishes the connections, routings, and security requisites 
needed to access the object. These steps may be performed 
transparently to the calling process so that the calling process 
only needs to issue an access request and the particular ACCESS 
method corresponding to the object or class of objects handles all 
of the details and logistics involved in actually accessing the 
object. 
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ACCESS method 2000 may first prime an ACCESS audit 
trail (if required) by writing to an ACCESS Audit Trail UDE 
(blocks 2002, 2004). ACCESS method 2000 may then read and 
load an ACCESS method DTD in order to determine the format 
of an ACCESS MDE (blocks 2006, 2008). The ACCESS method 
MDE specifies the soiirce and routing information for the 
particular object to be accessed in the preferred embodiment. 
Using the ACCESS method DTD, ACCESS method 2000 may 
load the correction parameters (e.g., by telephone number, 
account ID, password and/or a request script in the remote 
resource dependent language). 

ACCESS method 2000 reads the ACCESS method MDE 
firom the secure database, reads it in accordance with the 
ACCESS method DTD, and loads encrypted content source and 
routing information based on the MDE (blocks 2010, 2012). This 
source and routing information specifies the location of the 
encrypted content. ACCESS method 2000 then determines 
whether a connection to the content is available (decision block 
2014). This ''connection'' could be, for example, an on-line 
connection to a remote site, a real-time information feed, or a 
path to a secure/protected resource, for example. If the 
connection to the content is not currently available CT^o'' exit of 
decision block 2014), then ACCESS method 2000 takes steps to 
open the connection (block 2016). If the connection fails (e.g., 
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because the user is not authorized to access a protected secure 
resource), then the ACCESS method 2000 returns with a faihire 
indication (termination pomt 2018). If the open connection 
succeeds, on the other hand, then ACCESS method 2000 obtains 
the encrypted content (block 2020). ACCESS method 2000 then 
writes an ACCESS audit trail if required to the secure database 
ACCESS method Audit Trail UDE (blocks 2022, 2024), and then 
terminates (terminate point 2026). 

Decrypt and Enerypt 

Figure 55a is a ilowdiart of an example of process control 
steps performed by a representative example of a DECRYPT 
method 2030 provided by the preferred embodiment. DECRYPT 
method 2030 in the preferred embodiment obtains or derives a 
decryption key from an appropriate PERC 808, and uses it to 
decrypt a block of encrypted content DECRYPT method 2030 is 
passed a block of encrypted content or a pointer to where the 
encrypted block is stored. DECRYPT 2030 selects a key nuanber 
from a key block (block 2032). For security purposes, a content 
object may be encrypted with more than one key. For example, a 
movie may have the first 10 minutes encrypted using a first key, 
the second 10 minutes encrypted with a second key, and so on. 
These keys are stored in a PERC 808 in a structvire called a "key 
block." The selection process involves determining the correct key 
to use from the key block in order to decrypt the content. The 
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process for this selection is similar to the process used by EVENT 
methods to map events into atomic element numbers. DECRYPT 
method 2030 may then access an appropriate PERC 808 from the 
secure database 610 and loads a key (or "seed") firom a PERC 
(blocks 2034, 2036). This key information may be the actual 
decryption key to be used to decrypt the content, or it may be 
information from which the decryption key may be at least in 
part derived or calculated. If necessazy, DECRYPT method 2030 
computes the decryption key based on the information read from 
PERC 808 at block 2034 (block 2038). DECRYPT method 2030 
then uses the obtained and/or calculated decryption key to 
actually deciypt the block of encrypted information (block 2040). 
DECRYPT method 2030 outputs the decrypted block (or the 
pointer indicating where it may be found), and terminates 
(termination point 2042). 

Figure 55b is a flowchart of an example of process control 
steps performed by a representative example of an ENCRYPT 
method 2050. ENCRYPT method 2050 is passed as an input, a 
block of information to encrypt (or a pointer indicating where it 
may be foimd). ENCRYPT method 2050 then may determine an 
encryption key to use from a key block (block 2052). The 
encryption key selection makes a determination if a key for a 
^ecific block of content to be written already exists in a key block 
stored in PERC 808. If the key already exists in the key block. 
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then the appropriate key number is selected, no such key 
exists in the key block, a new key is calculated using an 
algorithm appropriate to the encryption algorithm. This key is 
then stored in the key block of PERC 808 so that DECRYPT 
method 2030 may access the key in order to decrypt the content 
stored in the content object. ENCRYPT method 2050 then 
accesses the appropriate PERC to obtain, derive and/or compute 
an encryption key to be used to encrypt the information block 
(blocks 2054, 2056, 2058, which are similar to Figure 55a blocks 
2034, 2036, 2038). ENCRYPT method 2050 then actually 
encrypts the information block usmg the obtained and/or derived 
encryption key (block 2060) and outputs the encrypted 
information block or a pointer where it can be found before 
terminating (termination point 2062). 
Content 

Figure 56 is a flowchart of an example of process control 
steps performed by a representative of a CONTENT method 2070 
provided by the preferred embodiment. CONTENT method 2070 
in the preferred embodiment builds a "synopsis" of protected 
content tasing a secure process. For example, CONTENT method 
2070 may be used to derive unsecure ("public") information from 
secure content. Such derived pubhc information might include, 
for example, an abstract, an index, a table of contents, a directory 
of files, a schedule when content may be available, or excerpts 
such as for example, a movie "trailer." 
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CONTENT method 2070 begins by determining whether 
the derived content to be provided miist be derived from secure 
contents, or whether it is ahready available in the object in the 
form of static values (decision blod£ 2070). Some objects may, for 
example, contain prestored abstracts, indexes, tables of contents, 
etc., provided expressly for the purpose of being extracted by the 
CONTENT method 2070. If the object contains such static values 
Tstatic" exit to decision block 2072), then CONTENT method 
2070 may simply read this static value content information from 
the object (block 2074), optionally decrypt, and release this 
content description (block 2076). If, on the other hand, 
CONTENT method 2070 must derive the synopsis/content 
description from the secure object Tderived** exit to decision block 
2072), then the CONTENT method may then securely read 
information from the container according to a synopsis algorithm 
to produce the synopsis (block 2078). 

Extract and Embed 

Figure 57a is a flowchart of an example of process control 
steps performed by a representative example of an EXTRACT 
method 2080 provided by the preferred embodiment. EXTRACT 
method 2080 is used to copy or remove content from an object and 
place it into a new object. In the preferred embodiment, the 
EXTRACT method 2080 does not involve any release of content, 
but rather simply takes content from one container and places it 
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into another container, both of which may be secure. Extraction 
of content differs from release in that the content is never 
exposed outside a secure container. Extraction and Embedding 
are complementary functions; extract takes content from a 
container and creates a new container containing the extracted 
content and any specified control information associated with 
that content. Embedding takes content that is akeady in a 
container and stores it (or the complete object) in another 
container directly and/or by reference, integrating the control 
information associated with existing content with those of the 
new content. 

EXTRACT method 2080 begins by priming an Audit UDE 
(blocks 2082, 2084). EXTRACT method then calls a BUDGET 
method to make sure that the user has enough budget for (and is 
authorized to) extract content fix)m the original object (block 
2086). Kthe user's budget does not permit the extraction ("no" 
exit to decision block 2088), then EXTRACT metiiod 2080 may 
write a failure audit record (block 2090), and terminate 
(termination point 2092). If the user's budget permits tiie 
extraction fyes" exit to decision block 2088), then the EXTRACT 
method 2080 creates a copy of the extracted object with specified 
rules and control information (block 2094). In the preferred 
embodiment, this step involves calling a method that actually 
controls the copy. This step may or may not involve decryption 
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and encryption, depending on the particular the PERC 808 
associated with the original object, for example. EXTRACT 
method 2080 then checks whether any control changes are 
pennitted by the rights authorizing the extract to begin with 
(decision block 2096). In some cases, the extract rights require 
an exact copy of the PERC 808 associated with the original object 
(or a PERC included for this purpose) to be placed in the new 
(destination) container Tno" exit to decision block 2096). If no 
control changes are permitted, then extract method 2080 may 
simply write audit information to the Audit UDE (blocks 2098, 
2100) before terminating (terminate point 2102). If, on the other 
hand, the extract ri|^ts permit the user to make control changes 
ryes" to decision block 2096), then EXTRACT method 2080 may 
call a method or load module that solicits new or chained control 
information (e.g., from the user, the distributor who 
created/granted extract rights, or from some other source) from 
the user (blocks 2104, 2106). EXTRACT method 2080 may then 
call a method or load module to create a new PERC that reflects 
these user-specified control information (block 2104). This new 
PERC is then placed in the new (destination) object, the auditing 
steps are performed, and the process terminates. 

Figure 57b is an example of process control steps 
performed by a representative example of an EMBED method 
2110 provided by the preferred embodiment. EMBED method 
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2110 is similar to EXTRACT method 2080 shown in Figure 57a. 
However, the EMBED method 2110 performs a sU^tly different 
function— it writes an object (or reference) into a destination 
container. Blocks 2112-2122 shown in Figure 57b are similar to 
blocks 2082-2092 shown in Figure 57a. At block 2124, EMBED 
method 2110 writes the source object into the destination 
container, and may at the same time extract or change the 
control information of the destination container. One alternative 
is to simply leave the control information of the destination 
container alone, and include the full set of control information 
associated with the object being embedded in addition to the 
original container control information. As an optimization, 
however, the preferred embodiment provides a technique 
whereby the control information associated with the object being 
embedded are "abstracted** and incorporated into the control 
information of the destination container. Block 2124 may call a 
method to abstract or change this control information. EMBED 
method 2110 then performs steps 2126-2130 which are similar to 
steps 2096, 2104, 2106 shown in Figure 57a to aUow the user, if 
authorized, to change and/or specify control information 
associated with the embedded object and/or destination 
container. EMBED method 2110 then writes audit information 
into an Audit UDE (blocks 2132, 2134), before terminating (at 
termination point 2136). 
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Obscure 

Figure 58a is a flowchart of an example of process control 
steps performed by a representative example of an OBSCURE 
method 2140 provided by the preferred embodiment. OBSCURE 
method 2140 is typically used to release secure content in 
devalued form. For example, OBSCURE method 2140 may 
release a hi^ resolution image in a lower resolution so that a 
viewer can appreciate the image but not enjoy its full value. As 
another example, the OBSCURE method 2140 may place an 
obscuring legend (e.g., "COPY," "PROOF," etc.) across an image 
to devalue it. OBSCURE method 2140 may "obscure" text, 
images, audio information, or any other type of content. 

OBSCURE method 2140 first calls an EVENT method to 
determine if the content is appropriate and in the range to be 
obscured (blodc 2142). If the content is not appropriate for 
obscuring, the OBSCURE method terminates (decision block 
2144 "no" exit, terminate point 2146). Assuming that the content 
is to be obsctired C'yes" exit to decision block 2144), then 
OBSCURE method 2140 determines whether it has previously 
been called to obscure this content (decision block 2148). 
Assuming the OBSCURE 2140 has not previously called for this 
object/content ("yes" exit to decision block 2148), the OBSCURE 
method 2140 reads an appropriate OBSCURE method MDE from 
the secure database and loads an obscure formula and/or pattern 
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from the MDE (blocks 2150, 2152). The OBSCURE method 2140 
may then apply the appropriate obscure transform based on the 
patters and/or formulas loaded by block 2150 (block 2154). The 
OBSCURE method then may terminate (terminate block 2156). 



Fingerprint 

Figure 58b is a flowchart of an example of process control 
steps performed by a representative example of a 
FINGERPRINT method 2160 provided by the preferred 
embodiment. FINGERPRINT method 2160 in the preferred 
embodiment operates to "mark" released content with a 
"fingerprint" identification of who released the content and/or 
check for such marks. This allows one to later determine who 
released unsecured content by examining the content. 
FINGERPRINT method 2160 may, for example, insert a user ID 
within a datastream r^resenting audio, video, or binary format 
information. FINGERPRINT method 2160 is quite similar to 
OBSCURE method 2140 shown in Figure 58a except that the 
transform applied by FINGERPRINT method block 2174 
"fingerprints" the released content rather than obscuring it. 

Figure 58c shows an example of a "fingerprinting" 
procedure 2160 that inserts into released content "fingerprints" 
.2161 that identify the object and/or property and/or the user that 
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requested the released content and/or the date and time of the 
release and/or other identification criteria of the released content. 

Such fingerprints 2161 can be T)uried" - that is inserted in 
a manner that hides the fingerprints from typical users, 
sophisticated 'liackers," and/or from all users, depending on the 
file format, the sophistication and/or variety of the insertion 
algorithms, and on the availabilily of original, non-fingerprinted 
content (for comparison for reverse engineering of algorithm(s)). 
Inserted or embedded fingerprints 2161, in a preferred 
embodiment, may be at least in part enciypted to make them 
more secure. ^Such encrypted fingerprints 2161 may be 
embedded within released content provided in "clear^ (plaintext) 
form. 

Fingerprints 2161 can be used for a variety of purposes 
including, for example, the ofi^n related ptirposes of proving 
misuse of released materials and proving the source of released 
content. Software piracy is a particularly good example where 
fingerprinting can be very usefiil. Fingexprinting can also help to 
enforce content providers' rights for most types of electronically 
dehvered information including movies, audio recordings, 
multimedia, information databases, and traditional literary" 
materials. Fingerprinting is a desirable alternative or addition to 
copy protection. 
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Most piracy of software applications, for example, occurs 
not with the making of an illicit copy by an individual for use on 
another of the individual's own computers, but rather in giving a 
copy to another party. This often starts a chain (or more 
accurately a pyramid) of illegal copies, as copies are handed from 
individual to individual. Thefear of identification resulting from 
the embedding of a fingerprint 2161 will likely dissuade most 
individuals fix)m participating, as many currentiy do, in 
widespread, "casual** piracy. In some cases, content may be 
checked for the presence of a fingerprint by a fingerprint method 
to help enforce content providers' rights. 

Different fingerprints 2161 can have different levels of 
security (e.g., one fingerprint 2161(1) could be 
readable^dentifiable by commercial concerns, while another 
fingerprint 2161(2) could be readable only by a more trusted 
agency. The methods for generating the more secure fingerprint 
2161 might employ more complex encryption techniques (e.g., 
digital signatures) and/or obscuring of location methodologies. 
Two or more fingerprints 2161 can be embedded in different 
locations and/or using different techniques to help protect 
fingerprinted information against hackers. The more secure 
fingerprints might only be employed periodically rather than 
each time content release occurs, if the technique used to provide 
a more secure fingerprint involves an rmdesired amoimt of 
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additional overhead. This may nevertheless be effective since a 
principal objective of fingerprinting is deterrence — ^that is the 
fear on the part of the creator of an illicit copy that the copying 
will be found out. 

For example, one might embed a copy of a fingerprint 2161 
which might be readily identified by an authorized party-for 
example a distributor, service personal, client administrator, or 
clearinghouse using a VDE electronic appliance 600. One might 
embed one or more additional copies or variants of a fingerprint 
2161 (e.g., fingerprints carrying information describing some or 
all relevant identifying information) and this additional one or 
more fingerprints 2161 might be maintained in a more secure 
manner. 

Fingerprinting can also protect privacy concerns. For 
example, the algorithm and/or mechanisms needed to identify the 
fingerprint 2161 might be available only through a particularly 
trusted agent. 

Fingerprinting 2161 can take many forms. For example, in 
an image, the color of every N pixels (spread across an image, or 
spread across a subset of the image; might be subtly shifted in a 
visually imnoticeable manner (at least according to the normal, 
unaided observer). These shifts could be interpreted by analysis 
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of the image (with or without access to the original image), with 
each occurrence or lack of occurrence of a shift in color (or 
greyscale) being one or more binary "on or oflT bits for digital 
information storage. The N pixels mi^t be either consistent, or 
alternatively, pseudo-random in order (but interpretable, at least 
in part, by a object creator, object provider, cHent adnunistrator, 
and/or VDE administrator). 

Other modifications of an image (or moving image, audio, 
etc.) which provide a similar benefit (that is, storing information 
in a form that is not normally noticeable as a result of a certain 
modification of the source information) may be appropriate, 
depending on the application. For example, certain subtle 
modifications in the firequency of stored audio information can be 
modified so as to be normally unnoticeable to the listener while 
still being readable with the proper tools. Certain properties of 
the storage of information might be modified to provide such 
slight but interpretable variations in polarity of certain 
information which is optically stored to achieve similar results. 
Other variations employing other electronic, magnetic, and/or 
optical characteristic may be employed. 

Content stored in files that employ graphical formats, such 
as Microsoft Windows word processing files, provide significant 
opportunities for "bmying" a fingerprint 2161. Content that 
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includes images and/or audio provides the opportunity to embed 
fingerprints 2161 that may be difficult for unauthorized 
individuals to identify since, in the absence of an 
"nnfingerprinted" original for purposes of comparison, minor 
subtle variations at one or more time instances in audio 
frequencies, or in one or more video images, or the like, wiU be in 
themselves tmdiscemible given the normally unknown nature of 
the original and the large amoimts of data employed in both 
image and sound data (and which is not particularly sensitive to 
minor variations). With formatted text documents, particularly 
those created with graphical word processors (such as Microsoft 
Windows or Apple Macintosh word processors and their DOS and 
Unix equivalents), fingerprints 2161 can normally be inserted 
unobtrusively into portions of the document data representation 
that are not normally visible to the end user (such as in a header 
or other non-displayed data field). 

Yet another form of fingerprinting, which may be 
particularly suitable for certain textual documents, would employ 
and control the formation of characters for a given font. 
Individual characters may have a slightly different visual 
formation which connotes certain "fingerprint" information. This 
alteration of a given diaracter^s form would be generally 
imdiscemible, in part because so many slight variations exist in 
versions of the same font available from different suppliers, and 
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in part because of the smallness of the vaiiation. For example, in 
a preferred embodiment, a program such as Adobe Type Align 
could be used which, in its oflf-the-shelf versions, supports the 
abihty of a user to modify font characters in a variety of ways. 
The mathematical definition of the font character is modified 
according to the user's instructions to produce a specific set of 
modifications to be appUed to a character or font. Information 
content could be used in an analogous manner (as an alternative 
to user selections) to modify certain or all characters too subtly 
for user recognition under normal circumstances but which 
nevertheless provide appropriate encoding for the fingerprint 
2161. Various subtly different versions of a given character 
might be used within a single document so as to increase the 
abihty to cany transaction related font fingerprinted 
information. 

Some other examples of applications for fingerprinting 

might include: 

1 . In software programs, selecting certain 
interchangeable code fragments in such a way as to 
produce more or less identical operation, but on 
analysis, differences that detail fingerprint 
information. 

2. With databases, selecting to format certain fields, 
such as dates, to appear in different ways. 
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3. In games, adjusting backgrounds, or changing order 
of certain events, including noticeable or veiy subtle 
changes in timing and/or ordering of appearance of 
game elements, or slight changes in the look of 
elements of the game. 

Fingerprinting method 2160 is typically performed (if at 
all) at the point at which content is released firom a content object 
300. However, it could also be performed upon distribution of an 
object to "mark" the content while still in encrypted form. For 
example, a network-based object repository could embed 
fingerprints 2161 into the content of an object before 
transmitting the object to the requester, the fingerprint 
information could identify a content requester/end user. This 
could help detect "spoof electronic apphances 600 used to release 
content without authorization. 

Destroy 

Figure 59 is a flowchart of an example of process control 
steps performed by a representative performed by a DESTROY 
method 2180 provided by the preferred embodiment. DESTROY 
method 2180 removes the ability of a user to use an object by 
destroying the URT the user requires to access the object. In the 
preferred embodiment, a DESTROY method 2180 may first write 
audit information to an Audit UDE (blocks 2182. 2184). 
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DESTROY method 2180 may than call a WRITE and/or ACCESS 
method to write information whidi will corrupt (and thns 
destroy) the header and/or other important parts of the object 
(block 2186). DESTROY method 2180 may then mark one or 
more of the control structures (e.g-, the URT) as damaged by 
writing appropriate information to the control structure (blocks 
2188, 2190). DESTROY method 2180, finally, may write 
additional audit information to Audit UDE (blocks 2192, 2194) 
before terminating (terminate point 2196). 

Panic 

Figure 60 is a flowchart of an example of process control 
steps performed by a representative example of a PANIC method 
2200 provided by the preferred embodiment. PANIC method 
2200 may be called when a security violation is detected. PANIC 
method 2200 may prevent the user from further accessing the 
object currently being accessed by, for example, destroying the 
channel being used to access the object and marking one or more 
of the control structures (e.g., the URT) associated with the user 
and object as damaged (blocks 2206, and 2208-2210, 
respectively). Because the control structure is damaged, the VDE 
node will need to contact an administrator to obtain a valid 
control structure(s) before the user may access the same object 
again. When the VDE node contacts the administrator, the 
administrator may request information sufficient to satisfy itself 
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that no seciirity violation occurred^ or if a security violation did 
occur, take appropriate steps to ensure that the security violation 
is not repeated. 

Meter 

Figure 61 is a flowchart of an example of process control 
steps performed by a representative example of a METER 
method provided by the preferred embodiment. Although 
METER methods were described above in connection with 
Figures 49, 50 and 51, the METER method 2220 shown in Figure 
61 is possibly a somewhat more representative example. In the 
preferred embodiment, METER method 2220 first primes an 
Audit Trail by accessing a METER Audit Trail UDE (blocks 2222, 
2224). METER method 2220 may then read the DTD for the 
Meter UDE from the secure database (blocks 2226, 2228). 
METER method 2220 may then read the Meter UDE from the 
secure database (blocks 2230, 2232). METER method 2220 next 
may test the obtained Meter UDE to determine whether it has 
expired (decision block 2234). In the preferred embodiment, each 
Meter UDE may be marked with an expiration date. If the 
current date/time is later than the expiration date of the Meter 
UDE ("yes" exit to decision block 2234), then the METER method 
2220 may record a failure in the Audit Record and terminate 
with a failure condition (block 2236, 2238). 
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Assuming the Meter UDE is not yet expired, the meter 
method 2220 may update it using the atomic element and event 
count passed to the METER method from, for example, an 
EVENT method (blocks 2239, 2240). The METER method 2220 
may then save the Meter Use Audit Record in the Meter Audit 
Trail UDE (blocks 2242, 2244), before terminating (at terminate 
point 2246). 

Additional Security Features Provided by the Preferred 
Embodiment 

VDE 100 provided by the preferred embodiment has 
sufficient security to help ensure that it cannot be compromised 
short of a successful "^rute force attack," and so that the time 
and cost to succeed in such a "brute force attack" substantially 
exceeds any value to be derived. In addition, the security 
provided by VDE 100 compartmentalizes the internal workings of 
VDE so that a successful "brute force attack" would compromise 
only a strictly bounded subset of protected information, not the 
entire system. 

The following are among security aspects and features 
provided by the preferred embodiment: 

security of FEE 650 and the processes it performs 
• security of secure database 610 
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• security of enciyptioii/deciyption peiformed by PPE 
650 

• key management; securily of encryption/decryption 
keys and shared secrets 

• security of authentication/extemal commimications 

• . security of secure database backup 

• secure transportability of VDE internal information 
between electronic appliances 600 

• security of permissions to access VDE secure 
information 

security of VDE objects 300 

• integrity of VDE security. 



Some of these security aspects and considerations are 
discussed above. The following provides an expanded discussion 
of preferred embodiment security features not fully addressed 
elsewhere. 



Management of Keys and Shared Secrets 

VDE 100 uses keys and shared secrets to provide security. 
The following key usage features are provided by the preferred 
embodiment: 

• different cryptosystem/key types 

• secure key length 

• key generation 
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• key ''convolution" and key "aging." 
Each of these types are discussed below. 

A. PuUic-Eey and Symmetric Key CxyptosTBtexns 

The process of disguising or transforming, iziformation to 
hide its substance is called encryption. Encryption produces 
"ciphertext." Reversing the encryption process to recover the 
substance from the ciphertext is called "decryption." A 
cryptographic algorithm is the mathematical function used for 
encryption and decryption. 

Most modem cryptographic algorithms use a "key." The 
Ttey" specifies one of a family of transformations to be provided. 
Keys allow a standard, published and tested cryptographic 
algorithm to be used while ensuring that specific transformations 
performed using the algorithm are kept secret. The secrecy of the 
particular transformations thus depends on the secrecy of the 
key, not on the secrecy of the algorithm. 

There are two general forms of key-based algorithms, 
either or both of which may be used by the preferred embodiment 
PPE 650: 

symmetric; and 

pubUc-key (TK"). 
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Symmetric algorifhms are algorithms where the encryption 
key can be calculated from the decryption key and vice versa. In 
many such systems^ the encryption and decryption keys are the 
same. The algorithms, also called "secret-key", ''single key** or 
"shared secref* algorithms, require a sender and receiver to agree 
on a key before dphertext produced by a sender can be decrypted 
by a receiver. This key must be kept secret. The security of a 
symmetric algorithm rests in the key: divulging the key means 
that anybody could encrypt and deaypt information in such a 
cryptosystem. See Schneier. Applied Crvptoyranhv at Page 3. 
Some examples of symmetric key algorithms that the preferred 
embodiment may use include DES, Skipjack/CUpper, IDEA, RC2, 
and RC4. 

In public»key cryptosystems, the key used for encryption is 
different from the key used for deciyption. Furthermore, it is 
computationally infeasible to derive one key from the other. The 
algorithms used in these cryptosystems are called "pubUc key" 
becaiise one of the two keys can be made pubUc without 
endangering the security of the other key. They are also 
sometimes called "asjanmetric"" cryptosystems because they use 
different keys for encr3rption and decrjrption. Examples of public- 
key algorithms include RSA, £1 Gamal and LUC. 
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The preferred embodiment PPE 650 may operate based on 
only symmetric key ciyptosystems, based on public-key 
cryptosystems, or based on both symmetric key ciyptosystems 
and public-key ciyptosystems. VDE 100 does not require any 
specific encryption algoritluns; the architecture provided by the 
preferred embodiment may support numerous algorithms 
including PK and/or secret key (non PK) algorithms. In some 
cases, the choice of encryption/decryption algorithm will be 
dependent on a nxunber of business decisions such as cost, 
market demands, compatibility with other commercially 
available systems, export laws, etc. 

Although the px^erred embodiment is not dependent on 
any particular type of cryptosystem or encryption/decryption 
algorithm(s), the preferred example uses PK cryptosystems for 
secure communications between PPEs 650, and uses secret key 
cryptosystems for lyvlk" encryption/decryption of VDE objects 
300. Using secret key cryptosystems (e.g., DES implementations 
using multiple keys and multiple passes, Skipjack, RC2, or RC4) 
for T)ulk" encryption/decryption provides efficiencies in 
encrypting and decrypting large quantities of information, and 
also permits PPEs 650 without PK-capability to deal with VDE 
objects 300 in a variety of applications. Using PK cryptosystems 
.for commtmications may provide advantages such as eliminating 
reliance on secret shared external communication keys to 
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establish commumcations, allowing for a challenge/response that 
doesn't rely on shared internal secrets to authenticate PPEs 650, 
and aUowing for a publicly available ''certification'' process 
without reUance on shared secret keys. 

Some coiatent providers may wish to restrict use of their 
content to PK implementations. This desire can be supported by 
making the availabitity of PK capabilities, and the specific nature 
or type of PK capabilities, in PPEs 650 a factor in the registration 
of VDE objects 300, for example, by including a requirement in a 
REGISTER method for such objects in the form of a load module 
that examines a PPE 650 for specific or general PK capabilities 
before allowing registration to continue. 

Although VDE 100 does not require any specific algorithm, 
it is hi^y desirable that all PPEs 650 are capable of using the 
same algorithm for bulk enciyption/decryption. If the bulk 
encryption/decryption algorithm used for enczypting VDE objects 
300 is not standardized, then it is possible that not all VDE 
electronic appliances 600 will be capable of handling all VDE 
objects 300. Performance differences will exist between different 
PPEs 650 and associated electronic appUances 600 if 
standardized bulk encryption/decryption algorithms are not 
implemented in whole or in part by hardware-based 
enciypt/deciypt engine 522. and instead are implemented in 
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software. In order to support algorithms that are not 
implemented in whole or in part by enciypt/decrypt engine 522, a 
component assembly that implements such an algorithm must be 
available to a PPE 650. 

B. Key Length 

Increased key length may increase security. A "brute- 
force" attack of a cryptosystem involves trying every possible key. 
The longer the key, the more possible keys there are to try. At 
some key length, available computation resources will require an 
impractically large amount of time for a Imite force" attacker to 
try every possible key*. 

VDE 100 provided by the preferred embodiment 
accommodates and can use many different key lengths. The 
length of keys used by VDE 100 in the preferred embodiment is 
determined by the algorithm(s) used for encryption/decryption, 
the level of security desired, and throughput requirements. 
Longer keys generally require additional processing power to 
ensure fast encryption/deciyption response times. Therefore, 
there is a tradeoff" between (a) security, and (b) processing time 
and/or resources. Since a hardware-based PPE encrypt/decrypt 
engine 522 may provide faster processing than software-based 
encryption/decryption, the hardware-based approach may, in 
general, allow use of longer keys. 
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The preferred embodiment may use a 1024 bit modulus 
(key) RSA cryptosystem implementation for PK 
enciyption/decryption, and may use 56-bit DES for 'l)ulk'* 
encryption/decryption. Since the 56-bit key provided by standard 
DES may not be long enough to provide sufficient security for at 
least the most sensitive VDE information, multiple DES 
encryptions using midtiple passes and mtdtiple DES keys may be 
used to provide additional security. DES can be made 
significantly more secure if operated in a manner that uses 
multiple passes with diGferent keys. For eicample, three passes 
with 2 or 3 separate keys is much more secure because it 
effectively increases the length of the key. RC2 and RC4 
(alternatives to DES) can be exported for up to 40-bit key sizes, 
but the key size probably needs to be much greater to provide 
even DES level security. The 80-bit key length provided by 
NSA's Skipjack may be adequate for most VDE security needs. 

The capability of downloading code and other information 
dynamically into PPE 650 allows key length to be adjusted and 
changed dynamically even after a significant number of VDE 
electronic appliances 600 are in use. The ability of a VDE 
administrator to communicate with each PPE 650 efficiently 
makes such after-the-fact dynamic changes both possible and 
cost-effective. New or modified cryptosystems can be downloaded 
into existing PPEs 650 to replace or add to the cryptosystem 
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repertoire avaflable within the PPE, allowing older PPEs to 
maintain compatibility with newer PPEs and/or newly released 
VDE objects 300 and other VDE-protected information. For 
example, software encryption/decryption algorithms may be 
downloaded into PPE 650 at any time to supplement the 
hardware-based ftmctionaHty of encrypt/decrypt engine 522 by 
providing different key length capabiHties. To provide increased 
flexibility, PPE encrypt/deciypt engine 522 may be configured to 
anticipate multiple passes and/or variable and/or longer key 
lengths. In addition, it may be desirable to provide PPEs 650 
with the capability to internally generate longer PK keys. 

C. Key Generation 

Key generation techniques provided by the preferred 
embodiment permit PPE 650 to generate keys and other 
information that are Tcnown" only to it. 

The security of encrypted information rests ia the security 
of the key used to encrypt it. If a ciyptographically weak process 
is used to generate keys, the entire security is weak. Good keys 
are random bit strings so that every possible key in the key space 
is equally likely. Therefore, keys should in general be derived 
from a reliably random source, for example, by a 
ciyptographically secure pseudo-random number generator 
seeded from such a source. Examples of such key generators are 
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described in Schneier, Applied Cryptography (John Wiley and 
Sons, 1994), chapter 15. If keys are generated outside a given 
PPE 650 (e.g., by another PPE 650), they must be verified to 
ensure they come firom a trusted source before they can be used. 
"•Certification" may be used to verify keys. 

The preferred embodiment PPE 650 provides for the 
automatic generation of keys. For example, the preferred 
embodiment PPE 650 may generate its own public/private key 
pair for use in protecting PK-based external communications and 
for other reasons. A PPE 650 may also generate its own 
symmetric keys for various purposes during and after 
initialization. Because a PPE 650 provides a secure 
environment, most key generation in the preferred embodiment 
may occur within the PPE (with the possible exception of initial 
PPE keys used at manufacturing or installation time to allow a 
PPE to authenticate initial download messages to it). 

Good key generation relies on randomness. The preferred 
embodiment PPE 650 may, as mentioned above in connection 
with Figure 9, includes a hardware-based random number 
generator 542 with the characteristics reqiiired to generate 
reliable random numbers. These random numbers may be used 
to ''seed" a cryptographicaUy strong pseudo-random number 
generator (e.g., DES operated in Output Feedback Mode) for 
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generation of additional key values derived from the random 
seed. In the preferred embodiment, random ntmiber generator 
542 may consist of a "noise diode" or other physically-based 
source of random values (e.g., radioactive decay). 

If no random number generator 542 is available in the PPE 
650, the SPE 503 may employ a ciyptographic algorithm (e.g., 
DES in Output Feedback Mode) to generate a sequence of 
pseudo-random values derived from a secret value protected 
within the SPE. Although these numbers are pseudo-random 
rather than truly random, they are cryptographically derived 
from a value unknown outside the SPE 503 and therefore may be 
satisfactory in some applications. 

In an embodiment incorporating an HPE 655 without an 
SPE 503, the random value generator 565 software may derive 
reliably random nxmibers firom unpredictable external physical 
events (e.g., high-resolution timing of disk I/O completions or of 
user keystrokes at an attached keyboard 612). 

Conventional techniques for generating PK and non-PK 
keys based upon such "seeds" may be used. Thus, if performance 
and manufacturing costs permit, PPE 650 in the preferred 
embodiment will generate its own public/private key pair based 
on such random or pseudo-random "seed" values. This key pair 
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may then be used for external communications between the PPE 
650 that generated the key pair and other PPEs that wish to 
communicate with it. For example, the generating PPE 650 may 
reveal the pubUc key of the key pair to other PPEs. This aUows 
other PPEs 650 using the public key to encrypt messages that 
may be decrypted only by the generating PPE (the generating 
PPE is the only PPE that Tmows*" the corresponding "private 
key"). Similarly, the generating PPE 650 may encrypt messages 
using its private key that, when decrypted successfully by other 
PPEs with the generating PPE's public key, permit the other 
PPEs to authenticate that the generating PPE sent the message. 

Before one PPE 650 uses a public key generated by 
another PPE, a public key certification process should be used to 
provide authenticity certificates for the public key. A pubUc-key 
certificate is someone's public key ''signed" by a trustworthy 
entity such as an authentic PPE 650 or a VDE administrator. 
Certificates are used to thwart attempts to convince a PPE 650 
that it is commxmicating with an authentic PPE when it is not 
(e.g., it is actually communicating with a person attempting to 
break the security of PPE 650). One or more VDE administrators 
in the preferred embodiment may constitute a certifjdng 
authority. By "signing" both the pubUc key generated by a PPE 
650 and iaformation about the PPE and/or the corresponding 
VDE electronic apphance 600 (e.g., site ID, user ID, expiration 



597 



wo 96/27155 



PCT/US9dA)2303 



date, name, address, etc.), the VDE adininistrator certifying 
authority can certify that information about the PPE and/or the 
VDE electronic appliance is correct and that the public key 
belongs to that particular VDE mode. 

Certificates play an important role in the trustedness of 
digital signatures, and also are important in the public-key 
authentication communications protocol (to be discussed below). 
In the preferred embodiment, these certificates may include 
information about the trustedness/level of security of a particular 
VDE electronic apphance 600 (e.g., whether or not it has a 
hardware-based SPE 503 or is instead a less trusted software 
emulation type HPE 655) that can be used to avoid transmitting 
certain highly secure information to less trusted/secure VDE 
installations. 

Certificates can also play an important role in 
decommissioning rogue users and/or sites. By including a site 
and/or user ID in a certificate, a PPE can evaluate this 
information as an aspect of authentication. For example, if a 
VDE administrator or clearinghouse encounters a certificate 
bearing an ID (or other information) that meets certain criteria 
(e.g., is present on a list of decommissioned and/or otherwise 
suspicious users and/or sites), they may choose to take actions 
based on those criteria such as refusing to communicate, 
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